Zabbix

YCcTaHOBKaA C ncnoJsib3oBaHmem docker compose

NcTo4yHUK KNneHT (Zabbix trapper)

NcTo4yHuK cepBep (Zabbix agent + script)

NMaHenn



YCTAHOBKA C
Ncnonb3oBaHmem docker
compose

YcTaHOBKa cepBepa

KnoHupyeMm penosutopun Zabbix

git clone https://github.com/zabbix/zabbix-docker.git

Mpn HeOBXOANMOCTN NEepPeKOYaAEMCS Ha HY)KHYIO BEPCULO
git checkout 7.0

3anycKkaeM HyXHbIn pann, Hanpumep Alpine+Mysql:

docker compose -f ./docker-compose_v3_alpine_mysql_latest.yaml up

CTpyKTypa Ha3BaHu annos: docker-compose v3 <distr> <db> <Ttun cbopkn>

distr:
alpine Alpine Linux
ol Oracle Linux
ubuntu Ubuntu Linux
db:
mysq| MySQL
pgsql PostgreSQL

TN cbopku:

latest MpencobpaHHblie 06pa3bl

local JlokanbHO cobnpaemblie obpasbl



Mo-ymonyaHuto normH Admin, naposb zabbix

Ons sepcun 7.0 Ha MOMeHT aBrycTta 2024 r. onasa Ncnojib3oBaHUs OrnoBeLeHUN C UCMOJIb30BaHNEM
curl (Hanpumep, Telegram) Heobxoanmo B hann env_vars/.env_srv nobaBuTb CTPOKY.

ZBX_SOURCEIP=0.0.0.0

MnaHnpyeTCcs UCNpaBuUTb B Crieayolmx penusax. NMpobnema B ToM, 4TO ansa paboTbl nocnenHemn
Bepcun curl TpebyeTcs AaHHbIN MapaMeTp.

Cb6opka 1 3anyck B )OHOBOM pexxmme:

docker compose -f ./docker-compose_v3_alpine_mysqgl_latest.yaml up -d

NCcTOYHUKN:

OduruManbHag OOKYMEHTaumnsa

YcTaHOBKa areHrta

Onsa Linux:

sudo apt-get install zabbix-agent

N3meHaem HacTponkun B hanne /etc/zabbix/zabbix_agentd.conf

Hostname= Mmsa xocTa,
Server=
ServerActive=

AllowKey=system.run[*]


https://www.zabbix.com/documentation/current/en/manual/installation/containers

NCcToYHNK KnuneHT (Zabbix
trapper)

OOHOBNIeHUe JaHHbIX MO UHULMATUBE KJ/IMEHTa

Co3paTb aneMeHT AaHHbIX Zabbix trapper

[tem Tags  Preprocessing

* Mame

Type

* Key

Type of information

Linits

* History

* Trends

Value mappging

Allowed hosts

Fopulates host inventory field

Description

Enabled

OOKYMEeHTaLunA

| [et_last_date

Zahhix trapper A
lastupdate

Mumeric (unsigned) ~

Do mot store 31d

-Mone- w

Mpu nomowwn yTunnTel zabbix_sender:

zabbix_sender -z <server IP address> -p 10051 -s "New host" -k trap -o "test value"

Select


http://bobrobotirk.ru/uploads/images/gallery/2024-08/item-for-input-data.jpg
https://www.zabbix.com/documentation/current/en/manual/config/items/itemtypes/trapper

-S MMS XOCTa, cyliecTBytowero B hosts Ha cepepe zabbix n
K KOTOPOMY MpPUBSI3aH 3/1IeMEHT AaHHbIX, B KaBbl4YKax

-k KNtoY, 6e3 KaBblyekK

-0 3Ha4eHne, B KaBblHKaXx eCsin TUM AaHHbIX CTPOKa be3
KaBbl4eK eCJin 4ncno

Mpw nomowm python:

JoKyMeHTauuns

pip install zabbix_utils

OobaBnsiem 3TOT Ko B Hy)KHbII7I CKpPUNT U Ha4YMHaeM nojlydaTb MHHOPMaLMIO O BpEMEHU
BbIMOJIHEHUNA CKPUMNTa. OTnnyne ot napaMeTpoB YTUNINTbI - KJTIOY HY>)KHO YKa3biBaTb B KaBbl4KaX.

from zabbix_utils import Sender
import time

import datetime

sender = Sender(server='192.168.1.198', port=10051)
# Parameters: (host, key, value, clock)
d = datetime.datetime.now()
unix_time = int(time.mktime(d.timetuple()))
resp = sender.send_value('moodle’, 'lastupdate’, 0, unix_time)
if resp.failed == 0:
# Print a success message along with the response time
print(f"Value sent successfully in {resp.time}")
else:
# Print a failure message
print("Failed to send value")

print(resp.details)

HobaBnsem Tpurrep, B yCJ10BUSX AN aHaM3a NOCAeaHNX AaHHbIX PYHKLUMS nodata


https://blog.zabbix.com/ru/python-zabbix_utils/27032/

Condition

* ftem | ok_from_python: get_[ast_date Select
Function |last(} - Last {(most recent) T value W
dayofwesk() - Day of week ja
Last of (T)

nowi) - Mumber of seconds since the Epoch

Time shift time() - Current time

History functions
* Resuit | %

bpaselinedev() - Returns the number of deviations between data periods in se...

baselinewmal) - Calculates baseling by averaging data periods in seasons I
change() - Difference between last and previous value

changecount() - Mumber of changes between adjacent values, Mode (all - all ...

first(} - The oldest value in the specified time interval

fuzzytime() - Difference between item value (as timestamp) and Zabhix serve.

lasti) - Last (most recent) T value
tion

monodec() - Check for continuous item value decrease (1 - data is monotonic. .

- Check for continuous item value increase (1 - data is monotonic, .

o l. E
nodatal) - Mo data received during period of time T (1 - frue, 0 - false). Mode

el All problems

percentile() - Percentile P of a period T nodatal) - Mo data received during period of time T (1 -

Bupg ycnoBus, cpabaTbiBatoLEero Nnpn oTCyTCTBUM AaHHbIX 6onee 20 MuHyT. MNoaaep>XmBatoTcs
OKOHYaHua s, m, h, d, w, m

Condition

* ltem | ok_from_python: get_last_date | Select
Function II!'IEFdEltaI{:I - Mo data received during peried of time T (1 - trug, 0 - false), Mode (5.
*Lastof(T) | 20m Time

Mode

*Result |= » || 1

Obwunn Bng Tpurrepa:

B none Event name M0O>XHO yKa3aTb TEKCT, KOTopbin byaeT BbiBOAMTLCA B dashbord npu
onoseLleHnn. ITOT TeKCT byaeT oTobpaxkaTbCa Npu cnepytowem cpabaTbiBaHUN Tpurrepa, ecnm
Tpurrep cemyac akTUBEH, TO TEKCT HE U3MEHUTCH.


http://bobrobotirk.ru/uploads/images/gallery/2024-08/item-for-input-data2.jpg
http://bobrobotirk.ru/uploads/images/gallery/2024-08/item-for-input-data3.jpg

Trigger Tags  Dependencies

* Mame | fime_input_data_2 |

Event name i time_input_data. 2 |

Operational data | |

Severity | Mot classified Information Warning Average | High

* Expression | nodata(/ok from python/laatupdate,20m}=1 ! Add |

Expression constructor

Recovery expression | Mane |
m Multiple |
All problems All problems if tag values match '

Allow manual close | |

QK event generation

PROBLEM event generation mode

K event closes

Wenu entry name 0 | Trigger URL |

Wenu entry URL ! |

Description

Enabled |v|

Tak)xe Ana cBA3aHHbIX TpUrrepos (Hanpumep 1MUHYTa-3MUHYTbI-5MUHYT) HY>XHO 3aUTN B
3aBUCUMOCTU N yKasaTb CefyoWwmin No YPOBHIO TpUrrep, T € AJ19 YKa3aHHOro npuMepa Hy>Ho B
Tpurrepe 1MnHyTa yKa3aTb 3aBUCUMOCTb OT 3MUHYThI, B TpUrrepe 3MUHYTbI - 3aBUCUMOCTb
S5MUHYT.

Mpumep onga Tpurrepa 1MmnHyTa.

Trigger

Trigger Tags  Dependencies 1

Dependencies  Mame Action

ok_from_python: 3aaep+ka Gonee 3 MUHYT Remove
Add Add host trigger


http://bobrobotirk.ru/uploads/images/gallery/2024-08/item-for-input-data4.jpg
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No6asnsiem oTobpakeHne Ha gawbopae

Edit widget

Type

MName

Refresh interval
Show

Host groups
Exclude host groups

Hosts

Problem

Severity

Froblem tags

Show tags

Tag name

Tag display priority |

Show operational data
Show symptoms

Show suppressed problems
Acknowledgement status
Sort entries by

Show timeline

Mpadumkmn

| Problems v Show header /|
| OBa0p npunoKeHii 2 |

10 seconds v

| Recent problems [JEEISudl History |

| type here to search | select | v |
| type here to search | select |
st ||
type here to search

| |

|| Mot classified [ | warning High

|| Information [v!| Average Disaster

| saor I

| tag | Contains v || value Remave

Full Shoriened Mone

comma-separated list

Mone Separately With problem name

Unacknowledged | Acknowledged | By me

| Time {descending) w~ |

[v]

Ccbinlka Ha CKPUHLLOTbLI rpacrKoB

http://192.168.1.198/chart2.php?graphid=2845&from=now-3h&to=now
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NcTo4YHUK cepBep (Zabbix
agent + script

B aTOM cnyyae co3pmaeTcs UCTOYHUK AaHHbIX Zabbix agent n yctaHaBnMBaeTCs KoY
system.run[pa3mellieHne cKpunTa Ha KaneHTel.

SNEeMeHT JaHHex  Tem MpenotpadoTra 1

PoavTenbCkMe 3NeMEeHTR OaHHBl  abctest

*Kma | texitest

Tun | Zabbix aredt o
*Hnwou | system run[python3 fusrilib/zabbixtest py]
Twn wHobopMauny  Hicnosol (LEN0e NONO¥HMTENLHOE) »
* MHTepdeRc yana ceth | 192 168.51.180:10050 by
EOMHALEI M3MEDEHUR

* [MHTEREAN OOHOBNEHKMA | 1m

Mone20BaTENECHUE MHTEPBANE  Tun MHTepEan
MepeMeHHER Mo pacnucaHmio || 50s
HobasnTe
* Bpems oMUaaHUA rmoGaneHkiA ELEHME 3z Bpemsa oxuaoaHua

* McTopHA He =paHnTs 31d

* OMHaMWES MIMEHeHWH He XpaHiTL XpaHWTe 00
MpeofpaiosaHte SHAYRHKMA
ZancrHeHne Nona WH2eHTaps yana ceTh | -Het- b4

OnWcaHne

AKTHMEMpOEGHD |v

Mo>XHO YCTaHOBUTb npep,o6pa60TKy OaHHbIX Nnepea nToroebiM 3aHeceHeEM B B

LercTene

YpanuTe


http://bobrobotirk.ru/uploads/images/gallery/2024-08/data-agent-1.JPG

SnemeHdT gaHHex. Terw  MNpepoSpaGotka 1

Liarn npegoSpatoTrm 0 WimA MapameTpest Opyroe npu owmOrelleicTERA

1. PerynapHoe BLipayeHne ~ | Allok 1 b Tect !

Dpyroe npu olwwdxe | OTOROCHTE 2HE 330aTk ZHAUSHKUEN

Tun uHbopMaunt | YMCNoE0R (LUSNOS NONOHUTENLHOE) b

lanblie - CTaHAAPTHO TPUITepsbI, ...


http://bobrobotirk.ru/uploads/images/gallery/2024-08/data-agent-2.JPG

[TaHenwn

0T06pa)KeHue B Bugr>xeTe npu 6onbLIMX nepuogax nojsiyd4yeHusa AaHHbIX

Mpu oTobparkeHnn 4YacTo NCMOb3YIOTCA AaHHble "llocnegHee 3HavYyeHme". OQHaKo, OHO Mo
YMOJTHaHUIO NCNOJIb3yeT MaKCUMasibHbIA nepuof B 24 Yaca. CoOTBETCTBEHHO, eC/n nocnegHue
OaHHbIe MPULWK MO3)Ke 3TOro nepuoaa, To CHMTAEeTCs, 4TOo NocegHUX AaHHbIX HeT. [ToaTomMy
oTobparkaemble aneMeHTbl ByayT rawynTb Npn 6onbliem nepnone Ans yBenmvyeHms nepunopna
HY>XHO nepenTn B ADMUHUCTpUpoBaHue->06wne->Beb-nHrepdenc n nsmeHnTbL NnapameTp
"MakcnManbHbIN Nepunog oTobpakeHusa ncropmmn”

UTODPEHEHWE TEXHUYECKWX OLLMDOK

L\ OnoBeuieHuA
* MarciManeHsii neprol oTodpakedHa ncTopuy | 24h

MNons3oBaTENH
* MNepuod EUNETPa BPEMEHA No YyMomdadue | 1h

MWUHHCTPHpPOBaHHE ~
An S * Makc. nepuon CenekTopa Nepuoda BpeMeHn | 2y

Obuwme ¢ Beb-uHTepdeic =
5 | COpOCHTE NO YMOMYEHHD

ABTOpericTpaLma

HypHan ayauTa

ITOT NEepnoL TakXXe MOXKHO U3MEHUTb Yepe3 (PyHKLMIO arperaunm o9 Ka>Kgoro sugxetra. Tam
rnosABNsAeTCA 3Q1IeMeHT "nepuog...".
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