Zabbix

Obwan naes

YcTaHoBKa € ucnosib3oBaHmem docker compose

VcTo4yHUK KAneHT (Zabbix trapper)

NcTo4yHUK cepBep (Zabbix agent + script)

MaHenn

HacTponka areHTta Ha alt linux
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MOHUTOPUHI KPUTUYEH A5 Ntobon KoMNaHuu.

Prometheus
ba3a gaHHbIX BPEMEHHbIX PSOO0B.
Zabbix
Tun paHHbIX Nobon
lMepnop xpaHeHuns He orpaHun4mnBaeTcs
CKopocCTb 06paboTKM AaHHbIX MNapaeT c o6bemoM

CocTaB CUCTEMBbI:

e Prometheus

Prometheus
Tonbko Bpems
OnepaTUBHbIA MOHUTOPUHT

Cnabo 3aBucuT ot obbema

e Exporter: MHCTpYMeHT ana npenobpaboTku/monyveHna MeTpumk

e Alertmanager: yBeaoMJIeHUs

Monenn nony4vyeHuns gaHHbix: Pull (obpawaeTcsa K MalunHe 1 3abupaeT HAKONUBLUMECS AaHHbIE) U
Push (MawwHa oToaeT AaHHble Ha pushgateway, oTkyaga noTom prometheus 3abupaeT AaHHbIE).

Tunbl METPUK:

CyeTymk KonnyecTBo 3/1eMeHTOB 3a onpefesieHHbI Neprog,
(ckonbKo pa3 Nagan cepBep 3a MecsL UIN CKOJIbKO
YyesioBeK NOCEeTW/1I0 CalT 3a AeHb). ToNbKo

MONIOXKNTENbHbIN.

N3mepuTtens MonoXXnTenbHbIA U OTPULATENbHBLIN. HO TONbKO Tekyllee
3HaveHwue.

[ncTorpamma

CBonka Yny4weHHaa ructorpamMmma

Alertmanager

Postmortem

12.4 lMocTmMopTeM npumMmep.pdf
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docker compose

MepBU4YHasA HacCTpoWka cepBepa

JobaBneHne nosib3oBaTeNs

adduser sergey

usermod -aG sudo sergey
YcTaHoBka Docker
OpHoro aapa ons 3arnycka Bce-Taku Masio. TOpMO3UT.
YcTaHOBKa cepBepa
KnoHunpyem peno3ntopuin Zabbix
git clone https://github.com/zabbix/zabbix-docker.git

Mpn HeEOBXOANMOCTUN NepPeKIoYaeMCs Ha HYXKHY0 BEPCUIo

git checkout 7.0

3anyckaeM Hy>XHbIn hais, HanpuMmep Alpine+Mysql:

docker compose -f ./docker-compose v3 alpine mysql latest.yaml up

CTpykTypa Ha3BaHui hannos: docker-compose v3_<distr>_<db>_<Tun cbopkun>

distr:
alpine Alpine Linux
ol Oracle Linux
ubuntu Ubuntu Linux
db:

mysq|l MySQL



pgsql PostgreSQL

TN cbopKu:

latest MpencobpaHHblie 06pa3sbl

local JNokanbHO cobupaembie 0bpasbl
Mo-ymonyaHuto normH Admin, naposb zabbix

Ons Bepcun 7.0 Ha MOMeHT aBrycTta 2024 r. osas Ncnojib3oBaHUs OMoBeLLEeHUN C UCMOJIb30BaHNEM
curl (Hanpumep, Telegram) Heobxoanmo B hanin env_vars/.env_srv nobaBuTb CTPOKY.

ZBX SOURCEIP=0.0.0.0

MnaHnpyeTCcs UCcnpaBuUTb B Crieaylolmx penmsax. NMpobnema B ToM, 4TO Ansa paboTbl nocnenHemn
Bepcun curl TpebyeTcs AaHHbIN MapaMeTp.

Onsa paboTtbl web MoHUTOpUMHra gobasun
Cbopka 1 3anycK B ()OHOBOM pexxmnme:
docker compose -f ./docker-compose v3 alpine mysql latest.yaml up -d

NcTo4YHUMKN:

OduruManbHasa AOKYMeHTauus

YcTaHOBKA areHTa

Onsa Linux:

sudo apt-get install zabbix-agent

N3meHaem HacTponkn B hanne /etc/zabbix/zabbix_agentd.conf

Hosthame= Mg xocTa,
Server=
ServerActive=

AllowKey=system.run[*]


https://www.zabbix.com/documentation/current/en/manual/installation/containers

27079077707 ?7?7?7?7?7? (Zabbix
trapper)

OOHOBJIeHMe AaHHbIX N0 UHULMATUBE KJIMeHTa
Co3paTb aneMeHT gaHHbIX Zabbix trapper

ltem  Tags Preprocessing

* Name | let_last_date

Type | Zahhix trapper ke
*Key | lastupdaie
Type of information | Numeric (unsigned) b
Units
* History Do not store 31d
* Trends Store up to

Value mapping | type here to search Select

Allowed hosts

Fopulates host inventory field | -Mone- -
Description
P
Enabled |+
OOKYMEeHTauuns

Mpwn noMmowm yTunumThl zabbix_sender:

zabbix sender -z <server IP address> -p 10051 -s "New host" -k trap -o "test value"

-S MMS X0CTa, cyliecTBytowero B hosts Ha cepepe zabbix n
K KOTOPOMY MpPUBSi3aH 3/1IeMEHT AaHHbIX, B KaBbl4YKax


http://bobrobotirk.ru/uploads/images/gallery/2024-08/item-for-input-data.jpg
https://www.zabbix.com/documentation/current/en/manual/config/items/itemtypes/trapper

-k KNtoY, 6e3 KaBblyek

-0 3Ha4veHune, B KaBbl4Kax eCJin TUM OaHHbIX CTPOKa be3
KaBbl4HeK eC/in 41cno

Mpwn nomowm python:

JOoKyMeHTauuns

pip install zabbix utils

ﬂ,06aBﬂﬂeM 3TOT KOA4 B Hy)KHbIVI CKPUMNT N Ha4YNHaeM MnoJiy4aTb I/IH(pOpMaLI,VIIO O BpeMeHMn
BbIMOJIHEHUA CKPUMTaA. OTnunyme ot napaMeTpoB YTUNNTDbI - KJTIOY HY>)KHO YKa3bliBaTb B KaBbl4KaX.

from zabbix utils import Sender
import time

import datetime

sender = Sender(server='192.168.1.198"', port=10051)
# Parameters: (host, key, value, clock)
d = datetime.datetime.now()
unix time = int(time.mktime(d.timetuple()))
resp = sender.send value('moodle', 'lastupdate', 0, unix time)
if resp.failed ==
# Print a success message along with the response time
print(f"Value sent successfully in {resp.time}")
else:
# Print a failure message
print("Failed to send value")

print(resp.details)

NobaBnsieMm Tpurrep, B yCJIOBUSIX OJ19 aHaM3a NoCNeAHMX AaHHbIX PyHKLUMS nodata


https://blog.zabbix.com/ru/python-zabbix_utils/27032/

Condition

* ftem | ok_from_python: get_[ast_date Select
Function |last(} - Last {(most recent) T value W
dayofwesk() - Day of week ja
Last of (T)

nowi) - Mumber of seconds since the Epoch

Time shift time() - Current time

History functions
* Resuit | %

bpaselinedev() - Returns the number of deviations between data periods in se...

baselinewmal) - Calculates baseling by averaging data periods in seasons I
change() - Difference between last and previous value

changecount() - Mumber of changes between adjacent values, Mode (all - all ...

first(} - The oldest value in the specified time interval

fuzzytime() - Difference between item value (as timestamp) and Zabhix serve.

lasti) - Last (most recent) T value
tion

monodec() - Check for continuous item value decrease (1 - data is monotonic. .

- Check for continuous item value increase (1 - data is monotonic, .

o l. E
nodatal) - Mo data received during period of time T (1 - frue, 0 - false). Mode

el All problems

percentile() - Percentile P of a period T nodatal) - Mo data received during period of time T (1 -

Bupg ycnoBus, cpabaTbiBatoLEero Nnpn oTCyTCTBUM AaHHbIX 6onee 20 MuHyT. MNoaaep>XmBatoTcs
OKOHYaHua s, m, h, d, w, m

Condition

* ltem | ok_from_python: get_last_date | Select
Function II!'IEFdEltaI{:I - Mo data received during peried of time T (1 - trug, 0 - false), Mode (5.
*Lastof(T) | 20m Time

Mode

*Result |= » || 1

Obwunn Bng Tpurrepa:

B none Event name M0O>XHO yKa3aTb TEKCT, KOTopbin byaeT BbiBOAMTLCA B dashbord npu
onoseLleHnn. ITOT TeKCT byaeT oTobpaxkaTbCa Npu cnepytowem cpabaTbiBaHUN Tpurrepa, ecnm
Tpurrep cemyac akTUBEH, TO TEKCT HE U3MEHUTCH.


http://bobrobotirk.ru/uploads/images/gallery/2024-08/item-for-input-data2.jpg
http://bobrobotirk.ru/uploads/images/gallery/2024-08/item-for-input-data3.jpg

Trigger Tags  Dependencies

* Mame | fime_input_data_2 |

Event name i time_input_data. 2 |

Operational data | |

Severity | Mot classified Information Warning Average | High

* Expression | nodata(/ok from python/laatupdate,20m}=1 ! Add |

Expression constructor

Recovery expression | Mane |
m Multiple |
All problems All problems if tag values match '

Allow manual close | |

QK event generation

PROBLEM event generation mode

K event closes

Wenu entry name 0 | Trigger URL |

Wenu entry URL ! |

Description

Enabled |v|

Tak)xe Ana cBA3aHHbIX TpUrrepos (Hanpumep 1MUHYTa-3MUHYTbI-5MUHYT) HY>XHO 3aUTN B
3aBUCUMOCTU N yKasaTb CefyoWwmin No YPOBHIO TpUrrep, T € AJ19 YKa3aHHOro npuMepa Hy>Ho B
Tpurrepe 1MnHyTa yKa3aTb 3aBUCUMOCTb OT 3MUHYThI, B TpUrrepe 3MUHYTbI - 3aBUCUMOCTb
S5MUHYT.

Mpumep onga Tpurrepa 1MmnHyTa.

Trigger

Trigger Tags  Dependencies 1

Dependencies  Mame Action

ok_from_python: 3aaep+ka Gonee 3 MUHYT Remove
Add Add host trigger


http://bobrobotirk.ru/uploads/images/gallery/2024-08/item-for-input-data4.jpg
http://bobrobotirk.ru/uploads/images/gallery/2024-08/item-for-input-data6.jpg

No6asnsiem oTobpakeHne Ha gawbopae

Edit widget

Type

MName

Refresh interval
Show

Host groups
Exclude host groups

Hosts

Problem

Severity

Froblem tags

Show tags

Tag name

Tag display priority |

Show operational data
Show symptoms

Show suppressed problems
Acknowledgement status
Sort entries by

Show timeline

Mpadumkmn

| Problems v Show header /|
| OBa0p npunoKeHii 2 |

10 seconds v

| Recent problems [JEEISudl History |

| type here to search | select | v |
| type here to search | select |
st ||
type here to search

| |

|| Mot classified [ | warning High

|| Information [v!| Average Disaster

| saor I

| tag | Contains v || value Remave

Full Shoriened Mone

comma-separated list

Mone Separately With problem name

Unacknowledged | Acknowledged | By me

| Time {descending) w~ |

[v]

Ccbinlka Ha CKPUHLLOTbLI rpacrKoB

http://192.168.1.198/chart2.php?graphid=2845&from=now-3h&to=now
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?°0°?7?7°7°?7?7°? ??7?7?°7?7? (Zabbix agent
+ ScCript)

B 3TOM cnyyae co3paeTcs UCTOYHUK OaHHbIX Zabbix agent n yctaHaBnaMBaeTCsa KJIOY
system.run[pa3melleHne cCKpunTa Ha KIneHTel.

SMeMEeHT JaHHeR  Terd MpesodpadoTea 1

PoguTeneckine 3NemedTel gaqHer:  abctest

*Wmn | texitest

Tun | Zabbix aredt v
*Kmouw | system.run[python3 fusrfib/zabbitest py]
Tun wHopMauMy  YKcnoeol (LUSnoe NonoEHTeNsHoe) w
* HTepdelc yana ceti | 192.168.51.180:10050 b
ENMHALEI H3MEDEHUR

* lHTepean obHoENeHMR | 1m

Mone20BaTensChie MHTEREANE  Tun MuTepean Mepuog LedcTene
(REEITTE o pacmvcaHiio || 50s 1-7,00:00 Yoanute
foGasiTe
* Bpems o#MIaHuA mofansHeii BLEHME Iz Bpema oxmgaHwA

* McTopuAa He =paHnT: 31d

* NMHEMWEE M3MEHEHWA He ¥paHuTh XpaHWTe 0o
MpeoGpazosaHue sHAYeHURA
3anonHeHKe NonNA WHEeHTAPA yana ceTh | -Het- b

OnucaHme

AKTHEMpOEAHD |+

Mo>XHO yCTaHOBUTb NpenobpaboTKy AaHHbLIX Nepen NTOroBbiM 3aHeceHneM B b/l


http://bobrobotirk.ru/uploads/images/gallery/2024-08/data-agent-1.JPG

SnemeHdT gaHHex. Terw  MNpepoSpaGotka 1

Liarn npegoSpatoTrm 0 WimA MapameTpest Opyroe npu owmOrelleicTERA

1. PerynapHoe BLipayeHne ~ | Allok 1 b Tect !

Dpyroe npu olwwdxe | OTOROCHTE 2HE 330aTk ZHAUSHKUEN

Tun uHbopMaunt | YMCNoE0R (LUSNOS NONOHUTENLHOE) b

lanblie - CTaHAAPTHO TPUITepsbI, ...


http://bobrobotirk.ru/uploads/images/gallery/2024-08/data-agent-2.JPG
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0T06pa)KeHue B Bug>kKeTe npu 6bonbLIKnx nepuoagax nojsiy4eHma AaHHbIX

Mpn oTobpa>keHnn 4aCcTo UCMOMb3YTCA AaHHble "llocnenHee 3HadeHmne". OgHaKo, OHO No
YMOJIHaHUIO UCMNOJIb3yeT MaKCMMasibHbIN Nnepuod B 24 4aca. COOTBETCTBEHHO, eC/in nocnegHmne
OaHHble MPULLAX MO3)Ke 3TOro nepuoda, To CYMTAETCA, YTO NOCAeAHUX AaHHbIX HeT. [MosaTomMy
oTobparkaemble aneMeHTbl ByayT rawyYnTb Npyn 6onbliem nepnone Ans yBenmvyeHmsa nepunona
HY>XKHO NepenTn B ADMUHUCTpPUpOBaHme->06wne->Beb-nHtepdenc n nsameHnTb NapameTp
"MaKcuMasibHbI rnepuod oTobparkeHusa nctopmm”

UTODPEHEHWE TEXHUYECKWX OLLMDOK

L\ OnoBeuleHnA
* MakcumMansHsii nepros oToSpaseHua ncTopuu | 24h

MNons3oBaTENH
* MNepuold UNeTpa BPEMEHK MO yMmondadue | 1h

MHHHUCTDHDOBaHHE ~
An pup * Makc. nepuon CenekTopa Nepuoda BpeMeHn | 2y

Obuwme ¢ Beb-uHTepdeic =
5 | COpOCHTE MO YMOMYaHHD

ABTOpericTpaLma

HypHan ayouTa

ITOT Nepnoa TakXe MOXKHO U3MEHUTb Yepe3 (pyHKLMIO arperaynum gasa Ka>kgoro sugxeta. Tam
rnosiBNAeTCs a/IeMeHT "nepuog...".
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