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3apayva: eCTb HEKPUTUYHBIN KO BpEMeHN cepBuc ¢ Hebonblunm o6 beMoM gaHHbIX. Heobxognmo
HaCTPOUTb OTNPaBKY pe3epBHbIX hanaoB pa3 B 15 MMHYT Ha BHELLHWA CepBUC U oTobBparkeHne
NMEH nocnedHnX oTnpassieHHbIX harnoB Ha gawbopne B Zabbix, npn oTcyTCTBUM (PaliioB B
TeyeHne 20 MUHYT reHepmpoBaTb OWKNOKY. Mpn Ka)kaoM nosyyveHun danna oTnpaBnaTb
coobuieHne B kaHan 06 ycnewHoM nosy4yeHnn ansios.

B nanbHenweM HY)KHO 006aBUTb yaaneHne CTapbiX apXBOB.

Pewnn cHavana cobpatb 06pas n CoxpaHUTb €ro Ha JIokasibHOM Xabe, 3aTeM 3anyCTUTb 4Yepe3
compose.

CTpykTypa hannoB npoekKrTa.

db_archiver (dir)
app (dir)
votes db arch (dir)
.env (file)
db_archiver (file)
cron_job (file)
Dockerfile (file)
requirements.txt (file)

docker-compose.yml

Ha3BaHue Ha3Ha4yeHue

db_archiver OupekTopus. XpaHUTCSA UCXOAHbIN KOL, HAaCTPONKK N5
co3fnaHusa obpasa 1 apxmBbl.

db_archiver/app OvpekTopus. UCXoOHbIM KO U apXuUBbl

db_archiver/app/votes_db_arch OupekTopus. B Hel nokanbHO ByAyT COXPaHATLCSA apXUBbI
nepepn oTNpaBKoW Ha cepsep.

db_archiver/app/.env MNepemeHHble o5 CKpunTa

db_archiver/app/db_archiver.py CKpunT apxuBaLmu



HasBaHue Ha3HayeHue

db_archiver/cron_job HacTpowka nnaHuposLinka B obpa3se. MNMocne cbopku
obpasa He Hy>XeH.

db_archiver/Dockerfile Mocne c6bopky obpas He HY>KeH.
db_archiver/requirements.txt LOononHuTenbHble python nakeThkl. MNocne cbopkn obpa3za
He HY>XEeH.

docker-compose.yml

CocTaB ¢annoB

.env

VOTE_DB_HOST=
VOTE_DB_PORT=
VOTE_DB_USER=
VOTE_DB_PASS=
VOTE_DB_NAME=

ARCHIVE SERVER IP=
ARCHIVE_SERVER LOGIN=
ARCHIVE SERVER PASSWORD=
ARCHIVE SERVER DIR=

ZABBIX SERVER IP=

db_archiver.py

import subprocess

import os

from datetime import datetime
import logging

from dotenv import load dotenv
import paramiko

from zabbix utils import Sender

import time

# KOHCTaHTbl ¥ nor

LOCAL ARCH DIR = "votes db arch"

logging.basicConfig(level=logging.INFO, filename="votes db archive.log", filemode="w",



format="%(asctime)s %(levelname)s %(message)s")

# 3arpyxaeM nepeMeHHble U3 .env

load dotenv()

# YntaeM nepemMeHHble

host = os.getenv("VOTE_DB HOST")

port = os.getenv("VOTE DB PORT", "5432")
user = os.getenv("VOTE DB USER")
password = os.getenv("VOTE DB PASS")
dbname = os.getenv("VOTE DB NAME")

arch _server = os.getenv("ARCHIVE SERVER IP")

arch username = os.getenv("ARCHIVE SERVER LOGIN")
arch password = os.getenv("ARCHIVE SERVER PASSWORD")
arch dir = os.getenv("ARCHIVE SERVER DIR")

zabbix ip = os.getenv("ZABBIX SERVER IP")

def create file name() -> str:
timestamp = datetime.now().strftime("%Y-%m-%d S%H-%M-%S")

return f"{LOCAL ARCH DIR}/{timestamp} backup.sql", f"{arch dir}/{timestamp} backup.sql"

def create_backup(fname):

command = [

"pg_dump",
"-h", host,
"-p", port,
"-u", user,
"-d", dbname,
“-F", "pt,

]
# MNopgMewnBaeM Maposnb B OKPyXeHue
env = {
**0s.environ,
"PGPASSWORD": password
}
is ok = True
try:

with open(fname, "w", encoding="utf-8") as f:



subprocess.run(command, env=env, stdout=f, check=True)

except Exception as e:
is ok = False
logging.error(f"Ownbka B cospaHuu 63kana: {e}")

return is ok

def remove transaction timeout(outputfile) -> bool:

Ypandet cTtpoku 'SET transaction timeout = 0;' u3 yka3aHHoro dawna.

is ok = True

try:
# YnTaeM dawn NOCTPOYHO
with open(outputfile, "r", encoding="utf-8") as f:
lines = f.readlines()
# OUNbTPyeM JIMWHWE CTPOKM
cleaned lines = [line for line in lines if line.strip() != "SET transaction_ timeout =
0;"]

# MNepe3anuceiBaeM ¢ann
with open(outputfile, "w", encoding="utf-8") as f:
f.writelines(cleaned lines)
except Exception as e:
is ok = False
logging.error(f"Ounbka B ygmaneHun ctpok: {e}")

return is ok

def send file via ssh(outputfile, remote path):

is ok = True

try:
# MNopknioyaemca no SSH
ssh = paramiko.SSHClient()
ssh.set missing host key policy(paramiko.AutoAddPolicy()) # aBToMaTuyeckoe pobaBneHue
Knoya

ssh.connect(arch _server, port=22, username=arch username, password=arch password)

# Wcnonb3yem SFTP gna nepepauu ¢awna

sftp = ssh.open sftp()



sftp.put(outputfile, remote path)

sftp.close()

ssh.close()

logging.info(f"bakan ycnewHo otnpasneH Ha {arch server}:{remote path}")
except Exception as e:

is ok = False

logging.error(f'Ounbka npu oTnpaBke ¢anna no SSH: {e}')

return is ok

def send to zabbix(local output file):
sender = Sender(server=zabbix ip, port=10051)
d = datetime.now()
unix time = int(time.mktime(d.timetuple()))
# Parameters: (host, key, value, clock)
resp = sender.send value('', 'filename', local output file, unix_ time)
if resp.failed ==
# Print a success message along with the response time
logging.info(f"Value sent successfully in {resp.time}")
else:
# Print a failure message

logging.info("Failed to send value")

logging.info(resp.details)

if name == " main ":

local output file, remote output file = create file name()

if not create backup(local output file):
raise SystemExit()

if not remove transaction timeout(local output file):
raise SystemExit()

if not send file via ssh(local output file, remote output file):
raise SystemExit()

if not send to zabbix(local output file):

raise SystemExit()

cron_job

PATH=/usr/local/bin:/usr/bin:/bin
*/2 * % * * root cd /app & python3 db_archiver.py >> /var/log/cron.log 2>&1



* 06A3aTeNbHO NoCNefHAsA NycTas cTpoka!

requirements.txt

dotenv
paramiko

zabbix-utils

Dockerfile

FROM python:3.11-slim-bookworm

WORKDIR /app
# YcTaHaBnvMBaeM 3aBUCMMOCTU M zabbix-utils
RUN apt-get update && \
apt-get install -y --no-install-recommends postgresql-client postgresql-client-common
libpg-dev cron && \
rm -rf /var/lib/apt/lists/*
COPY requirements.txt .
RUN pip install --user --no-cache-dir -r requirements.txt
# KonupyeM CKpPUNT M HaACTPOWMKK cron
COPY cron_job /etc/cron.d/zabbix-cron
# [laeMm npaBa Ha BLIMOSIHEHWE cron-daina
RUN chmod 0644 /etc/cron.d/zabbix-cron && \
touch /var/log/cron.log
CMD ["cron", "-f"]

Cbopka obpasa:

docker build -t db-archiver:0.3.0 .

CoxpaHeHue B penosuTopuu

docker login https://hub.bobrobotirk.ru

docker tag db-archiver:0.3.0 hub.bobrobotirk.ru/db-archiver:0.3.0
docker push hub.bobrobotirk.ru/db-archiver:0.3.0

Co3paHue KOHTeMnHepa:

docker-compose.yml



db _archiver:
image: hub.bobrobotirk.ru/db-archiver:0.3.0
container name: votes archiver
restart: unless-stopped # ABTonepesanyck npu ownbkax
volumes:

- ./db_archiver/app:/app

Tenepb HY>XHO HAacTPouTb zabbix trapper 1 BbiIBECTU ero Ha gawbopa. Bece!
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