PP DD DDDDVV VP77

MMMMMMMMMMMMMMMMMMMMMMMMMM




MySQL

Ba3bl faHHbIX XpaHATCca B /var/lib/mysql

sudo grep -R 'datadir' /etc/mysql/

HacTpomnka ceccum

YpoBeHb
U30JIMPOBAHHOCTHU

READ UNCOMMITTED

READ COMMITTED

REPEATABLE READ

SERIALIZABLE

MO>XHO YCTaHOBUTb Ha YPOBHE Ceccumu

SET SESSION TRANSACTION ISOLATION LEVEL READ COMMITTED;

YepHoBoe YTeHue

Na

HeT

HeT

HeTt

HenoBTOpsaoLweecs
YTeHue

DNa

Oa

HeT

HeTt

daHTOMHOE YTeHUue

DNa

Oa

Da

HeT

B3anmobnokupoBku: Innodb oTka3biBaeT CaMO KOPOTKOM TpaH3aKLUmn
Lenun B Tpex KJ4YeBbiXx 061acTaX: 3a4ep)xKa, 4OCTYMHOCTb U OWnbKK

3TO oTAeNbHbIN engine MNMpoBepuTb hakKT HaNNYUS:

SHOW ENGINES;

| Engine

| PERFORMANCE SCHEMA | YES

NO |

BKJIIOHEH NN HET.

| Performance Schema

Performance Schema

Bnokuposka
yTeHus

HeT

HeT

HeT

Da



SHOW VARIABLES LIKE 'performance schema';

nepEMeHHble OKpPYy>XeHus

MpocmoTp

SHOW VARIABLES LIKE 'performance_schema';

MopnepxunsaeT %

HacTtpounku
HacTpolka npwu 3anycke

shell> mysql --max _allowed packet=16M

HacTpoika npu paboTte

mysql>SET GLOBAL max_connections = 1000; - noTeps npu nepe3sarpyske

mysql>SET PERSIST max_connections = 1000; - coxpaHeHue nocne nepesarpysku

NHcTpymeHThl (setup_instruments) nuwyT B noTpebutens (Tabnnubl AaHHbIX, ).
Cxemon sys npeacTaB/ieHUs N XpaHUMble noanporpamMmel Hag performance_schema.
BKJIIOYEHNE NWHCTPYMEHTOB BbI3blBaeT LOMOJHUTENbHbIN KOJ,

statement/sql/select;

wait/synch/mutex/innodb/autoinc_mutex

KpaliHniA neBbIl - TWUM, OaJiee caieBa HanpaBo NoACUCTEMbl OT 0bOLLEN K YaCTHOW.
Danp)xect — arpernpoBaHme 3anpocoB NyTeEM yOasieHNs U3 HUX Bapuauunmn
CTpykTypa Tabany notpebutenen:

e * current — cobbiTuA, NponcxoaaLine Ha cepeepe B AaHHbIA MOMEHT;
e * history — nocnenHue 10 3aBepLUeHHbIX COBbITUIA Ha MOTOK;
e * history long — nocnegHue 10 000 3aBepLleHHbIX COObITUIM Ha MOTOK MO BCEMY MUPY

OrpaHu4veHuns:

e IHCTpyMeHTapuin 4OJKEH NnogaepXnBaTbCad KOMNOHEHTOM MySQL.

e OHa cobuvpaeT faHHble TOJIbKO NOC/e BKJKOYEHNA KOHKPETHOr0 MHCTPYMEHTa U
notpeburens.

e TpyaHo ocBo60oaAMTb NamMaATb. Ja)ke eCnum rno3)ke OTKAKYNTE onpeaesieHHble
WHCTPYMEHTbI Unn notpebutenn, namaTtb He ByaeT ocBoboxxaeHa, Noka Bbl He
nepesanycTtuTe cepsep.

HacTpoika MHCTPYMEHTOB MOHUTOPUHra



Cnuncok nHctpymeHToB: https://mariadb.com/kb/en/performance-schema-setup instruments-table/

Tabnuua setup_instruments - BKJItOYEHHbIE MHCTPYMEHTHI.

CTpykTypa:
NAME Ha3BaHne nHcTpymeHTa
ENABLED Bknto4veH nnuv HeT
TIMED MnannpoBwKk. Ecnu disabled, paboTtaTtb He ByneT

CRUD db, tables, users

ALTER USER 'root'@'localhost' IDENTIFIED BY 'newPassword';

CREATE DATABASE IF NOT EXISTS my timeweb;

DROP DATABASE IF EXISTS my timeweb;

CREATE USER 'sub user'@'10.0.%' IDENTIFIED BY 'password';
SELECT * FROM mysql.user;

DROP USER 'user'@'localhost';

Mpusuneruu:
ALTER MeHATb CTPYKTYypy Tabauubl nnv b
CREATE Co3paBaTb HoBble B[] 1 Tabnunubl
DELETE YpansaTb cTpoku B Tabnvue
INSERT [o6aBnaTb CTPOKM B Tabauuy
SELECT YnuTaTb OaHHble 13 Tabnuubl
UPDATE O6HOBNATbL OaHHbIE B Tabnuue
DROP Ynanate b
ALL PRIVILEGES BCe, kpome GRANT;
USAGE PRIVILEGES HUKaKNX MPUBUNETrNIA;
FILE paspelaeT YnuTaTb (hasibl Ha cepBepe;

INDEX co34aBaThb UHAOEKCHI Ans Tabnuu;


https://mariadb.com/kb/en/performance-schema-setup_instruments-table/

DROP ypanate Tabnamubl;

EVENT obpaboTka cobbITUA;

TRIGGER co3faHue TpUrrepos.

MpuBUIerna Ha AencTeus

GRANT M3MEeHATb NMpaBa Nosb3oBaTenen;

SUPER cyrnepnosib30BaTe/lb;

PROCESS rnojsly4yeHmne nHopMaLmnm o coctoaHum MySQL;

RELOAD Mo3BOJISIET Nepe3arpy>xatb Tabanubl Nnpusuaerni;
SHUTDOWN Mo3BOJISIET OTKJII0YATh UK Nepe3anyckaTb 6a3y AaHHbIX;
SHOW DATABASES NPOCMOTPp crnncka 6a3 AaHHbIX;

LOCK TABLES 61okmpoBaHmne Tabnuy Npn ncrnonb3osaHum SELECT;
REFERENCES CO3JaHMne BHELUHUX KJtoYeln Ons cBA3biBaHUS Tabauu;
CREATE USER co3faHuve nosb3oBaTesnen;

GRANT SELECT, INSERT ON my timeweb.* TO 'user'@'localhost'; u3-nop root
GRANT ALL PRIVILEGES ON my timeweb.* TO 'user'@'localhost';
REVOKE SELECT, INSERT ON my timeweb.* FROM 'user'@'localhost';

npuMeHeHne N3MeHeHn

flush privileges;

cTaTycC, NPUJIO>KEHUS

mysqgladmin version
mysqlshow mysql - cnucok Tabnuy B mysql

mysql_secure_installation

mysqladmin - agMUHUCTpPaTUBHOE

mysqlcheck - npoBepka

mysqldump - coxpaHeHue

mysqlimport - UMNOPT TEKCTOBbLIX (PaNsIOB B HY>XXHYIO Tabanuy



mysqlpump - akcnopT 6a3bl B sql dhann
mysqlslap - cTaTyc 3arpy3kum cepsepa

--print-defaults BbIBOOAUT KOHPUI MO YMOJIHaHUIO



Postgresql

MoakntoyeHve:

psql
[]-U uMa nonb3oBaTens
0-W napornb

-d uMmsa 6a3bl
Cbpoc napons nonb3osaTtens: B panne pg_dba.conf

YcTtaHoBKa pg_dump pg_restore

sudo apt update && sudo apt upgrade

sudo apt install postgresql-client postgresql-client-common libpg-dev

pg_dump -h 127.0.0.1 -p 5437 -U dbuser -d dbname -F p > ~/tmpdb.sql

KoMmaHAabl

CMUCOK MoJsib30oBaTenen

\du

SELECT usename, usesuper, usecreatedb FROM pg catalog.pg user;

Cco340aTb NoJsib30BaTeNA

CREATE USER user name WITH PASSWORD 'myPassword';

CMEeHUTb MapoJib NoJib3oBaTend

ALTER USER user name WITH PASSWORD 'new password';

cnmcok 6a3 faHHbIX

\1
SELECT datname FROM pg database;



co3gaTb 6a3y AaHHbIX

CREATE DATABASE wmsa B[l;

drop database wMma_ B[

yCTAHOBUTb MpaBa MnoJjib3oBaTens Ha 6asy

GRANT ALL PRIVILEGES ON DATABASE databasel to dmosk;

CNMCcoK Tabnuu,

\dt

BoccTtaHoBneHue Ga3bl JaHHbIX

CREATE DATABASE mainbase restore WITH TEMPLATE template® ENCODING 'UTF8';
-- 3aBepwaeM BCe MNOLK/WYEHUs K mainbase

SELECT pg terminate backend(pid)

FROM pg stat activity

WHERE datname = 'mainbase' AND pid <> pg_backend pid();

-- 3. lepeumMeHoBbIBAEM OpuUruHanbHyl 6a3y B mainbase old

ALTER DATABASE mainbase RENAME TO mainbase old;

-- [ Takxe HyXHO 3aBepwuuMTb MOOKMAWYEHUs K mainbase restore, 4uT0o6b NepevMeHoBaTb eé
SELECT pg_terminate backend(pid)

FROM pg stat activity

WHERE datname = 'mainbase restore' AND pid <> pg backend pid();

-- 4. lMNepenMeHOBbLIBAEM BOCCTaHOBMIEHHYl 6a3y B mainbase

ALTER DATABASE mainbase restore RENAME TO mainbase;
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3apaua: eCTb HEKPUTUYHbLIN KO BpeMeHU cepBuC € Hebonbwnm obbeMom gaHHbIX. Heobxoanmo
HaCTPOUTb OTNPaBKYy pe3epBHbIX PalnioB pa3 B 15 MUHYT Ha BHELIHW cepBUC 1 0ToOBpa>keHne
MMEH nocnefHnxX oTnpaBfeHHbIX annoB Ha Aawbopae B Zabbix, npu oTcyTCcTBMM hannos B
TevyeHne 20 MUHYT reHepmpoBaTb OWKNOKY. MNpn Ka)KaoM nosy4yeHnun darnna oTrnpasnaTb
coobuleHne B KaHan 06 ycnewHom nosiyvyeHum hansios.

B nanbHenweMm Hy>KHO 006aBUTb yaaneHne cTapbiX apXMBOB.

Pewwnn cHavana cobpatb 0bpas n cCoxpaHUTb €ro Ha JlokasibHOM Xabe, 3aTeM 3anyCTUTb 4Yepe3
compose.

CTpykTypa channoB npoekKTa.

db archiver (dir)
app (dir)
votes db arch (dir)
.env (file)
db_archiver (file)
cron_job (file)
Dockerfile (file)
requirements.txt (file)

docker-compose.yml

HasBaHue Ha3Ha4yeHue

db_archiver OupekTopus. XpaHUTCHA NCXOAHbIN KOA, HAaCTPONKK AN
co3naHusa obpasa 1 apxuBbl.

db_archiver/app OvpekTopusa. UCXoOHbIN KO U apXuUBbl

db_archiver/app/votes_db_arch OupekTopus. B Hel noKanbHO ByayT COXPaHATLCS apXMBbl
nepez oTrpaBKOW Ha cepBep.

db_archiver/app/.env MNepemeHHble oNs cKkpunTa

db_archiver/app/db_archiver.py CKpunT apxmBaunmn



HasBaHue Ha3HayeHue

db_archiver/cron_job HacTpowka nnaHuposLinka B obpa3se. MNMocne cbopku
obpasa He Hy>XeH.

db_archiver/Dockerfile Mocne c6bopky obpas He HY>KeH.
db_archiver/requirements.txt LOononHuTenbHble python nakeThkl. MNocne cbopkn obpa3za
He HY>XEeH.

docker-compose.yml

CocTaB ¢annoB

.env

VOTE_DB_HOST=
VOTE_DB_PORT=
VOTE_DB_USER=
VOTE_DB_PASS=
VOTE_DB_NAME=

ARCHIVE SERVER IP=
ARCHIVE_SERVER LOGIN=
ARCHIVE SERVER PASSWORD=
ARCHIVE SERVER DIR=

ZABBIX SERVER IP=

db_archiver.py

import subprocess

import os

from datetime import datetime
import logging

from dotenv import load dotenv
import paramiko

from zabbix utils import Sender

import time

# KOHCTaHTbl ¥ nor

LOCAL ARCH DIR = "votes db arch"

logging.basicConfig(level=logging.INFO, filename="votes db archive.log", filemode="w",



format="%(asctime)s %(levelname)s %(message)s")

# 3arpyxaeM nepeMeHHble U3 .env

load dotenv()

# YntaeM nepemMeHHble

host = os.getenv("VOTE_DB HOST")

port = os.getenv("VOTE DB PORT", "5432")
user = os.getenv("VOTE DB USER")
password = os.getenv("VOTE DB PASS")
dbname = os.getenv("VOTE DB NAME")

arch _server = os.getenv("ARCHIVE SERVER IP")

arch username = os.getenv("ARCHIVE SERVER LOGIN")
arch password = os.getenv("ARCHIVE SERVER PASSWORD")
arch dir = os.getenv("ARCHIVE SERVER DIR")

zabbix ip = os.getenv("ZABBIX SERVER IP")

def create file name() -> str:
timestamp = datetime.now().strftime("%Y-%m-%d S%H-%M-%S")

return f"{LOCAL ARCH DIR}/{timestamp} backup.sql", f"{arch dir}/{timestamp} backup.sql"

def create_backup(fname):

command = [

"pg_dump",
"-h", host,
"-p", port,
"-u", user,
"-d", dbname,
“-F", "pt,

]
# MNopgMewnBaeM Maposnb B OKPyXeHue
env = {
**0s.environ,
"PGPASSWORD": password
}
is ok = True
try:

with open(fname, "w", encoding="utf-8") as f:



subprocess.run(command, env=env, stdout=f, check=True)

except Exception as e:
is ok = False
logging.error(f"Ownbka B cospaHuu 63kana: {e}")

return is ok

def remove transaction timeout(outputfile) -> bool:

Ypandet cTtpoku 'SET transaction timeout = 0;' u3 yka3aHHoro dawna.

is ok = True

try:
# YnTaeM dawn NOCTPOYHO
with open(outputfile, "r", encoding="utf-8") as f:
lines = f.readlines()
# OUNbTPyeM JIMWHWE CTPOKM
cleaned lines = [line for line in lines if line.strip() != "SET transaction_ timeout =
0;"]

# MNepe3anuceiBaeM ¢ann
with open(outputfile, "w", encoding="utf-8") as f:
f.writelines(cleaned lines)
except Exception as e:
is ok = False
logging.error(f"Ounbka B ygmaneHun ctpok: {e}")

return is ok

def send file via ssh(outputfile, remote path):

is ok = True

try:
# MNopknioyaemca no SSH
ssh = paramiko.SSHClient()
ssh.set missing host key policy(paramiko.AutoAddPolicy()) # aBToMaTuyeckoe pobaBneHue
Knoya

ssh.connect(arch _server, port=22, username=arch username, password=arch password)

# Wcnonb3yem SFTP gna nepepauu ¢awna

sftp = ssh.open sftp()



sftp.put(outputfile, remote path)

sftp.close()

ssh.close()

logging.info(f"bakan ycnewHo otnpasneH Ha {arch server}:{remote path}")
except Exception as e:

is ok = False

logging.error(f'Ounbka npu oTnpaBke ¢anna no SSH: {e}')

return is ok

def send to zabbix(local output file):
sender = Sender(server=zabbix ip, port=10051)
d = datetime.now()
unix time = int(time.mktime(d.timetuple()))
# Parameters: (host, key, value, clock)
resp = sender.send value('', 'filename', local output file, unix_ time)
if resp.failed ==
# Print a success message along with the response time
logging.info(f"Value sent successfully in {resp.time}")
else:
# Print a failure message

logging.info("Failed to send value")

logging.info(resp.details)

if name == " main ":

local output file, remote output file = create file name()

if not create backup(local output file):
raise SystemExit()

if not remove transaction timeout(local output file):
raise SystemExit()

if not send file via ssh(local output file, remote output file):
raise SystemExit()

if not send to zabbix(local output file):

raise SystemExit()

cron_job

PATH=/usr/local/bin:/usr/bin:/bin
*/2 * % * * root cd /app & python3 db_archiver.py >> /var/log/cron.log 2>&1



* 06A3aTeNbHO NoCNefHAsA NycTas cTpoka!

requirements.txt

dotenv
paramiko

zabbix-utils

Dockerfile

FROM python:3.11-slim-bookworm

WORKDIR /app
# YcTaHaBnvMBaeM 3aBUCMMOCTU M zabbix-utils
RUN apt-get update && \
apt-get install -y --no-install-recommends postgresql-client postgresql-client-common
libpg-dev cron && \
rm -rf /var/lib/apt/lists/*
COPY requirements.txt .
RUN pip install --user --no-cache-dir -r requirements.txt
# KonupyeM CKpPUNT M HaACTPOWMKK cron
COPY cron_job /etc/cron.d/zabbix-cron
# [laeMm npaBa Ha BLIMOSIHEHWE cron-daina
RUN chmod 0644 /etc/cron.d/zabbix-cron && \
touch /var/log/cron.log
CMD ["cron", "-f"]

Cbopka obpasa:

docker build -t db-archiver:0.3.0 .

CoxpaHeHue B penosuTopuu

docker login https://hub.bobrobotirk.ru

docker tag db-archiver:0.3.0 hub.bobrobotirk.ru/db-archiver:0.3.0
docker push hub.bobrobotirk.ru/db-archiver:0.3.0

Co3paHue KOHTeMnHepa:

docker-compose.yml



db _archiver:
image: hub.bobrobotirk.ru/db-archiver:0.3.0
container name: votes archiver
restart: unless-stopped # ABTonepesanyck npu ownbkax
volumes:

- ./db_archiver/app:/app

Tenepb HY>XHO HAacTPouTb zabbix trapper 1 BbiIBECTU ero Ha gawbopa. Bece!



