RBAC+ACL 77?77?2777

3710 rmbpuaHas Mofenb, rae: Nosb3oBaTesb UMeeT obLLYo posib AoCTyna (Hanpumep,
can_manage_company uan viewer_of _sphere) ny 3Ton posin eCTb KOHTEKCT, T.e. MpuBA3Ka K
00BbeKkTy: KoMNaHun nnn chepe

Tabnuubl
SQL 3anpocsl onga PostgreSQL

Monb3oBaTenu:

CREATE TABLE users (
user_id INTEGER GENERATED ALWAYS AS IDENTITY PRIMARY KEY,
username TEXT UNIQUE NOT NULL,
fio TEXT NOT NULL DEFAULT '',
phone TEXT NOT NULL,
password hash TEXT NOT NULL
)

Ponnu:

CREATE TABLE roles (
role_id INTEGER GENERATED ALWAYS AS IDENTITY PRIMARY KEY,
role _name TEXT NOT NULL UNIQUE,
role description TEXT

);

Cdepbi:

CREATE TABLE fields (
field id INTEGER GENERATED ALWAYS AS IDENTITY PRIMARY KEY,
field name TEXT NOT NULL

)

KomMmnaHum:

CREATE TABLE companies (
id SERIAL PRIMARY KEY,
name TEXT NOT NULL,



field id INTEGER REFERENCES fields(id)
)

CBs3b Mexny BCeMU rNMapamMeTpamMmu

CREATE TABLE user role assignments (

user_id INTEGER REFERENCES users(id),

role id INTEGER REFERENCES roles(id),

field id INTEGER REFERENCES fields(id), -- nubo 3T0...

company_id INTEGER REFERENCES companies(id), -- ...nubo 370

PRIMARY KEY (user_id, role_id, field id, company id),

CHECK (
(field id IS NOT NULL AND company id IS NULL) OR
(field id IS NULL AND company id IS NOT NULL)
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