RBAC+ACL Mmogenb

3To rmbpugHas monenb, rae: Nosb3oBaTesb MMeeT obuyto posb AocTyna (Hanpumep,
can_manage_company unau viewer_of sphere) ny sTonm ponn eCTb KOHTEKCT, T.€. MPUBSA3Ka K
06BbEKTY: KOMMaHuUM nnmn cepe

Tabnuubl
SQL 3anpocsl gnda PostgreSQL

Monb3oBaTenu:

CREATE TABLE users (
user_id INTEGER GENERATED ALWAYS AS IDENTITY PRIMARY KEY,
username TEXT UNIQUE NOT NULL,
fio TEXT NOT NULL DEFAULT ",
phone TEXT NOT NULL,
password_hash TEXT NOT NULL

Ponnu:

CREATE TABLE roles (
role_id INTEGER GENERATED ALWAYS AS IDENTITY PRIMARY KEY,
role_name TEXT NOT NULL UNIQUE,
role_description TEXT

Cdepbil:

CREATE TABLE fields (
field_id INTEGER GENERATED ALWAYS AS IDENTITY PRIMARY KEY,
field_name TEXT NOT NULL

KoMmnaHum:

CREATE TABLE companies (
id SERIAL PRIMARY KEY,



name TEXT NOT NULL,
field_id INTEGER REFERENCES fields(id)

CBA3b MeXxny BCeMU napaMeTpamMun

CREATE TABLE user_role_assignments (
user_id INTEGER REFERENCES users(id),
role_id INTEGER REFERENCES roles(id),
field_id INTEGER REFERENCES fields(id), -- nn6o 370...
company_id INTEGER REFERENCES companies(id), -- ...nnm60 3T1o
PRIMARY KEY (user_id, role_id, field_id, company_id),
CHECK (
(field_id IS NOT NULL AND company_id IS NULL) OR
(field_id IS NULL AND company_id IS NOT NULL)
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