270707077

YcTaHoBKa sudo

apt-get install sudo

usermod -aG sudo username

LabnoH /etc/network/interfaces

allow-hotplug enp0s3
iface enp0s3 inet static
address 192.168.1.10
gateway 192.168.1.1
netmask 255.255.255.0

dns-nameservers 8.8.8.8 8.8.4.4

Y3HaTb Tekywmnim dhcp cepaep:

sudo dhclient -v

OCTaBUTb TONIbLKO OAMH LUJIO3 MO YMOJIHaHMIO Npu AByX cepeepax dhcp

cat /etc/network/interfaces
# This file describes the network interfaces available on your system

# and how to activate them. For more information, see interfaces(5).
source /etc/network/interfaces.d/*

# The loopback network interface
auto lo

iface lo inet loopback

# The primary network interface
allow-hotplug enp0s3
iface enp0s3 inet dhcp
post-up ip route add default via $(ip route | grep 'default via' | awk '{print $3}') dev
enp0s3 2>/dev/null || true



allow-hotplug enp0s8

iface enp0s8 inet dhcp
post-up ip route add 192.168.0.0/16 via 192.168.51.1
post-up ip route del default dev enp0s8 2>/dev/null || true

ApXx1BaLNA Mankn peKypcrMBHO

zip -r archive.zip myfolder/

KonnpoBaHue cania no scp

scp /home/sergey/file sergey@192.168.1.10:~/
scp sergey@l92.168.1.10:~/file ~/

3akoampoBaTb CTPOKY B Base64

echo "My string" | base64

PackogunpoBaTb CTPOKY 13 Base64 B dan:

echo "cTtpoka" | base64 -d > document 1.xml

openVPN

sudo openvpn <dain_ KoHdura>

BpemeHHbIN socks5 VPN

ssh -D 8081 -N -f username@your-vpn-server.com

#B Cryyae Krwya

ssh -D 8081 -N -f -i ~/.ssh/your private key username@your-vpn-server.com
# 3aBepuweHne (OHOBOro npouecca

ps aux | grep ssh

kill <pid>

3anycK CeTeBoro B3anMoaencTBus yepes proxy 6e3 nsmMeHeHns HaCTPoeK NPUOXKEHNUS

sudo apt install tsocks

# B ¢anne /etc/tsocks.conf path nonHocTbi ybpan, 4ToOb BeCb TpapukK wen B proxy
local = 192.168.1.0/255.255.255.0

server = 127.0.0.1

server_type =5



server_port = 1080
#

sudo -s

tsocks apt update

tsocks apt upgrade

exit
ABTOpUM3aLNA NO KOy
War 1. BapuaHT 1. KnneHnT Windows + Putty Ha Linux
FeHepum koY Yepe3 PuTTYgen. CoxpaHsaeM 3aKpbIThlA KJOY, A5 OTKPbITOr0 KJlo4a Ha cepBepe

Ecnn kKnto4um y>ke creHepupoBaHbl, TO UMNOPTUPYEM 3aKpbIThIN KoY Conversion - Import key un
OTKPbITbIN K04 NOSIBUTCS B COOTBETCTBYHOLWEM none. I3 Hero n konmpyem, He n3 danna.

LWar 1. BapmnaHT 2. KnneHT Linux. Kno4n 6yayT pacrnonoxeHsbl B .ssh/ Hy>xeH id_rsa.pub

ssh-keygen -t rsa -b 4096

Lar 2. JobaBnaeM 3akpbITbIN KJHOY K HYXKHOW ceccnn. Ha cepsepe.

mkdir -p ~/.ssh

chmod 700 ~/.ssh

nano ~/.ssh/authorized keys
#BCTAaBUTb OTKPbLITHIA K4 M3 PuttyGen

chmod 600 ~/.ssh/authorized keys

[lononHNTENbHO Ha CepBepPe MOXKHO 3aKpPbITb JOCTYM MO NMapoJito

sudo nano /etc/ssh/sshd config
PubkeyAuthentication yes

PasswordAuthentication no
HNobaBnTb oTobparkeHune ip agpeca B CTPOKY npurnawieHums tty

Co3pgaem cnyxby. sudo nano /etc/systemd/system/update-issue.service

[Unit]
Description=Update /etc/issue with current IP
Wants=network-online.target

After=network-online.target



[Service]

Type=oneshot

# ExecStartPre: xpatb IP po 60 cekyHp

ExecStartPre=/bin/bash -c 'for i in $(seq 1 60); do ip=$(hostname -I | awk "{print \$1}"); [ -
n "$ip" ] && exit 0; sleep 1; done; exit 1'

ExecStart=/bin/bash -c 'ip=$(hostname -I | awk "{print \$1}"); echo "Debian server — IP: $ip"
> /etc/issue; "’

TimeoutStartSec=120

[Install]

WantedBy=multi-user.target

Co3pnaeM 1 3anyckaeM ciyxby

sudo systemctl daemon-reload

sudo systemctl enable --now update-issue.service

CospaHue ssh tun uHtepdeiica.

EcTb BUpTyasbHas MalnHa ¢ ssh cepepom. CHavana NpoBepuM Haanyme moayns tun

# lpoBepsieM, 3arpyxeH nu Mopyfb

lsmod | grep tun

# Ecnu He 3arpyxeH, 3arpyxaem

sudo modprobe tun

# MpoBepsieM, 4TO ycTpoucTBO /dev/net/tun cywecTtByeT

1ls -1la /dev/net/tun

Co3pnaem nHTepgenc tun0

sudo ip tuntap add dev tun® mode tun user $USER

HOobasnsem ip

sudo ip addr add 198.168.10.1/24 dev tun0

MooHnMaem nHTepgenc



sudo ip link set dev tun0O up

sudo ip link set dev tun® mtu 1300
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