Linux

e Pa3buBka Ouncka

e Pa3Hoe

e CeptudunKaTt oT LetsEncrypt




Pa3bnBka OncCKa

100 GB
5 GB /var
5 GB /tmp

1 GB swap



Pa3Hoe

YcTaHoBKa sudo

apt-get install sudo

usermod -aG sudo username

LabnoH /etc/network/interfaces

allow-hotplug enp0s3
iface enp0s3 inet static
address 192.168.1.10
gateway 192.168.1.1
netmask 255.255.255.0

Y3HaTb Tekywumm dhcp cepsep:

sudo dhclient -v

OCTaBUTb TOJIbKO OAMH LUJIO3 MO YMOJIHaHUIO Npu AByX cepeepax dhcp

cat /etc/network/interfaces
# This file describes the network interfaces available on your system

# and how to activate them. For more information, see interfaces(5).
source /etc/network/interfaces.d/*

# The loopback network interface
auto lo

iface lo inet loopback

# The primary network interface
allow-hotplug enp0s3
iface enp0s3 inet dhcp

post-up ip route add default via $(ip route | grep 'default via' | awk '{print $3}') dev enp0s3 2>/dev/null || true

allow-hotplug enp0s8
iface enp0s8 inet dhcp



post-up ip route add 192.168.0.0/16 via 192.168.51.1

post-up ip route del default dev enp0s8 2>/dev/null || true

KonunpoBaHue aisia no scp

scp /home/sergey/file sergey@192.168.1.10:~/
scp sergey@192.168.1.10:~/file ~/

3akoampoBaTb CTPOKY B Base64

echo "My string" | base64



CepTndunkaT oT LetsEncrypt

3TO MOXXHO MUCMNOJIb30BaTb Ha NMPaKTUKe, XO0TA Jiydlle BCe-TaKN KYMNMnNTb.

YcTaHaBnmBaem certbot

sudo apt install certbot

3anpalwmBaemM cepTucmnKaTbl Ha OCHOBHOM AOMEH U AOMEHbI TPETbEero ypoBHS

sudo certbot certonly --manual --agree-tos --email bobrovsa@yandex.ru --server https://acme-

v02.api.letsencrypt.org/directory --preferred-challenges=dns -d bobrobotirk.ru -d *.bobrobotirk.ru

Tam 6ygeT HECKO/IbKO LWaroB 1 3aTeM NpeanoXaT co3aaTh nepsyto DNS 3anuch
Please deploy a DNS TXT record under the name:
_acme-challenge.bobrobotirk.ru.
with the following value:

NIr-7aDKMLQcXD5X5pTUIBQHqfrsyhELT-O3RRowj6U

Yepes dns Mahager cosgaeM 3arnncb N XXaeMm, rnoka OaHHbIN 3arnpoc He BepHEeT CO34aHHYIO 3annchb

nslookup -type=txt _acme-challenge.bobrobotirk.ru 8.8.8.8
+xETxE: dns.google

Address: 8.8.8.8

He 3acny>xmnBatowmin noBepus OTBET:

_acme-challenge.bobrobotirk.ru text =

"NIr-7aDKMLQcXD5X5pTUI8QHqfrsyhELT-O3RRowj6U"

3aTeM B KOHCOMM Ha)kuMaeM Enter, 6yaeT npeano)XxeHo co3aaTh ellle 0AHY 3anucb, CO3AaeM ee,

aHaJIOrM4YHO XAEM,

nslookup -type=txt _acme-challenge.bobrobotirk.ru 8.8.8.8

+xETxE: dns.google



Address: 8.8.8.8

He 3acny>XuBatoLLUA OBEPUS OTBET:

_acme-challenge.bobrobotirk.ru text =

"4s3TX4mMO9wCzwBqEYDXbG2JumjktPKt3SMQKNmMmUwRMe8"

_acme-challenge.bobrobotirk.ru text =

"NIr-7aDKMLQcXD5X5pTUI8QHqfrsyhELT-O3RRowj6U"

3aTeM 0Tobpa3nTCca haKT YCreLHOro co3AaHna cepTUMUKaTOB 1 MECTO PACMOJIOXKEHUS.

Successfully received certificate.

Certificate is saved at: /etc/letsencrypt/live/bobrobotirk.ru/fullchain.pem
Key is saved at: /etc/letsencrypt/live/bobrobotirk.ru/privkey.pem
This certificate expires on 2025-07-03.

These files will be updated when the certificate renews.

Janblue BO3HUK BONpOC Npeobpa3oBaHus dainos B .key n .crt HECKONbKO pecypcoB NMpoCcMoTpernt,

HO ObINIM HaMMCaHbl pa3Hble KOMaHAbl, 3TO Hanparno. M Tonbko Ha stackoverflow ysuaen

HOpManbHOe onucaHue. igea B TOM, 4TO paCLUMpPEHME .pem He roBopuT o hopmaTe harna
cepTudmrkaTa (CMewwHo, HO hakT). DopmMaT MOXKET BblITb BMHAPHbLIN N TEKCTOBbLIN. 19 NPOBEPKU
HY>XHO MNPOCTO MPOCMOTpPETL hann

sudo cat /etc/letsencrypt/live/bobrobotirk.ru/fullchain.pem

Ecnn ann byageTt HavymHaTbCA C ----- BEGIN CERTIFICATE-----, TO 3TO O3Ha4aeT TEKCTOBbIN hopmMaT.
NHave 99% DER opmaT n 1 Hy>KHO COOTBeTCTBYOLLee npeobpa3oBaHme. Ho bbiBatoT 1 apyrmne

(pOpMaTbI. Cnuncok KoMaHA osid I'Ipe06pa3OBaHVIFI.

Ona nginX Hy>XeH TeKCTOoBbIN (hopMaT, MO3ITOMY B MOEM CJly4ae HY>XHO MNPOCTOe KOMMpoBaHue
cepTudurKaTa C U3SMEHEeHUEM pacLUUpPEHnS)

cp cert.pem cert.crt

cp key.pem key.key


https://stackoverflow.com/questions/62823792/how-to-get-crt-and-key-from-cert-pem-and-key-pem
https://stackoverflow.com/questions/13732826/convert-pem-to-crt-and-key

