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Tenepb nobasBnM scopes B TokeH. axe npocTo fobaBneHne Cnucka poaern oka3asocb TON eLle
3agavein. Bo MHOrnMx nHcTpykumax byaneT ckasaHo, 4TO HacTponka mannepa B Keycloak Admin
Console -> Baw realm - Clients - Baw kKnneHT -> Bknagka Mappers. Ho 310 He Tak. MNpumep
HaCTPOMKMN 019 NOJyYEHUS POSIEN:

e Nepengn B Client Scopes: Teon realm — Clients » Bbibepn CBOero K1mMeHTa — BkJagka
Client scopes = KNMKHU Ha gegukenTen ckon *-dedicated (Hanpumep, my-client-
dedicated).

e OTKpow BKNagKy Mappers.

e Ha>xmun Configure a new mapper u Bbibepu By configuration.

e Bbibepu TN mannepa: B Boinagatowem cnucke Boibepun User Realm Role.

e BOT 3TO KJItO4EBOW MOMEHT: UCMOJIb30BaHNE NpefyCTaHOBJIEHHOIr0 TUMa, a He
co3ZlaHue CBOEero, rapaHTUpyeT KOPPEKTHYIO BHYTPEHHIO CTPYKTYPY.

e [poBepb HACTPOWKK (OHN AOJIKHbI 3aMNOJIHUTLCA aBTOMATUYECKN):

o Name: OcTaBb realm roles (nnu noboe gpyroe).

e Token Claim Name: Y6eaucsb, 4To 30ecb realm_access . 9TO e ANHCTBEHHOE
npasuJibHOEe NMSA MOoJIA.

e Add to userinfo: Y6eguce, 4To nepekntoyaTenb yctaHosaeH B ON.

e Add to access token / Add to ID token: Mo>xHo ocTasuTb OFF, ecnu posin He HY>XXHbl B
camux JWT TokeHax.

e CoxpaHu Mmannep (KHoMKa Save).

async def get current user roles(request: Request) -> Optional[dict]:
"""N3BneyeHne ponen"""
access_token = request.cookies.get("access token")
if not access token:
return []
try:
claims = jwt.get unverified claims(access token)
roles = claims.get("realm access", {}).get("roles", [])
return roles

except Exception:

return []

@app.get("/", response class=HTMLResponse)

async def simpleauth(request: Request):



user = await get current user from cookie(request)
if not user:
login url = get login url()
html content = f'<!DOCTYPE html><html><body><a
href="{login url}"><button>ABTOopu3auns</button></a></body></html>"'
else:
roles = await get current user roles(request)
html content = f'''<!DOCTYPE html><html><body><a
href="/logout"><button>Bbixog</button></a>
<p>JocTynHble knwun: {user.keys()}</p>
<p>HocTynHble ponun: {roles}</p>
</body></html>"""

return HTMLResponse(content=html content, status code=200)
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