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e ObOWana 3apa4a

e ba3oBas aBTOopM3auUMS

e [lobaBneHne ponen

e [lo6aBneHNe 0EKOPATOPOB




7070707 007070707

3afava: HeobxoamMmo opraHn3oBaTh 3aLLUTY NPUSIOXKEHUS CO Cleaylowmnmm TpeboBaHNAMU:

e ABTOpPM3ALNS NO JIOFNHY W NAPOJIO
e PasgeneHne nosnb3oBaTenien Ha rpynnol
o AoMMHUMCTpaTop (BCe NpaBa)
o PykoBoauTenb (MPOCMOTP CTAaTUCTUKN MO BCEM HaNpaBEHNAM)
o PykoBoauTenb HanpassneHnsa (NpaBa B npeaeniax HarnpaB/ieHNs, HET BO3SMOXHOCTWU
NpocMoTpa OPYrux HanpassieHU)
o PykoBoauTenb Npegnpuatua (Mpasa B Nnpeaesax npeanpusaTnsa, HeT BO3MOXHOCTU
NPOCMOTpPa APYrnx o6 beKToB)
e PaspeneHne nonb3oBaTesnien Nno poasM B COOTBETCTBMN C Frpynnamm
e Ha backend ecTb APl endpoint n HTML endpoint
e HeaBTOpPW30BaHHbLIN MOJIb30BaTesIb UMeeT OOCTYMN K HEKOTOPbIM CTpaHuuam 6e3
aBToOpU3aLUmn

Peanm3yeM 3TO Mpwm noOMoOLLKN AeEKOPaTOpPOB N3 OTAEJIbHOIroO MOoAOYyiA. XenaTtesbHO He Xap4oKoanTb
ponn, 0oMXKHO ObliTb BHELLHEE XpaHunuuie.
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Peanunsyem crefyoLnin NpoLecc aBTopusaumnm:

AETOpWMIaUMA 1

> keycloak aeTopuzauma

Brixog

2

Hdenaem cTpaHuLUy C NPOBEPKOW, aBTOPU3OBAH WAN HET noJsib3oBaTesb. ECin nosb3oBaTesb He
aBTOpPKM30BaH, NMokKasbiBaeM KHOMKY ABTopu3saumnsa. Ecnm aBTopu3soBaH - KHOMKY Beixod. KHOMKK
OTJ/INYAIOTCA CCbIJIKAMU U TEKCTOM.

bynem ncnonb3oBaTb Moaynb python-keycloak

pip install python-keycloak
Appecauus cepsepos
192.168.1.3 web server n K, c KOTOpOro g TecTupyto paboTty
192.168.1.195 keycloak server
Hactpounka keycloak.
Co3paem realm onga paHHoro akcrnepmmMmeHTa. Ha3oseM ero pythonsimpletest.

B pazpene Manage realms - Create



Create realm X

A realm manages a set of users, credentials, roles, and groups. A user belongs to and logs into a realm.
Realms are isolated from one another and can only manage and authenticate the users that they control.

Resource file Drag a file here or browse to upload Browse... Clear

Upload a JSON file

Realm name * l pythonsimpletesﬂ

Enabled o On

Tenepb co3gaem kKnmeHTa. HazoeeM ero clientforsimpletest. Clients - Create client

Create client

Clients are applications and services that can request authentication of a user.

o General settings Client type (3 OpenlD Connect
2 Capability config
ClientID * & clientforsimpletest
3 Login settings
Name (3

Description 3

Always display in Ul & o Oon

MOCKOJIbKY 3TOT KJMEHT OOBEPEHHbIN N PacrnosioXXeH Ha cepBepe, To Client authentication
BKJIlOHaEeM,


http://bobrobotirk.ru/uploads/images/gallery/2026-05/image.png
http://bobrobotirk.ru/uploads/images/gallery/2026-05/zaPimage.png

Create client

Clients are applications and services that can request authentication of a user.

1 General settings Client authentication o on

®
o Capability config

3 Login settings Authorization @) o Off
Authentication flow Standard flow @ [ ] Direct access grants @
[] implicit flow@ [ ] Service accounts roles @
[ ] standard Token Exchange ®
[ ] OAuth 2.0 Device Authorization Grant @)

[ ] oIbc CIBA Grant &)

Create client

Clients are applications and services that can request authentication of a user.

1 General settings RoctURL @& http://localhost:8100

2 Capability config
Home URL (3 Jsimpleauth

e Login settings

Valid redirect URIs (3) /*

© Add valid redirect URIs

Valid post logout l /Simpleauth|
redirect URIs (3

@ Add valid post logout redirect URIs

Web origins ()

© Add web origins

N TyT nposiBunack nepBas owmnbka. Localhost BugeH ¢ moero MK. NMoatomy, Korga s nponucan Ha
cepBepe keycloak B pasgene Root URL localhost - Hn4ero He 3apaboTano. lMoxoxe, 4TO
HeobXx0aMMO yKa3bliBaTb MMeHa/ip AOCTYMHble C cepBepa keycloak a He Tonbko ¢ 6pay3epa Ha MK
nosib3oBaTesid. PesynbTupytowme HaCTPONKN KINEHTa:


http://bobrobotirk.ru/uploads/images/gallery/2026-05/w5kimage.png
http://bobrobotirk.ru/uploads/images/gallery/2026-05/4aNimage.png

clientforsimpletest  openid Connect

Clients are applications and services that can request authentication of a user.
Settings Keys Credentials Roles Client scopes Sessions Advanced

General settings

ClientID * & clientforsimpletest

Events

Name (3

Description (3

Always display in Ul (3 o On
Access settings

RootURL (& http://192.168..3:8100

Home URL (%)

Valid redirect URIs (3 /*

@ Add valid redirect URIs

Co3paem nosb3oBaTeNna 1 3agaeM emMy naposb.

Python knueHT

from fastapi import FastAPI, Depends, Request

from fastapi.responses import HTMLResponse, RedirectResponse

from uvicorn import run

from typing import Optional

from keycloak import KeycloakOpenID

app = FastAPI(docs url=None, redoc_url=None, openapi_url=None)

KEYCLOAK URL = "http://192.168.1.195:9090/"

REALM NAME = "pythonsimpletest"

CLIENT ID = "clientforsimpletest"

CLIENT SECRET = "Vix6txRyHwt81KyZIpl7006CxpWMFtib"
REDIRECT URI = "http://192.168.1.3:8100/auth/callback"

# NHuumnanusaumna Keycloak knveHTa

keycloak openid = KeycloakOpenID(
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server url=KEYCLOAK URL,

client id=CLIENT 1ID,

realm name=REALM NAME,

client secret key=CLIENT SECRET,

async def get current user from cookie(request: Request) -> Optional[dict]:

"""N3BNneyeHne wn Banupauua nonb3oBaTtend u3 cookie"""

# MNonyyaeM ToKeH u3 cookies

access_token = request.cookies.get("access token")

if not access token:

return None

try:
# NpoBepseM TokeH 4epe3 Keycloak
userinfo = keycloak openid.userinfo(access token)
return userinfo
except Exception as e:
# ECnM TOKEH NpOCPOYEH MMM HeBanuMOeH, ypanseM ero
# Ho 3pecb Mbl He MoxeM ypanuTb cookie, 3To HyXHO fenatb B OTBeTe

return None

def get login url():
"""eHepauua URL pna Bxopa 4epe3 Keycloak"""
auth url = keycloak openid.auth url(
redirect uri=REDIRECT URI,
scope="openid email profile",
state="random state string" # B peanbHOM MPUIIOXEHUN UCMOMNb3YWTE FEeHepauulo ClyyailHon
CTPOKM
)

return auth url

@app.get("/", response class=HTMLResponse)

async def simpleauth(request: Request):
user = await get current user from cookie(request)
if not user:

login url = get login url()



html content = f'<!DOCTYPE html><html><body><a
href="{login url}"><button>ABTopusauus</button></a></body></html>"
else:
html content = '<!DOCTYPE html><html><body><a
href="/logout"><button>Bbixon</button></a></body></html>"

return HTMLResponse(content=html content, status code=200)

@app.get("/auth/callback")
async def auth callback(code: str):
"""Callback URL pna obpaboTkm otBeTa oT Keycloak nocne norumHa"""
try:
# 0OMeH KoOa Ha TOKEHbI
token response = keycloak openid.token(
grant_type="authorization code",
code=code,

redirect uri=REDIRECT URI

access_token = token response.get('access token')

# Co3paeM pegupekT C TOKEHOM B 3arofioBke (4epe3 ycTaHOBKY cookie)

response = RedirectResponse(url="/")

# YcTaHaBnuBaeM TokeH B cookie (anbTepHaTtmBa Authorization header pna 6pay3epa)
response.set cookie(

key="access token",

value=access token,

httponly=True, # 3awuta ot XSS

secure=False, # True pna HTTPS

samesite="1lax"
)
refresh token = token response.get('refresh token')
response.set cookie(

key="refresh token",

value=refresh token,

httponly=True, # 3awuTa ot XSS

secure=False, # True pns HTTPS

samesite="1lax"
)

return response



except Exception as e:

return HTMLResponse(content=f"<h1>0wnbka aBTopu3saumm: {str(e)}</hl>", status code=400)

@app.get("/logout")
async def logout(request: Request):
"""“Bpixon U3 cucTtemst "™

refresh token = request.cookies.get("refresh token")

# Jlorayt 4epe3 python-keycloak
if refresh token:
try:
keycloak openid.logout(refresh token)
except Exception as e:
print(f"Keycloak logout error: {e}")
response = RedirectResponse(url="/")
response.delete cookie("access token")
response.delete cookie("refresh token")

return response

if name == ' main_ ':

run(app="simple:app", host='0.0.0.0', port=8100, workers=4, log level='warning')
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Tenepb nobaBnM scopes B TokeH. axe npocTo fobaBneHne Cnucka posern oka3asocb TON eLle
3agaven. Bo MHOrnMx nHcTpykumax byneT ckasaHo, 4TO HacTponka Mmannepa B Keycloak Admin
Console -> Baw realm - Clients - Baw knneHT -> Bknagka Mappers. Ho 3To He Tak. lMpumep
HaCTPOMKM 019 NONYyYEHUS POSIEN:

e Nepengn B Client Scopes: Teon realm — Clients » Bbibepn cBOero K1nMeHTa — BKJagkKa
Client scopes = KIMKHN Ha penunkenTeq ckon *-dedicated (Hanpumep, my-client-
dedicated).

e OTKpoOW BKIaaKy Mappers.

e Ha>xmun Configure a new mapper u Bbibepun By configuration.

e Buibepu TN mannepa: B Bbinagatowem cnucke Boibepun User Realm Role.

e BoOT 3TO K/IlO4EBOW MOMEHT: NCMOJIb30BaHME NpenyCTaHOBIEHHOIO TUMa, a He
co3[laHue CBOEro, rapaHTUpyeT KOPPEKTHYIO BHYTPEHHIO CTPYKTYPY.

e [IpoBepb HAaCTPOMKKN (OHM AO0JIKHbI 3aMOJIHUTBCA aBTOMATUYECKN):

o Name: OcTaBb realm roles (nnu noboe gpyroe).

e Token Claim Name: Y6eaucsb, 4To 3a0eck realm_access . 9TO e ANHCTBEHHOE
npaBuJibHOEe NMSA MOJIA.

e Add to userinfo: Y6éeguce, 4T0o nepekntoyaTenb yctaHossaeH B ON.

e Add to access token / Add to ID token: Mo>xxHo ocTasuTb OFF, ecnu posin He HYy>XHbl B
camux JWT TokeHax.

e CoxpaHu Mannep (KHoMKa Save).

async def get current user roles(request: Request) -> Optional[dict]:
"""N3BneyeHne ponen"""
access_token = request.cookies.get("access token")
if not access token:
return []
try:
claims = jwt.get unverified claims(access token)
roles = claims.get("realm access", {}).get("roles", [1)
return roles

except Exception:

return []

@app.get("/", response class=HTMLResponse)
async def simpleauth(request: Request):

user = await get current user from cookie(request)



if not user:
login url = get login url()
html content = f'<!DOCTYPE html><html><body><a
href="{login url}"><button>ABTopusauuns</button></a></body></html>"
else:
roles = await get current user roles(request)
html content = f'''<!DOCTYPE html><html><body><a
href="/logout"><button>Bbixog</button></a>
<p>HocTynHble knoun: {user.keys()}</p>
<p>HocTynHble ponn: {roles}</p>
</body></html>"""

return HTMLResponse(content=html content, status code=200)
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Moyemy-To ang fastapi npegnodYTuTensbHee NCNoJb30BaTb MexaHN3M Depends. OgHaKo MHe
npoLue geKkopaTopsbl.

from functools import wraps

from fastapi import FastAPI, Request

from fastapi.responses import HTMLResponse, RedirectResponse
from fastapi.concurrency import run in threadpool

from uvicorn import run

from typing import Optional

from keycloak import KeycloakOpenID
from jose import jwt

from jose.exceptions import JWTError, ExpiredSignatureError
app = FastAPI(docs url=None, redoc url=None, openapi url=None)

KEYCLOAK URL = "http://192.168.1.195:9090/"

REALM NAME = "pythonsimpletest"

CLIENT ID = "clientforsimpletest"

CLIENT SECRET = "Vix6txRyHwt81KyZIpl7006CxpWMFtib"
REDIRECT URI = "http://192.168.1.3:8100/auth/callback"

KEYCLOAK PUBLIC KEY = """----- BEGIN PUBLIC KEY-----
MIIBIjANBgkqhkiGO9wOBAQEFAAOCAQS8AMIIBCgKCAQEAtrnsNk3z21imvfNFDT8teaekNgFhnOSuKcZiPclIv+gknDg8X1
zF7KJLtZMrCZSLRIM6T754F8KtNUSj0Ioa3ehYSPEdF4SX7tBdacpeDzOGLKWYFa845/e6H2349I1+7Eu01lbkHfWz/v6n2m
m+jeZKUOujqr2boBoPWwkMoKwXNM1/SacOYM1v1fVHiISYyREDG+FordAwYlbLVYCD36ckkOUnAKBc59Q36DMiKSx7JpdvR
OvHIeWb4mQFLRbLdmWkK4ebUe+B/k1l/cdd3LHdQ6vc1i45bMcI1rFYocDOGKI9MT8pT8OMPQVTI8cTe9XxSkCAXOL7YiSv+
5hfK1C6DswIDAQAB

----- END PUBLIC KEY-----"""

ALGORITHMS = ["RS256"]

# NHuumnanusaumna Keycloak knveHTa
keycloak openid = KeycloakOpenID(
server url=KEYCLOAK URL,

client id=CLIENT 1ID,



realm name=REALM NAME,
client secret key=CLIENT SECRET,

# [lekopaTopbl aBTOpU3aLum

def verify token(token: str):
return jwt.decode(

token,

KEYCLOAK PUBLIC KEY,

algorithms=ALGORITHMS,

audience="account",

options={
"verify signature": True,
"verify aud": False,

"verify exp": True,

def get login url():
"""Ienepauma URL pns Bxopga 4yepe3 Keycloak"""
auth url = keycloak openid.auth url(
redirect uri=REDIRECT URI,
scope="openid email profile",
state="random state string" # B peanbHOM NPUNIOXEHUU UCMNONb3YNUTE TEeHepauun CryyvyanHon
CTPOKM
)

return auth url

def session_required(func):
@wraps (func)
async def wrapper(*args, **kwargs):
request: Request = kwargs.get("request")
if request is None:
for arg in args:
if isinstance(arg, Request):
request = arg
break
if request is None:

raise RuntimeError("Request object not found")



token = request.cookies.get("access token")

if not token:

return RedirectResponse(get login url())

try:
claims = verify token(token)
request.state.user = claims

except ExpiredSignatureError:
response = RedirectResponse(get login url())
response.delete cookie("access token")
response.delete cookie("refresh token")
return response

except JWTError:
response = RedirectResponse(get login url())
response.delete cookie("access token")
response.delete cookie("refresh token")
return response

return await func(*args, **kwargs)

return wrapper

def html norole():
html content = f'''<IDOCTYPE html><html><body><a href="/"><button>Ha rnasnyw</button></a>
<p><a href="/logout"><button>Beixoa</button></a></p>
<p>Y Bac HeT pocTyna K 3TOW CTpaHuue</p>
</body></html>"'""

return HTMLResponse(content=html content, status code=200)

def role secondrole required(func):
@wraps (func)
async def wrapper(*args, **kwargs):
request: Request = kwargs.get("request")
if request is None:
for arg in args:
if isinstance(arg, Request):
request = arg
break
if request is None:
raise RuntimeError("Request object not found")

userinfo = request.state.user



roles = userinfo.get("realm access", {}).get("roles", [])
if 'secondrole' not in roles:

return html norole()
return await func(*args, **kwargs)

return wrapper

@app.get("/", response class=HTMLResponse)
@session required
async def simpleauth(request: Request):
userinfo = request.state.user #await get current user from cookie(request)

roles = userinfo.get("realm access", {}).get("roles", [])

html content = f'''<!DOCTYPE html><html><body><a href="/logout"><button>Beixog</button></a>
<p>JocTynHele kmoun: {userinfo}</p>

<p>HocTynHble ponu: {roles}</p>

<p><a href="/secret"><button>Joctyn Kk cekperty</button></a></p>

</body></html>"'""

return HTMLResponse(content=html content, status code=200)

@app.get("/secret", response class=HTMLResponse)

@session _required

@role _secondrole required

async def roleneeded(request: Request):
html content = f'''<!DOCTYPE html><html><body><a href="/logout"><button>Brixoa</button></a>
<p><a href="/"><button>Ha poMawHww cTpaHuuy</button></a></p>
</body></html>"'""

return HTMLResponse(content=html content, status code=200)

@app.get("/auth/callback")
async def auth callback(code: str):
"""Callback URL pgns obpabotku otBeTa ot Keycloak nocne normHa"""
def append cookie(response, key, value):
response.set cookie(
key=key,
value=value,
httponly=True, # 3awuTa oT XSS
secure=False, # True pns HTTPS

samesite="1lax"



return response
try:
# 06MeH Kopa Ha TOKEHb
token response = keycloak openid.token(
grant type="authorization code",
code=code,
redirect uri=REDIRECT URI
)
# Co3paeM pegupekT C TOKEHOM B 3arofioBke (4epe3 ycTaHOBKY cookie)
response = RedirectResponse(url="/")
access token = token response.get('access token')
# YcTaHaBnuBaeM TokeH B cookie (anbTepHaTtmBa Authorization header pna 6pay3epa)
response = append cookie(response, "access token", access token)
refresh token = token response.get('refresh token')
response = append cookie(response, "refresh token", refresh token)

return response

except Exception as e:

return HTMLResponse(content=f"<h1>0wnbka asTopusauun: {str(e)}</hl>", status code=400)

@app.get("/logout")
async def logout(request: Request):
"""Bpixog M3 cucTembl" "™
refresh token = request.cookies.get("refresh token")
if refresh token:
try:
keycloak openid.logout(refresh token)
except Exception as e:
print(f"Keycloak logout error: {e}")
response = RedirectResponse(url="/")
response.delete cookie("access token")
response.delete cookie("refresh token")

return response

if name == ' main ':

run(app="02 _withroles:app", host='0.0.0.0"', port=8100, workers=4, log level='warning')



