Ssh areHT

SSH Agent plugin Haxep B B,aHHOM cJsiy4yae He Hy)XeH. OH HeobxoaAuM TONbKO Ans
noaksnioyYeHus BHYTpu stage € CyLLeCcTBYIOLLLEro areHta K ApyroMmy cepsepy.

CepBep, Ha KOTOPOM OyaneM BbINOJIHATb KOMaHAbI:

HobaBuTb Nonb3oBaTens jenkins n nobaBMTb HOBOro Nosib3oBaTens B rpynny sudo, docker (B
cslyqae Moen 3agaydn)

sudo adduser jenkins
sudo usermod -aG sudo jenkins

sudo usermod -aG docker jenkins
ABTOpI/I3OBaTbCFI Ha cepBepe nog rnoJjib3oBatesieM jenkins

YCTaHOBUTL java

sudo apt update

sudo apt install fontconfig openjdk-17-jre

Co3gaTb NpMBaTHbLIA 1 NYBANYHBLIA KNOYW A9 A0CTYNa K cepBepy no ssh nonb3oBaTens jenkins.
mkdir ~/.ssh && cd ~/.ssh
ssh-keygen -t rsa -C "Access key for Jenkins slaves"

cat id_rsa.pub >> ~/.ssh/authorized_keys

Knio4y 3 panna id_rsa notpebyeTcs ans HaCTPOMKKM AocTyna Jenkins

Jenkins web untepdenc:



HacTpouku Jenkins -> Credentials -> System -> Global credentials -> Add credential

New credentials
Kind
SSH Username with private key

Scope 7

Global (Jenkins, nodes, items, all child items, etc)

Iy |
Jenkins

Description  ?

For access from jenkins usemame

lJsername

jenkins
Treat usermame as secret 7

Private Key
o Enter directly
Key

|— ----BEGIN OPENS55H PRIVATE KEY-----
b3BlbniNzaClrZxXktd jEAAAAABGSYbmUAAAAEbMIUTZQAALAAAAAABAAAR TwAAAAdz c2aten
MhAAAANNEAADASAYEAkyISAL d7KAKT TSN ETBDoxUxx+Y 7 ovOtSkEmp@e 100570 Ju04sP

B paspen kno4 BCTaBUTb TEKCT U3 hparna id_rsa uenvmkom (BkoYas ----- BEGIN... ------ END...)

MepenTn B HacTpounTsb Jenkins -> Nodes n co3gaTtb y3en


http://bobrobotirk.ru/uploads/images/gallery/2025-03/jenkins-ssh-1.JPG

MapamMeTpbl areHTa:

MapameTp
y)J,aJ'IEHHaFI KOpHeBada AnpekKTopuna
MeTkn

Host key verification strategy

HazeaHue yana
jenkins-debdocker-agent
Type
o MOCTOAHHBIA areHT
Aofaenset g Jenkins npocroi, n

3TUMU ETEHTaMM, HANPHMED, AWE
GUIMUECKIWH KOMMNLIOTED, BUPTYE

3HauyeHue
/home/jenkins/jenkins-agent
docker-agent-01

Manually trusted key verification


http://bobrobotirk.ru/uploads/images/gallery/2025-03/jenkins-ssh-2.JPG

Mwa 7

jenkins-debdocker-agent

OnwucaHwe 7

Plain text MpeanpoovoTtp

KoAMUYeCTED NPOUSCCOE-WONCAHWTEREH 7

¥aanéHHaa KOpHES3A AMPEKTopKA 7

fhome/jenkins/jenkins-agent

MeTia - 7

[ docker-agert-0

McnonssoeaHue 7

3arpy=ath 3TOT YIEN HECTONBKD, HECKDUIBKD BOSMONHO

Cnocob sanycka 7

Launch agents via S5H

Host - 7

192,166.1.10

Credentials 7

jernkins (For access from jenkins usemame)

+ Add

Mocne HaCTPOMKKM B y3/1laX areHT Ao/ KeH ObiTb aKTUBEH.

TecToBbIN pipeline

node('docker-agent-01') {
stage ('second'){

sh 'hostname'
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0OJ1DKEH BbIBECTW XOCT areHTa.

B Jenkins Tekyuwasa pabovasa gupektopus -

/home/jenkins/jenkins-agent/workspace/<ums pipeline>
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