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YCcTaHOBKaA

Jenkins server, docker compose

NCTOYHNK

e Co3paTb ampekTopuio jenkins_compose

mkdir jenkins_compose && cd jenkins_compose

e Co3gaTb compose han

nano docker-compose.yaml

e CkonumpoBaTb B a1 TEKCT, COXPaHUTb U BbINTHU

services:
jenkins:
image: jenkins/jenkins:lIts
privileged: true
user: root
ports:
- 8080:8080
-50000:50000
container_name: jenkins
volumes:
- /home/${myname}/jenkins_compose/jenkins_configuration:/var/jenkins_home

- /var/run/docker.sock:/var/run/docker.sock

e 3anyCcTuTb 0bpa3s

docker compose up

e C paHHoun KoHurypaumnen no http://localhost:8080 6yneT HaxoanTbCca web nHTepdgenc.
Mpwn NnepBoM CcTapTe B KOHCOJIb OyAeT BblAaH KJOY MHULMANIN3ALUNUN, KOTOPbIA HYXXHO

ckonupoBaTb B web opmy.
e Jenkins gona obyyeHuns paboTtaeT!

Ons 06y‘-IeHI/IFI Ha 3TOM MO>XXHO OCTaHOBUTbLCA.

Jenkins agent, docker compose


https://www.cloudbees.com/blog/how-to-install-and-run-jenkins-with-docker-compose
http://localhost:8080

e B oupekTopuu jenkins_compose co3faem KJo4un

ssh-keygen -t rsa -f jenkins_agent
+ Cosnars ltem Hacrpoiika Jenkins

« 3 Wcropua cbopok
e Meper e B

) ECTh M0A03petMe, 4TO HACTPORKM BAWED OBPATHOTO NPOKCH HEKOPPEKTHS!
{383 Haerpours Jenkins

0O My Views
BEINOAKATL COOPKM HA ECTROEHHOM Ya/Ie MOXKET GhiTe HeBe30NacHo. PEKOMEHAYETCA HACTPOWTE pacnpeaenEHHEIe cBopku. Cu. JOKYMEHTALI,
Quepens cBopok v
Ouepeps cBopok nycta System Configuration
System Tools Plugins
Cocroanve cOOPWMKOE 02 v @ i ) 5:} 9
Kondurypauma rnobanbHblx HacTpOeK 1 KoHQUrypauma MHCTRYMEHTOB, KX JLobasutn, yaan
nyTeii. PACNOACKEHWE U BETOMATHUECKEA BKIKOUATE MAETY
MHCTAAALWA, YHKUMOHOHENE
Jenkins.
o Clouds / Appearance
Add, remove, and configure cloud Configure the look and feel of Jenkins

instances to provision agents on-demand.

Security
[5 Security [j Credentials @ Credential Prov
Hactpoiika BesonacHoctu Jenkins, Configure credentials Configure the cr
KOHGUIYpaLWa Npae Ana AOCTYNa 1 types
MCNOAB30BAHMA CUCTEMBI. %

e [lepenTn B CMCTEMHOE XpaHuamue - rnobanbHbie NapaMeTpsbl

Stores scoped to Jenkins

P Store | Z Domains
@ System (global)
System
Domain |
g‘ﬁ-i Global credentials (unrestricted)

e [106aBNTbL cnocob aBTOpM3aLUM CO CNEenYLWNMN HACTPONKaMK (KJ1l04 BBECTU BPYYHYHO)


http://bobrobotirk.ru/uploads/images/gallery/2025-02/jenkins-keys-1.JPG
http://bobrobotirk.ru/uploads/images/gallery/2025-02/jenkins-keys-2.JPG
http://bobrobotirk.ru/uploads/images/gallery/2025-02/jenkins-keys-3.JPG

Scope | ?

System (Jenkins and nodes only)

B &2

jenkins_agent

Description 7

For agen conn

Username

jenkins
Treat username as secret 7

Private Key

o Enter directly

Key

& Concealed for Confidentiality

Passphrase

e Tenepb Aob6aBUTL B compose ¢ana obpas areHTa C OTKPbITbIM KJII0YOM

services:
jenkins:
image: jenkins/jenkins:lIts
privileged: true
user: root
ports:
- 8080:8080
- 50000:50000
container_name: jenkins
volumes:
- /home/${myname}/jenkins_compose/jenkins_configuration:/var/jenkins_home
- /var/run/docker.sock:/var/run/docker.sock

agent:


http://bobrobotirk.ru/uploads/images/gallery/2025-02/jenkins-keys-4.JPG

image: jenkins/ssh-agent
privileged: true
user: root
container_name: agent
expose:

-22
environment:

- JENKINS_AGENT SSH_PUBKEY=ssh-rsa...

e [104TK BCE NPOLLJIO MO MHCTPYKLMN, KpOMe NyTen java u Bepcumn java. Btopoe 6bisio
NCrnpaB/ieHO B COMpose (cernvac akTyasbHasa Bepcusd). A 45 yCTaHOBKM KOPPEKTHOr0
nyTn K JAVA HY>XHO BbIJIO HANTW B KOHTENHepPEe NyTb java

sergey@sergey-VirtualBox:~$ docker exec -it 2b5036c4a35b /bin/bash
root@2b5036c4a35b:/home/jenkins# env | grep JAVA
JAVA_HOME=/opt/java/openjdk

N ycTaHOBUTb Cnefyowmnn NyTb B HACTPOMKaX areHTa:

PacwupeHHbie A # Edited

Port ?

22

JavaPath ?

Joptfjava/openjdk/binfava

e AreHT nogHsancs!
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Jenkins -> k8s

Bunaoeo no HacTponke B3anMoOeNCTBUSA

OnuncaHve nnarnHa Kubernetes

OnuncaHue nnaruvHa Credentials

JeTanbHoe onucaHne Pod

Lnapraska no k8s

e EcTb Jenkins BHe KnacTepa. lononHUTeNbHO yCTaHOBUTL naarnH Kubernetes. OcTasbHbie
HY>XHble nnaarnHel NnoaTaHyTca camum (Kubernetes client API, ...).

Kubernetes plugin 4313.va_%h_4dfeia_0=34

This plugin integrates Jenkins with Kubernetes

Report an issue with this plugin

e EcTb knactep k8s ¢ gocTtynHbIM Ang Jenkins BHeWHMM agpecoM. BHYTpu kiacTepa eCcTb
OfHa HOoAa C AoCcTyrnoMm B MIHTepHeT. [loCcTyn C HOoAObl A1 MPUJIOXKEHHOTr 0 pipeline
KPUTUYEH M3-3a CKaYMBaHUA NCNOJIHAEMbIX (DaNIoB, €Can 3TN halibl €CTb BHYTPU
KnacTepa - BCe elle nyyule.

e Ha knacTepe co3paemM namespace, nojib3oBaTens jenkins, TOKeH

kubectl create namespace jenkins

kubectl create sa jenkins -n jenkins

kubectl create token jenkins -n jenkins --duration=8760h

#3pecb 0TOOPaA3NTCA TOKEH, €ro HY>XXHO COXpPaHUTb, 3aTeM fobaBum B HacTponku Cloud
kubectl create rolebinding jenkins-admin-binding --clusterrole=admin --

serviceaccount=jenkins:jenkins --namespace=jenkins

e //ewe He nonHocTbio noHAn// NMoa TepmuHom Cloud B Jenkins noHMMaeTcs
nogfep>XnBaemble TUMbl BUPTYanm3aunn/KoHTenHepmu3aumnum s cosfgaHus
AONHaMNYeCKMX areHToB. T e aBTopu3auna U T O, HacTpauBaemas B Clouds, ncnonb3syeTtcs
TONbKO AJ19 co34aHnNsa AMHaMUYeCKOro areHTa B COOTBETCTBYIOLLEM TUMNE BUPTyaan3aLunm
N 3aTeM yaaneHuns ero. Bce. AreHT co3gaeTcsa NyCcTon, BCe OCTaslbHOE HY)KHO
nogenbiBaTh. [pn yCTaHOBKe COOTBETCTBYOLWMX MaarnHoB (Docker, Kubernetes,
Virtualbox) B cnncke nosiBASAIOTCA COOTBETCTBYOLLME TUMbI 06/1aKOB.


https://rutube.ru/video/fe8a5847f8201929ee2efcb828d5d220/
https://plugins.jenkins.io/kubernetes/
https://plugins.jenkins.io/credentials-binding/
https://devopscube.com/jenkins-build-agents-kubernetes/
https://wikival.bmstu.ru/doku.php?id=%D1%81%D0%B8%D1%81%D1%82%D0%B5%D0%BC%D0%B0_kubernetes#helm
http://bobrobotirk.ru/uploads/images/gallery/2025-02/jenkins-k8s-1.JPG

e [1n9 nCnosb30BaHNA B AMHAMNYECKOM areHTe HacTpoUM aBTopu3launio. HacTtpouTb
Jenkins - Credentials - Syste New credentials

e BbibpaTb Tun Secret text, B >I1 TOKeH, ID n Description
06bI4YHO OANHAKOBbIN. i

Secret text

Scope P

Global (Jenkins, nodes, items, all child items, etc)

Secret

D2

forkuber

Description  ?

[ forkuber|

e lobaBnsem Cloud. Name 370 nms, noboe. Kubernetes URL - agpec knacTtepa, no
KoTopoMy Jenkins moxxeT nogkntounTbcd. Credentials - co3gaHHbIN Ha NpeablaywemM
ware.


http://bobrobotirk.ru/uploads/images/gallery/2025-02/jenkins-k8s-2.JPG

Mame ?

Kuber

Kubernetes URL 2

https://192.168.1.185:6443

Use Jenkins Proxy 2

Kubernetes server certificate key 2

Disable https certificate check ?
Kubernetes Namespace

jenkins

Agent Docker Registry 7

Imject restricted PSS secunty context in agent contain

Credentials

kubescli

+ Add

e CnpaBa ecTb KHoMKa Test connection Obs3aTeNIbHO NPOBEPUTHL COeAUHEHME.

e [106@BUTb CTOUT TOJIbKO @~~~ '~nlins mommcn~ e \Wiak En~clend Bea ocTaslbHOE MO
MOJIHaHWUIO.

y WebSocket ?
Direct Connection 7

Jenkins URL ¥

http://192.168.1.194:3080/

Jenkins tunnel  ?

Connection Timeout 7
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e HacTpolKa OCHOBbI OJ19 AMHAMUYeCKoro Jenkins KaveHTa 3aBepLueHa.

Ons paboTbl ¢ kubernetes HyxeH tann asTopmsaumn. PopmaT hanna n HACTPONKM agMuHa (N
rnpuMepa) MoXXHO NOCMOTPETb Ha KnacTepe Kubernetes B

/etc/kubernetes/admin.conf

CoxpaHsewm ero B Credentials Jenkins n Tun - panin. B gaHHoM cny4ae ID textauth.

[2 textauth fuck.txt (textauth) Secret file textauth ﬁ

Ba>xHo, 4yTo paboyasa ampekTopus Jenkins MoXeT (1 ckopee Bcero byneTt) oTmyaTbcs oT homedir
rnonb3oBaTens

Pipeline:

pipeline {
agent {

kubernetes (kubernetesAgent(name: 'mini'))

stages {
stage('Integrate Remote k8s with Jenkins ') {
steps {

sh "mkdir ~/.kube"

withCredentials([file(credentialsld: 'textauth', variable: 'FILE")]) {
sh 'cp $FILE ~/.kube/config'
}

sh "curl -LO 'https://dl.k8s.io/release/v1.32.2/bin/linux/amd64/kubect!"

sh "chmod +x kubect!"

sh "./kubectl get nodes"


http://bobrobotirk.ru/uploads/images/gallery/2025-02/jenkins-keys-6.JPG

Pa3Hoe

node('docker-agent-01') {
stage ('Pulling repo and filling constants'){
sh "rm **
git 'https://gitverse.ru/bobrobot/liteconnect_docker.git'
withEnv(readFile('env.txt').split('\n') as List) {
sh 'chmod +x replace_env.sh && ./replace_env.sh'

}

sh "cp env.txt .env"

node() {
stage('first') {
withEnv(["PATH+HUIWAM=${HOME}/.local/bin"])
{
sh "printenv PATH"
}
sh "printenv PATH"
}

withEnv([
"PATH+EXTRA=/home/jenkins/.local/bin"])

node() {
stage('first') {
sh "printenv PATH"
}

pipeline {
agent {



kubernetes (kubernetesAgent(name: 'mini'))
}
environment {
PATH="${HOME}/.local/bin:${PATH}"
}
stages {
stage('Integrate Remote k8s with Jenkins ') {
steps {
sh "printenv PATH"
withCredentials([file(credentialsld: 'mysrc', variable: 'MYFILE')]) {
sh 'cp $MYFILE new.sh'
}

/] BNs TPYBU CKPUMNTa HY>XHO YNaKoBbIBaTb B Withenv 4To6bl 66111 BUAHbLI ONpefesieHHble B CKpUNTe
napameTpsl,
//mapameTpbl U3 jenkins BUAHbI
//[param_in_main - TeKCTOBbIV NapaMeTp,
//build_type - BTOpon napameTp.
withEnv([
‘ENV1=It work ' + param_in_main,
'ENV2=000",

'missingfname=thefilereallymissing.txt'])

node('slave') {
stage('first') {
sh "mkdir ~/bin"
sh "printenv PATH"
sh "echo $param_in_main" //obpalleHne K NnapameTpy 13 NapameTpos B jenkins
sh "echo $ENV1" //obpalieHne K COCTaBHOMY NapaMeTpy, onpeaesieHHOMY BHYTPU CKpUNTa
sh "echo $ENV2" //obpawieHne K HeE3aBNCMMOMY MapaMeTpy BHYTPU CKpuUnTa

}

stage('check type of pipeline') {
if (build_type == 'prod') { //ecnn nposepsiem BHe sh - gonnap He cTaBuUTCA

sh "echo 'This is a prod""



stage('test exeptions') {
try {
sh 'rm $missingfname'
}
catch (exc) {

echo 'TonblITanuch yaannTb HecyLwwecTByowmin pann ' + missingfname

stage('check cycle'){
sh 'mkdir "firstdir"’
def fileNames = sh(returnStdout: true, script: 'ls').trim().split()
for (item in fileNames) {

echo "Processing item: ${item}"

}

def buildPod = {
def podYam| = """
kind: Pod
metadata:
name: jenkins-agent
spec:
containers:
- name: my-jenkins-agent
image: jenkins/inbound-agent:latest
command:
- cat
tty: true
volumeMounts:
- mountPath: /var/run/docker.sock
name: docker-sock
volumes:
- name: docker-sock
hostPath:

path: /var/run/docker.sock



return podYaml

def label = "jenkins-agent-${UUID.randomUUID().toString()}"

podTemplate(label: label, yaml: buildPod()) {
node(label) {
stage('Build') {
container('my-jenkins-agent') {
echo 'Start stage build'
sh'ls -al'

echo 'End stage build'

}
stage('Deploy') {
container('my-jenkins-agent’) {
echo 'Start stage deploy'
try {
sh "rm my.txt"
}
catch(exc) {
echo "The ERROR!"

echo "${exc}"



NHTerpaunga Jenkins v
GitVerse

Hactpomnka poctyna B GitVerse
Mpotunb -> YnpasneHne TOKeHaMn, CO34aeM TOKEH N COXPaHAeM ero

Co3paTh HOBLIR TOKEH

Jenkins integration for CI/CD

afluCE

[

Yoanexune

0
o

Ooctyn K dyHKLWOHADY Yrenme

Penosutopum

FeHepMpoBaTh TOKEH

JobGaBnsaem TokeH pocTtyn B Jenkins

Home -> HacTpouTsb Jenkins -> Credentials 3aTtem System -> global credentials -> Add credential

Kind

[ Secret text

Scope ?

Global (Jenkins, nodes, items, all child items, etc)

Secret

Description  ?

HacTponka gocTtyna K GitVerse

Home -> HacTpouThb Jenkins -> System


http://bobrobotirk.ru/uploads/images/gallery/2025-03/jenkins-gitverse-1.JPG
http://bobrobotirk.ru/uploads/images/gallery/2025-03/jenkins-gitverse-2.JPG

GitHub

GitHub Servers 7
Add GitHub Server -~
S’ Filter

GitHub Server

Co3paem B npoekTe Jenkinsfile
Co3pnaeM HoBbIN pipeline B Jenkins

Hosbin Item

BeeguTe UMR Item'a
Docker images creation
Select an item type
@ Co3patk 2afauy <o ceoBogHON KOHpWIypauveid

Classic, general-purpose job type that checks out from up to one SC
steps like archiving artifacts and sending email notifications.

rl_ﬂ Pipeline
Orchestrates long-running activities that can span muitiple build agen
workflows) and/or organizing complex activities that do not easily fiti

YcTaHaBnmBaem github project

GitHub project

Project url 7

https://gitverseru/bobrobot/liteconnect_docker

PaclimpeHHele v

B pa3zpnene Triggers yctaHoBuTb GitHub hook trigger

Triggers
Set up automated actions that start your build based on specific evs

3anyCTHTE MO OKOHYaHMK COOPKW ApYTWX NpoekToe  ?
JanycxaTs Nepuoauueck 7

GitHub hock trigger for GITScm polling 2

YcTaHaBnmeaem Tun Pipeline from SCM


http://bobrobotirk.ru/uploads/images/gallery/2025-03/jenkins-gitverse-3.JPG
http://bobrobotirk.ru/uploads/images/gallery/2025-03/jenkins-gitverse-6.JPG
http://bobrobotirk.ru/uploads/images/gallery/2025-03/jenkins-gitverse-7.JPG
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Pipeline
Define your Pipeline using Groovy directhy or pull it from source control.
Definition

Pipeline script from SCM

Git
Repositories  ?

Repository URL  #

https://gitverse.ru/bobrobot/liteconnect_docker

Credentials  ?

[-I"IOI‘IE-

+ Add

B nepBbIn pa3 caenatb cbopKy Bpy4dHYto. MMocne ycnewHom cbopkm nepentun B Settings nannnarnHa
N HaXkaTb Save

Mony4mnnock cobupatb n3 Jenkinsfile B npoekTe, HO webhook He noexan. CepBep CHapyXn BUAEH.
Mo3ToMy MoKa OCTaBMM PYYHOW 3aMyCK Ha UCMOJIHEHNE.


http://bobrobotirk.ru/uploads/images/gallery/2025-03/jenkins-gitverse-9.JPG

Ssh areHT

SSH Agent plugin Haxep B f,aHHOM cJsiy4yae He Hy>XeH. OH HeobxoaAUM TONbKO Ans
noakKsoYeHUus BHyTpu stage ¢ cyLuecTBYIOLLEro areHTa K ApyromMy cepsepy.

CepBep, Ha KOTOPOM OyaneM BbINOJIHATb KOMaHAbI:

HobaBnTb Nosb3oBaTens jenkins n nobasBMTb HOBOro Nosb3oBaTensa B rpynny sudo, docker (B
csly4ae Moen 3a4adn)

sudo adduser jenkins
sudo usermod -aG sudo jenkins

sudo usermod -aG docker jenkins
ABTOPU30BaTbCA Ha cepBepe noj noJjibzosatenem jenkins

YCTaHOBUTL java

sudo apt update

sudo apt install fontconfig openjdk-17-jre

Co3paTb NpMBaTHbLIA U NYBANYHBLIA KNOYM AN9 AOCTYNa K cepBepy no ssh nonb3oBaTens jenkins.
mkdir ~/.ssh && cd ~/.ssh
ssh-keygen -t rsa -C "Access key for Jenkins slaves"

cat id_rsa.pub >> ~/.ssh/authorized_keys

Knio4y u3 dpanna id_rsa notpebyeTcs Ans HaCTPOMKM AocTyna Jenkins

Jenkins web uHTepdeinc:



HacTpouku Jenkins -> Credentials -> System -> Global credentials -> Add credential

New credentials
Kind
SSH Username with private key

Scope 7

Global (Jenkins, nodes, items, all child items, etc)

Iy |
Jenkins

Description  ?

For access from jenkins usemame

lJsername

jenkins
Treat usermame as secret 7

Private Key
o Enter directly
Key

|— ----BEGIN OPENS55H PRIVATE KEY-----
b3BlbniNzaClrZxXktd jEAAAAABGSYbmUAAAAEbMIUTZQAALAAAAAABAAAR TwAAAAdz c2aten
MhAAAANNEAADASAYEAkyISAL d7KAKT TSN ETBDoxUxx+Y 7 ovOtSkEmp@e 100570 Ju04sP

B paspen kno4 BCTaBUTb TEKCT U3 hparna id_rsa uenvmkom (BkoYas ----- BEGIN... ------ END...)

MepenTn B HacTpounTsb Jenkins -> Nodes n co3gaTtb y3en


http://bobrobotirk.ru/uploads/images/gallery/2025-03/jenkins-ssh-1.JPG

MapamMeTpbl areHTa:

MapameTp
y)J,aJ'IEHHaFI KOpHeBada AnpekKTopuna
MeTkn

Host key verification strategy

HazeaHue yana
jenkins-debdocker-agent
Type
o MOCTOAHHBIA areHT
Aofaenset g Jenkins npocroi, n

3TUMU ETEHTaMM, HANPHMED, AWE
GUIMUECKIWH KOMMNLIOTED, BUPTYE

3HauyeHue
/home/jenkins/jenkins-agent
docker-agent-01

Manually trusted key verification
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Mwa 7

jenkins-debdocker-agent

OnwucaHwe 7

Plain text MpeanpoovoTtp

KoAMUYeCTED NPOUSCCOE-WONCAHWTEREH 7

¥aanéHHaa KOpHES3A AMPEKTopKA 7

fhome/jenkins/jenkins-agent

MeTia - 7

[ docker-agert-0

McnonssoeaHue 7

3arpy=ath 3TOT YIEN HECTONBKD, HECKDUIBKD BOSMONHO

Cnocob sanycka 7

Launch agents via S5H

Host - 7

192,166.1.10

Credentials 7

jernkins (For access from jenkins usemame)

+ Add

Mocne HaCTPOMKKM B y3/1laX areHT Ao/ KeH ObiTb aKTUBEH.

TecToBbIN pipeline

node('docker-agent-01') {
stage ('second'){

sh 'hostname'
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0OJ1DKEH BbIBECTW XOCT areHTa.

B Jenkins Tekyuwasa pabovasa gupektopus -

/home/jenkins/jenkins-agent/workspace/<ums pipeline>



