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OnpepneneHue cepBuca Ha NopTy
AHanus baHHepa

Y Hac eCcTb OTKPbITble NOPTbl. HO HEOBX0AMMO Y3HaTb, 4TO 3@ CEPBUC KPYTUTCHA Ha HEM. HacTo
cepBuUChbl Ny6NnKYT T H 6aHHep - nHopMaLKnto 0 cebe. ECTb CEPBUCHI, XPaHSALLME OAaHHbIE O

canTax, Tuna https://shodan.io https://zoomeye.org KoTopble XxpaHAaT 6a3y AaHHbIX. ITO
Ha3blBaeTCHA NAaCCUBHbLIM CKaHUPOBaHUEM.

EcTecTBEeHHO AaMUHNCTPATOPbl MOIYT N3SMEHATbL 6aHHep.

Netcat Mo)xeT NpefoCTaBUTb LAaHHYIO MHOPMaL K.

nc 172.16.10.11 -v 21

172.16.10.11: inverse host lookup failed: Unknown host
(UNKNOWN) [172.16.10.11] 21 (ftp) open

220 (vsFTPd 3.0.5)

nc 1.1.1.1 -v 22
some.address.ru [1.1.1.1] 22 (ssh) open

SSH-2.0-0penSSH_9.6pl1 Ubuntu-3ubuntul3.13

Knwo4u nc:
dDnar 3HayeHue Mpumep

-1 CnywaTsb (listen) — 3anyckaeT nc B nc -1 -p 4444
pexnme cepBepa (oXungaHue
BXOAALLNX MOOKIIOYEHWI)

-p <nopTt> YKa3aTb MopT (4719 NpocayLmBaHus nc -1 -p 4444
WM UCXOLHOMO MOAKJII0YEHNS)

-V MoapobHbIN pexxum (verbose), nc -vz 8.8.8.8 53
rnokasblBaeT NPoLEecc COeANHEHNS

A O4eHb NoapobHbIi (eweé bonbLue nc -zvv 8.8.8.8 53
MHgopMaLumnm)

-z CkaHupoBaHue nopTos. (zero-1/0 nc -zv 192.168.0.1 20-80

mode: npoBepka AOCTYMNHOCTH
nopToB 6e3 nepenayn AaHHbIX)

U Ncnonb3oBaTb UDP BMecTo TCP nc -u 192.168.0.10 123


https://shodan.io
https://zoomeye.org

®dnar 3HauyeHue Mpumep

-n He ncnonb3oBatb DNS (paboTaTb nc -vz -n 192.168.0.1 80
TOJIbKO C IP, He NbITaTbCA Pe30/IBUTb
nMeHa)
-wW <cek> TanmayT coeanHeHus nc -vz -w 3 8.8.8.8 53
-q <cek> 3aKkpbITb coeanHeHne nocne EOF “echo hi

Hyepes yKa3aHHOe BpeM4

-k MpoaosmxaTh CaywaTb nocse nc -1k -p 4444
pa3pbiBa COegHeHUs (CepBepHbIn
pexxum)
-e <nporpamma> 3anyck nporpamMmsl rnocne nc -1 -p 4444 -e /bin/bash

MoAKOYEeHMS (onacHbIn dnar!, 4yacto
OTKJII04EH B Be3onacHbIx cbopkax nc

)

C6op nHGpopmaumm o baHHepe:

#!/bin/bash

FILE="$1"
PORT="$2"

while read -r ip; do
res=$(echo -e "\n" | nc -v "${ip}" -w 1 "${PORT}" 2> /dev/null)
if [[ -n "${res}" 11; then
echo "Service: ${ip}:${PORT}"
echo "Banner: ${res}"
fi
done < "${FILE}"

AHanus http oTBeTa cepBepa

Mpwn nomowm curl ¢ noMmowbio MeTofa head MOXXHO Nony4YnTb MHGopMaumio 06 http cepsepe.

curl --head

172.16.10.10:8081

HTTP/1.1 200 OK

Server: Werkzeug/3.0.1 Python/3.12.3
Date: Sat, 30 Aug 2025 08:41:02 GMT
Content-Type: text/html; charset=utf-8



Content-Length: 7176

Connection: close

MpunoxxeHne whatweb npegocTaBnseT paclimpeHHyto nHgpopmaumio 06 http cepsepe. CUHTaKCKUC:

whatweb 172.16.10.10:8081

http://172.16.10.10:8081 [200 OK] Country[RESERVED][ZZ], HTML5,
HTTPServer[Werkzeug/3.0.1 Python/3.12.3], IP[172.16.10.101],
Python[3.12.3], Title[Menu], Werkzeug[3.0.1], X-UA-Compatible[ie=edge]

whatweb 172.16.10.10:8081 --log-json=/dev/stdout --quiet | jq
# B ¢dopmaTte JSON

Te CKOM6I/IHI/IpOBaB OaHHble, NnoJiy4eHHble Nnocjie CKaHnpoBaHWUA, MOXXHO onpenesintb HEKOTOPbIE
CTapTOBblE€ MO3NLUNN.

Mpwn onpeneneHnn Bepcmn ceperca bbiBaeT HETOYHbLIM. [loNOIHUTENbHbIE COCcobbl onpeaeneHmns
BEPCUM:

e [loacYeT KOHTPOJIbHbIX CYMM CTaTUYHbIX (halifoB, 418 CPaBHEHUS UX C harnamMu
onpeneneHHomn sepcun (favicon, js kon, nsobpakeHus)

e lccnegoBaHMe N3MEHEHUI B KOAE N N3YYEHME NaTUYeN, KOTOpblie BUAHbI U3 KOoAa Beb
CTPaHuL, CPaBHEHME NX C BEPCUSAMN KO B PEMO3NTOPUAX

e [MONCK YHKUNIA OTNAaAKM NN CrieunabHbIX CTPaHNL, pacKpbiBalOLWMX NHpopMaunto o
no

Tak>xe ecTb 6a3bl 3HAHUN N NHCTPYMEHTbI:

Baza 3HaHum Common Vulnerabilities and Exposures - https://cve.mitre.org/

Mnatdgopma Vulners - https://vulners.com/

Ba3a gaHHbIX akcnionToB oT Offensive Security - https://www.exploit-db.com/

MnatdopMa ynpasseHUsa ya3BUMMOCTAMU U aHanusa yrpos - https://vuldb.com/

Tak>xe MOryT NoMoYb NMOUCKOBbIE ABMXKK (google.com), nybnndHble peno3uTtopun (github.com),
6noru paspaboTynkos MO, KUTANCKNIA CErMEHT UHTEPHETA, U Mnp.

Mony4yeHune uidpopmauum o6 onepauMoOHHON cucTeMme

Cnocob dopmumpoBaHusa TCP oTBeTa HECKOMBLKO OTAMYatoTCA Anda pa3Hbix OC. MoXXHO onpeaennTb
npumepHbIn TN OC n nHorpa Bepcuto aapa.

Onuwusa -O No3BOSISIET NPOaHaNM3NPOBaTb AaHHYO UHOPMaLUIO.


https://cve.mitre.org/
https://vulners.com/
https://www.exploit-db.com/
https://vuldb.com/

sudo nmap -0 -ilL 172-16-10-scanning-hosts.txt

Nmap scan report for 172.16.10.11

Host is up (0.000038s latency).

Not shown: 998 closed tcp ports (reset)

PORT STATE SERVICE

21/tcp open ftp

80/tcp open http

MAC Address: F6:F2:1D:05:71:02 (Unknown)

Device type: general purpose

Running: Linux 4.X|5.X

0S CPE: cpe:/o:linux:linux kernel:4 cpe:/o:linux:linux_kernel:5
0S details: Linux 4.15 - 5.19, OpenWrt 21.02 (Linux 5.4)

Network Distance: 1 hop

Mony4yeHne OaHHbIX:

#!/bin/bash

HOSTS="¢*"

if [[ "${EUID}" -ne O 1]; then
echo "Run script with sudo."
exit 1

fi

if [[ "$#" -eq 0 11; then
echo 'Need at least one IP'
exit 1

fi

nmap_scan=$(sudo nmap -0 ${HOSTS} -oG -)
while read -r line; do
ip=$(echo "${line}" | awk '{print $2}')
os=$(echo "${line}" | awk -F'0S: ' '{print $2}' | sed 's/Seq.*//g')
if [[ -n "${ip}" 11 & [[ -n "${os}" 11; then
echo "IP: ${ip} 0S: ${os}"
fi

done <<< "${nmap _scan}"



Tak)xe MOXXHO nMpoaHaan3npoBaTb Bepcuto, obpatmBwmnck K 445 nopty (Windows, Linux).

msf > use auxiliary/scanner/smb/smb version

msf auxiliary(smb_version) > set RHOSTS 192.168.1.200-210
RHOSTS => 192.168.1.200-210

msf auxiliary(smb version) > set THREADS 11

THREADS => 11

msf auxiliary(smb_version) > run
B cnyyae nogkntoyeHHom 6a3bl, MHGOpMaumsa byaeTt B hosts.
CkpbiTOE CKaHUupoOBaHue

Mpwn nomowm moayns auxiliary/scanner/ip/ipidseq MOXXHO HaNTU MaLWKWHbI CO CTapOnN YSA3BUMOCTbIO
B HyMepoBaHun TCP nakeToB, 1 3aTeM NCMN0JIb30BaTb UX Kak 30Mbu.

msf > use auxiliary/scanner/ip/ipidseq

msf auxiliary(ipidseq) > show options

Module options (auxiliary/scanner/ip/ipidseq):

Name Current Setting Required Description

INTERFACE no The name of the interface

RHOSTS yes The target address range or CIDR identifier
RPORT 80 yes The target port

SNAPLEN 65535 yes The number of bytes to capture

THREADS 1 yes The number of concurrent threads

TIMEOUT 500 yes The reply read timeout in milliseconds

msf auxiliary(ipidseq) > set RHOSTS 192.168.1.0/24
RHOSTS => 192.168.1.0/24

msf auxiliary(ipidseq) > set THREADS 50

THREADS => 50

msf auxiliary(ipidseq) > run

[*] 192.168.1.1's IPID sequence class: All zeros

[*] 192.168.1.2's IPID sequence class: Incremental!
[*] 192.168.1.10's IPID sequence class: Incremental!
[*] 192.168.1.144's IPID sequence class: Incremental!



Incremental o3Ha4aeT BO3MOXXHOCTb UCMN0Jb30BaHUA. CKaHUpyeM OT MMeHn 3oMbapeit:

msf auxiliary(ipidseq) > nmap -Pn -sI 192.168.1.109 192.168.1.114
[*] exec: nmap -Pn -sI 192.168.1.109 192.168.1.114

Starting Nmap 5.00 ( http://nmap.org ) at 2009-08-14 05:51 MDT

Idle scan using zombie 192.168.1.109 (192.168.1.109:80); Class: Incremental
Interesting ports on 192.168.1.114:

Not shown: 996 closed|filtered ports

PORT STATE SERVICE

135/tcp open msrpc

139/tcp open netbios-ssn

445/tcp open microsoft-ds

3389/tcp open ms-term-serv

MAC Address: 00:0C:29:41:F2:E8 (VMware)

Nmap done: 1 IP address (1 host up) scanned in 5.56 seconds

OnpepneneHne MSSQL

B metasploit MHOro ckaHepoB Ha pas3/inyHbIe CePBUCHI, CMUCOK

use auxiliary/scanner/
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