P77 070707070707

Ba3a paHHbIX

B Kali 3anyckaem postgresql n nHnumanmsmpyem 6asy gaHHbix. Cozganytca 6a3bl msf n msf_test.

root@kali:~# systemctl start postgresql
root@kali:~# msfdb init

VnpaBneHue AAaHHbIMMU
db_status CraTyc coeanHeHus ¢ 6asonm

db_connect MogknoynTeca K 64. be3 napamMeTpoB - K JIOKaJIbHOMN.
MoyxeT 6bITb yaaneHHas

db_connect

<user:[pass]>@<host:[port]>/<database>

db_disconnect OTKt04YeHMe
db_export -f <format> [filename] CoxpaHeHune faHHbIX B hann. dopmaTt xml nam pwdump
db_import filel [file2...] NMMopT AaHHbIX U3 anna. MoxeT 6blITb UMMNOPT B BUAE

*.xml, nnn ¥ xml

db_rebuild_cache MepecyeT Kawa

Pabouee npocTpaHcTBO. CNocob opraHn3aunm XpaHeHUs CBA3AaHHbIX JaHHbIX.

workspace CnuncokK NpoCcTpaHCTB. * TekyLlee.
workspace -a Co3paTb HOBOE
workspace <name> Mepekno4nTbCA Ha paboyee NPOCTPaHCTBO hame
workspace -d Ynanutb
Tabnuubl
hosts Ob6Hapy>xeHHble XocThl. IP-agpec, MAC-agpec, nMs XocTa,

OC, cocToAHNE, KOMMEeHTapumn



services

vulns

notes

loot

creds

workspaces

clients

events

exploited_hosts

sessions

web_sites

web_pages
web_forms

web_vulns

CeTeBble cepBuchl. MopT, npoTokon (TCP/UDP), cocTosiHne
(open/closed), nmsa cepsuca, sepcus

YA3BMMOCTU. Ha3BaHMe, onnucaHne, CCblJIKU, KPUTUYHOCTb,
OOKa3aTes/IbCTBa

LononHuTenbHasa MHOPMaLUMsa 0 XOCTax U cepBuUcax.
CopepXuT PasnmyHble gaHHble (yYeTHble 3anucu,
cobpaHHas nHgopmaLmns)

M3BneyeHHble gaHHble. CooepxnT: Xewwmn naponen,
KOHMUIYypaLMOHHbIe (aisibl, INYHbIE AaHHbIEe

Y4yeTHble JaHHble on§a ayTeHTudunkaumum. CooepxxuT:
JIOrviHbI, Maponun, xewu, TUMN ayTeHTUGUKaunum

PaspeneHve npoekTos/3anauv

KnueHTckme cuctemsl. CoaepxXuT: JaHHble o 6paysepax,
NnoJib30BaTeNIbCKUX areHTax

CobbiTnsA. ConepxunT: encTems, BbIMOJHSAEMbIE B paMKax
TecTupoBaHus

YcnewHble akcnayaTaymm. CogepXxuT: JaHHble 0
B3JIOMaHHbIX CUCTEMAX

OTKprTbIe ceccumn. CO,EI,ep)KI/IT! AKTUBHbIE COeJNHEHNS C
CKOMMpoMeTnpoBaHHbIMN CUCTEMaMU

Beb-canTbl. Conep>xuT: URL, BUpTYyanbHble XOCTbl, SSL-
MHdopmMauuma

Beb6-cTpaHuubl. Cogepxmmoe cTpaHuL, opMbl, CCbIIKN
HTML-hopmbl. [Mona hopm, MeToAbl OTMPaBKuU

XSS, SQLi, n ppyrue Beb-ya3BumMocTu

Py4yHoe poGaBnieHMe maHHbIX: CHayasla co34aTb 00bEKT, 3aTeM MOAUMULIMPOBATL €ro.

msf > hosts -a 192.168.0.1
msf > hosts 192.168.0.1

msf > hosts

address mac

192.168.0.1

"first node"

0s_sp purpose 1info comments

first node

Kak g noHsan, py4dHOE nobaBneHne HevyacTo NCrnonb3yeTcs.



dunbTpauus

Kntoy -S <term> Hanpumep

msf > hosts -S 0.1

Hosts
address mac name os name os flavor os sp purpose info comments
192.168.0.1 first node

Mpn UNbTPaLMN BaXKHO YKa3biBaTb KOJIOHKWN -C MOCKOJIbKY MOUCK MOJIHOTEKCTOBbIN.
Ncnonb3oBaHMe BaHHbIX

B cBoncTBax Tabnnubl ecTb NapamMeTp, KOTOPbIA MOXXHO MCNO0JIb30BaTb B UHCTPYMEHTAaXxX/...
Hanpumep, B Tabnnue hosts ectb napametp RHOSTS.

msf > hosts -h

OPTIONS:

-R, --rhosts Set RHOSTS from the results of the search

ITO 03Ha4aeT, 4YTOo B C/Iy4Hae NUCMNOoJIb30BaHUA B MHCTPYMeHTax napameTpa RHOSTS ero MoXxHo
3anoNHUTL faHHbIMu 13 B, MNMpumep 3anycka MHCTPYMEeHTa A1 XOCTOB, OT(PUIbTPOBaHHbLIX MO
127. NMapameTp -R pobasnseT gaHHble B napameTp RHOSTS.

msf > hosts

Hosts

address mac name o0s _name os_flavor os sp purpose info comments
127.0.0.1

192.168.0.1 first node

msf > use auxiliary/scanner/portscan/tcp

msf auxiliary(scanner/portscan/tcp) > show options



Module options (auxiliary/scanner/portscan/tcp):

Name Current Setting Required Description

CONCURRENCY 10 yes The number of concurrent ports to check per host

DELAY 0 yes The delay between connections, per thread, in
milliseconds

JITTER 0 yes The delay jitter factor (maximum value by which to
+/- DELAY) in milliseconds.

PORTS 22 yes Ports to scan (e.g. 22-25,80,110-900)

RHOSTS yes The target host(s), see

https://docs.metasploit.com/docs/using-metasploit/basics/using-metasploit.html
THREADS 1 yes The number of concurrent threads (max one per host)

TIMEOUT 1000 yes The socket connect timeout in milliseconds

msf auxiliary(scanner/portscan/tcp) > hosts -c address -S 127 -R

127.0.0.1

RHOSTS => 127.0.0.1

msf auxiliary(scanner/portscan/tcp) > show options

Module options (auxiliary/scanner/portscan/tcp):

Name Current Setting Required Description

CONCURRENCY 10 yes The number of concurrent ports to check per host

DELAY 0 yes The delay between connections, per thread, in
milliseconds

JITTER 0 yes The delay jitter factor (maximum value by which to
+/- DELAY) in milliseconds.

PORTS 22 yes Ports to scan (e.g. 22-25,80,110-900)

RHOSTS 127.0.0.1 yes The target host(s), see

https://docs.metasploit.com/docs/using-metasploit/basics/using-metasploit.html



THREADS 1 yes The number of concurrent threads (max one per host)

TIMEOUT 1000 yes The socket connect timeout in milliseconds

View the full module info with the info, or info -d command.

msf auxiliary(scanner/portscan/tcp) > run

[*] 127.0.0.1 - Scanned 1 of 1 hosts (100% complete)

[*] Auxiliary module execution completed

CoxpaHeHMe gaHHbIX B CSV

msf > hosts -S Linux -o /root/msfu/linux.csv

Apquau,vm U BOCCTaHOBJ1IeHUe OaHHbIX

ApxuB:

# B msfconsole

db_export -f xml full backup.xml

# vnn

db_export -f json full backup.json

BoccTtaHoBNneHuMe:

db_import full backup.xml
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