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Pa3nnyHble KOMNaHUM 0OBOJIBHO YacTo MPOBOAAT CTa>XUPOBKW, N HNXKE Mbl nono6pan|/| pecypcChl,
rne Mo>KHo HabngaTh 3a NosABJEHUEM Ha60pOB Ha HOBbl€ CTa>XNPOBKWU:

e https://t.me/RuSecjobs

e https://t.me/tinkoffjobs

e https://t.me/PositiveEventsChat

N3yuuTe poporxHbie KapTbl Ub-cneumnanucra. lNonwnte LOPOXKHbIE KapThl B OTKPbITOM
[0CTyne, CoOCTaBJ/IeHHble creunanncTaMu, KoTopble NpoLv CBOW NMyTb U 3HAIOT, YeM NoaenTbCA

C HOBMNYKaMNW. anIMep Takown I)ZI,OpO)KHOVI KapTbl MOXXHO NMOCMOTPETbL 34€eChb: CxeMa KapbepHbIX

TpekoB B kubepbesonacHoCTw.

Mpurnaputechb K cepTuduKaumnsaM, KOTopble KOTUpyloTCca y paboTonaTenen.
CepTucurkaumm MoryT gaTb NOHUMAHME, B KaKUX 3HAHUSX Bbl 3aMafaeTe, a Nnpu Ux NpoxoXXAeHnmn
- N03BONUTbL paboTogaTento B3rAsiHyTb Ha Bac nNog Apyrum yrioMm. OOHUN U3 N3BECTHbIX

cepTudmkaumm npepnaraet MHCTUTYT SANS - GIAC Certifications. BnpoyemMm, Bbl MOXXeTe NOUCKaTb

N Te cepTudmKaumm, Kotopblie ByayT MHTEpeCcHb! BaM.
Bewiu no3BosisoOLLMe CTaTh Nlyulle:

He vwimTe Teopuio, MLLUTE NPAKTUKY. VIMEHHO Ha NpPaKTUKe Bbl MOXKETE MNo3BOJINTL cebe
HallynaTb UHTEpPEeCHble MOMEHTbI B chepe, OTTOUYUTb HaBbIKM, HAXOAUTL Npobenbl n
COBEpLUEHCTBOBATLCS.

MpoxopauTte cepTucdMKaLmm, HanpasJieHHbIe Ha NPaKTUYeCKUe HaBblKU. DTO HE TOJIbKO
yNyYllaeT BallM YMEHUs, HO 1 BCe Boblie npuobpeTaeT NonynsspHOCTb B KOMMbIOHUTU U Y
paboTopoaTtenen.

JonosiHUTesIbHbIE pecypcCbl U MaTepUuabi

https://github.com/Neo23x0/Loki - ckaHep 10C

https://github.com/socprime/soc workflow app ce

https://github.com/deepfence/ThreatMapper

https://github.com/ivre/ivre

https://github.com/nccgroup/ScoutSuite - ayauT obnayHbix NpoBanaepoB

https://4sysops.com/tag/security/

https://cyberwardog.blogspot.com/
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9. https://medium.com/@olafhartong/endpoint-detection-superpowers-on-the-cheap-threat-

hunting-app-a92213f5e4b8

10. https://documentation.wazuh.com/

11. https://socfortress.medium.com/part-3-wazuh-manager-install-log-analysis-e819f28b0f9e

12. https://www.sans.org/white-papers/33901/

13. https://github.com/jassics/awesome-aws-security

14. https://github.com/archerysec/archerysec

15. https://sysdig.com/blog/how-to-honeypot-vcluster-falco/

16. https://malware.news/t/building-honeypots-with-vcluster-and-falco-episode-ii/80713

17. https://linkmeup.ru/blog/1188/

18. https://www.nextron-systems.com/thor-lite/
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