7707070 0707070707 72 270070707007
270707077

Cnucok agpecos.
#!/bin/bash

for ip in $(seq 1 254); do
echo "172.16.10.${ip}" >> 172-16-10-hosts.txt

done

echo 10.1.0.{1..254} | sed 's/ /\n/g'
Mouck xocToB.
docTynHocTb IP xocToB no ping

#!/bin/bash

FILE=$1
while read -r host; do
if ping -c 1 -W 1 -w 1 "${host}" & /dev/null; then
echo "${host} is up."
fi
done < "${FILE}"

Yepe3 nmap, paboTaeT ropa3no beicTpee.
nmap -sn 172.16.10.0/24 | grep "Nmap scan" | awk -F'report for ' '{print $2}'
ARP ckaHunpoBaHue
sudo arp-scan -f 172-16-10-hosts.txt -I br public | grep '~[0-9]\+\.[0-9]*' | awk '{print $1}'

Monck HoBbIX ajpecos B NIOKa/IbHOW CceTun



#!/bin/bash

KNOWN_ HOSTS='172-16-10-scanning-hosts.txt'
NETWORK='172.16.10.0/24"'
INTERFACE='br public'

while true; do
echo "Ckahnupyem cetb ${NETWORK}..."
sudo arp-scan -x -I ${INTERFACE} ${NETWORK} | while read -r line; do
host=$(echo "${line}" | awk '{print $1}')
if ! grep -q "${host}" "${KNOWN_HOSTS}"; then
echo "Found new host: ${host}!"
echo "${host}" >> "${KNOWN HOSTS}"
source senderscripts/tgsender.sh "HawipeH xoct ${host}!"
fi
done
sleep 10

done

Tak>xe Ha cTpaHuue NMAP

CkaHupoBaHue NopToOB

Nmap

nmap ip/dns ip/dns
Mo ymMosi4aHuo:
e oTnpaBka SYN nakeTa Ha nopT

e MNepsble 1000 nopToB
e Tonbko TCP coegnHeHus

MapameTp 3HavyeHue
-iL file CMMUCOK XOCTOB 13 hanna
-sV BEpCUs cepBuca Ha NMopTy
-0G - NHdpopmauma B hopmaTe yoobHOM ona napcuHra

Host: 172.16.10.10 () Ports: 8081/open/tcp//blackice-
icecap/// Ignored-state: closed (999)

Heckonbko nopToB

Host: 172.16.10.11 () Ports: 21/open/tcp//ftp///,
80/open/tcp//http/// Ignored State: closed (998)


http://bobrobotirk.ru/books/informacionnaia-bezopasnost/page/nmap

MapameTp 3Ha4yeHue
--open BbIBOANTb TOJIbKO OTKPbITbIE MOPThI

--exclude NCKJTIOYEHUS N3 CrKCKa

Mpumep BbIBOAA:

Nmap scan report for 172.16.10.13

Host is up (0.000031s latency).

Not shown: 999 closed tcp ports (reset)

PORT STATE SERVICE VERSION

22/tcp open ssh OpenSSH 9.6pl Ubuntu 3ubuntul3.13 (Ubuntu Linux; protocol 2.0)
MAC Address: FA:85:E8:7D:68:EE (Unknown)

Service Info: 0S: Linux; CPE: cpe:/o:linux:linux_kernel

RustScan

PaboTaeT ropasno 6bicTpee nmap, 04HaKO BbIBOAUT TOJIbKO OTKPbITbIE NOPThI 6e3 onpeaeneHns
cepsuca.

MapameTp 3HavyeHue
-a ip/mask Appec nan agpec cetun
-g ToNbKO MHGOPMaLMs MO CKAaHUPOBAHMUIO
-r start-end [wvanasoH nopTtos
-r 1-1024

$ rustscan -g -a 172.16.10.0/24 -r 1-1024 | awk -F'->"' '{print $1,$2}"' | tr -d '[]'
Netcat

Yauwe MCNONb3YKOT ANiA MPOBEPKWN OOHOIO rNnopTa.

nc -zv 172.16.10.11 1-1024

(UNKNOWN) [172.16.10.11] 80 (http) open
(UNKNOWN) [172.16.10.11] 21 (ftp) open

-Z TOJIbKO BbIBOJ, pe3y/ibTaToB,
Metasploit

[Monck ckaHepos:



msf > search portscan

auxiliary/scanner/portscan/tcp

auxiliary/scanner/discovery/udp_sweep

auxiliary/scanner/ftp/ftp_login Hy>XHOo yka3aTb cnoBapb noabopa.
auxiliary/scanner/ftp/anonymous MoncK oTKpbITOro AocTyna

Tak>xe ons samba

OpraHusauusa XxpaHeHUs pe3yibTaTOB CKAaHUPOBaHUA

MO>XXHO COXPaHATb AaHHble AN KaxxAoro IP B oTAenbHOM aiinie nam B 3aBUCMMOCTY OT BEPCUM
nporpamm.

MpuMep 015 KaXKA0ro OTKPbLITOro NopTa CBOM (aiial Co CNMUCKOM afipecos.

#!/bin/bash

HOSTS="172-16-10-scanning-hosts.txt"
nmap -iL ${HOSTS} --open -oG - | grep Ports: | while read -r line; do
curip=$(echo $line | awk {'print $2'})
echo $line | grep -oP '( \d+)(?=/)' | while read -r curport; do
echo $curip >> port-${curport}.txt
done

done
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