Nikto, nuclel ? ??.

Kommepyeckune:

acunetix
netsparker
IBM AppScan
Weblnspect

becnnaTHble:

e OWASP Zap

e W3af

e arachni

e Iron Wasp

e Nexpose (coBmecTnm ¢ MSF)
e Nessus (coBmecTum c MSF)

Nikto

nikto -host 172.16.10.11 -port 80

+ Server: Apache/2.4.58 (Ubuntu)

+ /: The anti-clickjacking X-Frame-Options header is not present. See:
https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/X-Frame-0Options

+ /: The X-Content-Type-Options header is not set. This could allow the user agent to render
the content of the site in a different fashion to the MIME type. See:
https://www.netsparker.com/web-vulnerability-scanner/vulnerabilities/missing-content-type-
header/

+ No CGI Directories found (use '-C all' to force check all possible dirs)

+ /: Server may leak inodes via ETags, header found with file /, inode: 29af, size:
63d6cf46al53e, mtime: gzip. See: http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2003-1418
+ OPTIONS: Allowed HTTP Methods: GET, POST, OPTIONS, HEAD .

+ /backup/: Directory indexing found.

+ /backup/: This might be interesting.

+ 8102 requests: 0 error(s) and 6 item(s) reported on remote host
+ End Time: 2025-08-30 20:12:35 (GMT8) (40 seconds)

Nuclei



Afpec npoekTa

OTtnpasnsieT DNS, HTTP, cokeTbl. Obuias 6a3a c BO3MOXKHOCTbIO paclunpeHmns. MoXHO
NCNoNb30BaTb 4J19 NONCKA AaHHbIX aBTOPM3aLUM B JIOKabHbIX harnax.

OcHoBaH Ha YAML wa6bnoHax. CTpykTypa wabnoHa:

1D YHUKaNbHbIN naeHTuduKkaTop wabnoHa
Metadata OnucaHune wabnoHa (aBToOpP, ..

Protocol MpoTokon

Operators

[MaTTepHbl 1 Nosly4aeMble JaHHble

MpocTton wabsoH:

id: detect-apache-welcome-page
info:
name: Apache2 Ubuntu Default Page
author: Dolev Farhi and Nick Aleks
severity: info
tags: apache
http:
- method: GET
path:
- '{{BaseURL}}"'
matchers:
- type: word
words:

"Apache2 Ubuntu Default Page: It works"
part: body

wmap

CkaHep web ysa3BMMOCTeNn, BCTPOEHHbIN B MSF. MNMo4eMy-To npeanaraeTcsa CHavaslla Co34aTh HOBYIO
6a3y 0N XxpaHeHus pe3ynbTaToB.

msf > workspace -a for_wmap
msf > workspace
default

* for_wmap


https://docs.projectdiscovery.io/home

3arpy>xaem B MSF moaynb

msf > load wmap

Mocne 3Toro NosBATCS KOMaHAbl CKaHepa. KomaHga wmap_sites ynpaBasieT CrMCKOM CalToB.

wmap_sites -a http://172.16.194.172 HobaBuTb CanT O/ CKaHMPOBaHUSA
wmap_sites -| Cnucok canTos
wmap_sites -d [id] Ypansert uenu n3 cnmcka no id

wmap_targets ynpasnseT endpoint canTta

Hobasnsem cant ona CKaHUPOBaHMUSA

wmap_targets -t https://172.16.194.172 [o6aBuTb endpoint N5 CKaHMPOBaHMWA
wmap_targets - Crnuncok endpoint
wmap_sites -d [id] Ynanset endpoint n3 cnucka no id

wmap_run ynpasaseT 3anyCcKoM CKaHWpPOBaHUSA

wmap_run -t Cnucok Mofynein, UCroJsib3yeMbixX A8 CKaHUPOBaHUS

wmap_run -e BbINOIHNTL Moaynu

wmap_vulns BbIBOAMUT MHpOpMaLMo 06 yS3BUMOCTAX.

wmap_vulns -| Crnncok yassmmocTen

OnHako B BbIBOAE CKaHepa MOXXHO YBMAETb AOMNOJHMUTEsbHYO NH(OPMaL Mo, KOTopas He rnonana
B OAHHbIA CMUCOK, HaNpuMep NpeanosioXXNTeNbHY0 Bepcutio web cepeepa namn cepTudmrKaThl.

B Tabaunue vulns Takxxe ysa3BUMOCTMU.

Cariddi

CkaHep endpoint. Git npoekTa. CHavYana yCcTaHOBUTb go.

Ecnn He OrpaHN4YnNTb - CHa4daJla NpPoCMaTpnBaeT BCE CTPaHULbI.

Onuum

-e Mounck ysassumocTen B endpoint
-ef string Use an external file (txt, one per line) to use
custom parameters for endpoints hunting.


https://github.com/edoardottt/cariddi?tab=readme-ov-file

-info

-err

-ext int

HacTtpoiiku ¢popmaTa 3anpoca

-proxy string

-headers string

-headersfile string

-rua

-ua

HacTpo#iku noucka

-i string

-ie value

-it string

-md int

-intensive

CkopocTb paboThbi

-c int

-d int

-tint

BbixopHou cbopmaT

NweT nonesnyto nHpopmaumo. Hanpumep, 6bicTpbIn
rnonck email ip cnonb3lyeTcs caMoCTOATESbHO.

Hunt for secrets.
-sf string Use an external file (txt, one per line) to use
custom regexes for secrets hunting.

Hunt for errors in websites.

Hunt for juicy file extensions. Integer from 1(juicy) to 7(not
juicy).

Set a Proxy to be used (http and socks5 supported).
Use custom headers for each request E.g. -headers
"Cookie: auth=yes;;Client: type=2".

Read from an external file custom headers (same format
of headers flag).

Use a random browser user agent on every request.

Use a custom User Agent.

Ignore the URL containing at least one of the elements of
this array.

Comma-separated list of extensions to ignore while
scanning.

cat urls.txt | cariddi -ie pdf,png,jpg

Ignore the URL containing at least one of the lines of this
file.

Maximum level the crawler will follow from the initial
target URL.

Crawl searching for resources matching 2nd level domain.

Concurrency level. (default 20)

Delay between a page crawled and another.

Set timeout for the requests. (default 10)



-json Print the output as JSON in stdout.

-oh string Write the output into an HTML file.

-ot string Write the output into a TXT file.

-plain Print only the results.

D OonoJIHuTEeNbLHO

-debug Print debug information while crawling.
-examples Print the examples.

-sr Store HTTP responses.

-cache Use the .cariddi_cache folder as cache.
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