Burp

OTKpbITble KypCbl MO Burp oT pa3paboTymKoB.
CTpyKTypa cKaHepa
Mpouecc NpoxoXXaeHns nakeTa N TOYKN HAaCTPOMKN
BxonAwmWi nakeT Mexoaawmi naker

Proxy (Ha BelX00e BO3MOMHA HACTPOWES QOMN. proxy)

Scopes ——»{ Tools (Intruder, ...}

1. Bxogsawmnm nakeT rnonagaeT Ha Proxy.

2. MNMpouncxoonT npoBepka CoBrnageHnsa co Scopes.

3. B cny4ae coBnageHns oTnpaBnsaeTCa B UHCTPYMeEHThI. MIHayve oTnpasnseTcs obpaTHO B
Proxy.

4. Mpomnssoantca obpaboTka, Mmoandnkauna nakeTa, fanee otTnpasnasetTca obpaTtHo B Proxy

5. NakeT oTNpaBsseTCa Ha BbIX04 B COOTBETCTBUW C NpaBuiamMm

HacTtpouku

MpoekT HacTponkn 6biBatloT Nosib3oBaTeNA N NpoeKTa. [poekT = faHHble + HAaCTponku. B
Community Edition MO>XHO COXPaHUTb TOJIbKO HAaCTPOWMKN, AaHHble NPUOETCSA MoJy4aTb KaXKabli
pa3. Anga ka>xzoro 6,710ka MOXXHO COXpPaHUTb / 3arpy3nTb HAaCTPONKM OTAEJIbHO.

Scopes

Site map. Arperauns gaHHbIX O CTPYKTYype canTa. Pasgen Display - paclumpeHHbie MHCTPYMEHTbI
dunbTpaummn otobparkeHuns, eCTb perynsapku. Mo>XHO NOACBETUTb HY>XHble 3anpochl (MKM -
highlight) n/unn nob6aBnTb KOMMeHTapun, 3aTeM Mo HUM OTPUNBLTPOBaATL. MNocne NnpuMeHeHns
Scopes, NCKJIIoYEeHHble NakeTbl 0Tobpar)katoTCA B CEPOM LBETE.

B Pro Bepcum MOXXHO HaTK OT/In4mMa Mexay osyms Site Map.


https://portswigger.net/web-security/dashboard

Scope. OrpaHun4deHue obnacTn oencTema (qoMeH, nanka, pansabl). Pann B TepMuHax Burp -

Hampumep 4ns 3anpoca http://one.ru/two/index.php 6yaeT index.php. BapnaHT HaCTpOnKuK -
3anycTuTb Bpay3ep 1 NepenTn B HEM Ha HY>XXHbI CalT. Bce nocelleHHble CalTbl B Npegenax
Tekyllen ceccnm otobparkatoTcsa B pasgene Target-Site map

Burp Project Intruder Repeater View Help

Dashboard Target Proxy Intruder Repeater
Site map Scope Issues

W Site mapfilter: Hiding not found items; hiding CS5, image and gene

> (%) 192.168.1.186:3000

MKM-Add to scope Mo ymon4aHuio 4711 HOBOrO NpPOeKTa BCe MoCeLleHHble CTPpaHULbl MOMaaatoT B
NCTOPUIO N APYrne MHCTPyMeHThI. [ocsie nobaeneHuns B scope byaeT 3a4aH BOMNPOC - COXPaHATb
11 3anpockl BHe scope. MOXKHO BKJIOYUTbL 0bpaTHO.

Settings
| 2 Tools > Proxy
Do nothi
m User Project - =
~ Tools (3) Default Proxy interception state
Proxy @ Use this setting to choose whether Burp Proxy interception is enabled when you start Burp.
Intruder Enable interception
Repeater @ Disable interception
Sequencer

Restore the settings that was selected in the Proxy » Intercept tab when Burp closed
Burp's browser

v Froject (3) Miscellaneous

?{l’lzebo . @ Use these settings to change Burp Proxy's default behavior
ollaborator
Tasks Use HTTP.0 in requests to server
Automatic backup Use HTTP1.0 in respenses to client
Logging Use keep-alive for HTTP/1 if the server supports it
Sessions Set respense header "Connection: close”
5 Network Set "Connection” header on incoming requests when using HTTP1

Strip Proxy-* headers in incoming requests

i

Userinterface
Remove unsupported encodings from Accept-Enceding headers inincoming requests

> Suite
Strip Sec-WebSocket- Extensions headers inincoming requests
Al
Unpack compressed requests
> Bxtensions

Unpack compressed responses
Disable web interface at httpe//burpsuite
@ Configuration library Suppress Burp error messages in browser
Don't send items to Proxy history or live tasks

@ Don't send items to Proiy history or live tasks, if out of scope

ECTb 0ObIYHbIN 1 PaCLUMPEHHBbIV PEXMMbl HACTPONKKN scope. B 06bIYHOM HAacTpanBaeTCsa TOJIbKO
npeduKc, B PacLUMPEHHOM MOXXHO OrPaHNYMTb NPOTOKOJ U UCMOJ/Ib30BaTb PerynsipHble
Bblpa)xeHUsi AN onpeaesieHns canTa, nopTta, danna.


http://one.ru/two/index.php
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Dashboard Target Proxy Intruder Repeater Collaborater Sequence Dashbeard

Target Proxy Intruder Repeater Collaborater Sequencer Decoder
| sitemap Scope lssues Site map Scope Issues
] Edit prefix for in-scope URLs Add URL toinclude in scope x
1 (3 Targetscope () Targetscope
8 @ Use these settings to define exi @ Specifya prefix for URLs you want to match. @} Use these settings @ Specify a reqular expressionto match each URL component, or leave blankto iol
] matchanyitem. AnIPrange can be specifiedinstead of a hostname.
] advanced scope control Prefix: | http:/f192.168.1.186:3000/ advanced s{
] Protocol: | Any w |
] Include inscope Include subdomains Include inscope Hostor IPrange: | Enterregex, IPrange or leave blank
=] Add Enabled B ‘ Add | Port: Enterregex or leave blank
o —_— -
4 | Edit | ! Paste LRL Edit File Enter regex or [eave blanl
1 Remove Remove
] et i Paste URL
g Paste URL oK Cancel
=1 Load..
=
™

CTpaHuua nonagaeT/UcKao4aeTcsa nNpu NoJIHOM COBMaAeHUN YCIOBUNA.

Mo>xeM 3arpysunTb CMUCOK U3 TEKCTOBOIO anVIﬂa bes YKa3aHWn4A nNpoToKOJ1a, HarnpmnMmep B Bunae

web.cyber-ed.ru
wiki.cyber-ed.ru

www .cyber-ed.ru

B opyrux pa3sgenax HacTpauBaloTcs 6onee ToYHble MapamMeTpbl 48 dpunbTpaunn. B paszgene
Project - Scope ecTb HacTpouka Drop all out-of-scope requests. Ecnu npeabigyuine HaCTPONKKU
onpenenann npasuna nonagaHnsa CTpaHUL, B UCTOPUIO, TO 3TO B10KMpyeT 3anpockl BHE scope.

Proxy

B 3ToM pa3gene ecTb 3 6J10Ka HAaCTpoOeK: BXoAsALlMe NapaMeTpsbl, NepexsaT Tpaduka u ncxogsiuime
napamMeTpsl.

OTnpaBka TpaduKa Ha Opyron Npokcn HacTpameaeTcd B pasgene Network-Connections
Moaonep>xuneatotca http n socks. Mpumep HacTporku socks ana TOR ceTw.

Mo ymMmon4aHuo NpUHMMaeT NoKasibHble Bxogsauwme coegnHeHnsa Ha 8080 nopTy http. MoXxxHO
HaCTPOUTb B peXUMe MPOKCU 1A BHELWHUX coeanHeHnin. B Settings - Tools - Proxy Hy>XHO
nobaeunTtb Proxy Listeners. 3To MOXHO NCNONL30BaTb AJ19 MPOKCUPOBAHWSA BHELLUHEro Tpaduka.

O6paboTka https 3anpocoB. Hy>xHO 4To6bl burp pacnakoBbiBan Tpaduk, NpeaocTaBas
BO3MOXXHOCTU MoanUKaLNM 1 obpaTHO 3anakoBbiBaa Tpaguk.

e NepenTn B Bpay3epe no agpecy http://burp n ckavaTtb CA Certificate.
e Npeobpa3oBaTb cepTUPMKaAT

openssl x509 -inform DER -in cacert.der -out cacert.pem

e YCTaHOBUTbL npuiaoXxXeHne mn CepTI/ICbI/IKaT


http://bobrobotirk.ru/uploads/images/gallery/2025-09/TLKimage.png
http://burp

sudo apt install libnss3-tools
certutil -d sql:$HOME/.pki/nssdb -A -t "C,," -n "Burp Suite" -i cacert.pem

e Nepe3anycTuTb Bpay3ep
Ewe fonosIHNTENbHO MOXXHO HacTponTb SSL pass-through B cny4vae owmnbkmn SSL

"HesaMeTHbIX proxy" B cnyyae OTCyTCTBUSA Y KJIMEHTa BO3MOXKHOCTK paboTaTb Yepe3 proxy. Ha
KneHTe B host hanne MeHsieM CChIJIKY Ha HY>XXHbIN pecypc.

Mouck n 3aMeHa AaHHbIX

Burp Project Intruder Repeater View Help Burp Suite Community Editionv2025.7.4 - Temporary Project -
Dashboard Target Proxy Intruder Repeater Collaborator Sequencer Decoder Comparer Logger Organizer Extensions Le
Intercept HTTP history WebSockets history Match and replace {6} Proxy settings

(3) HTTP match and replace rules
@ Use these settings to automatically replace parts of HTTP requests and responses passing through the Proxy.

Only apply to in-scope items

Add Enabled  Item MName Match Replace Type Comment
Edit Request header AUser-Agent.*S User-Agent: Mozilla/4.0 ([compa... Regex  Emulate [E
Request header Alser-Agent.*S User-Agent: Mozilla/5.0 (iPhone... Regex  Emulatei0s
Remove Request header AUser-Agent.*S User-Agent: Mozilla/5.0 (Linwg ... Regex  Emulate Android »>
Up Request header Mf-Modified-Since.*$ Regex  Reguire non-cached response
Request header ~If-None-Match.*$ Regex  Require non-cached response
Down Request header “Referer.*s Regex  Hide Referer header

MNo3BonseT MoaMpULMPOBaTL 3anpoc / OTBET Nepen 0TNpaBKon / BO3BPaTOM.
MepexBaT Tpaduka

MepenTn BO BKNagKy Proxy->Intercept

Burp Project Intruder Repeater Window Help

Dashboard Target Proory Intruder Repeater Sequencer
Intercept HTTP history WebSockets history Options

Proxy ucnonb3yeTcs B pe)XXMMax BbIKJIIOY4EHHOIO N BKJIIOYEHHOr 0 rnepexsaTa. [1pn BKJIIOYEHHOM
nepexsaTe NakeTbl Nepes OTNPaBKOWN OCTAaHAB/IMBAOTCA N OXXKNAAIOT, B KAKOWN NMHCTPYMEHT byayT
HanpasJsieHbl. B pa3znene Raw MOXXHO pefakTMpPOBaTh AaHHbIE.

Request
Pretty Raw Hex

1 GET /getMap/vector_tests/wms?SERVICE
10514473, 77883342%2068584342. 9092223
EPSG:3A3857AST Y LES=ABBOX=10644925. 3t

BkntounTb Intercept n oTkpbiTb Bpay3sep
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[ ierept s on | Oren Browser

Mpwn BkNtOYeHHOM Intercept, npn obpaweHnn K cTpaHULEe BbIBOOUTCS 3aNpoc, N BapUaHT -
nponycTuTb unm 6nokmnposaTh. [locTynHa BKNagka http history, rae MoXHo yBnaoeTb UCTOpUIO
3anpocoB 1 MPOCMOTPEThb 3arnpoc N OTBET.

Mo ymon4aHuMIO nepexeaTbiBaOTCA 3arnpockl. MOXXHO nepexsaTbiBaTb OTBETHI.
NHCTPYMEHTBI.

lMepenaya B MHCTPYMEHT KOMNUPYET AaHHbIe 019 aHa/n3a. He oTnpasngeT OaHHbIe falblue.

Repeater - py4HOM NPOCMOTP AaHHbIX C BO3MOXXHOCTbLIO pedakKTUpoBaHus

Intruder - pNa aBTOMaTU3MPOBAHHOW aTaku. PaboTaeT No NpuUHLUMNY NOACTAaHOBKN 3/IEMEHTOB U3
crioBapen

Macros - MOXXHO BbIMOJIHUTb npeaBapunTesibHbIE nencTeuns

Decoder - mogynb ons kognpoBaHus JS ckpnnTtoB ons XSS atak. B cBsa3m ¢ 6am3ocTbio XML 1 html
pa3MeTKu, 3To Heobxoanmo.

Repeater
Moaundunkaumnsa http sanpocos

Mepen oTNpPaBKOWM, 3aNpoc MOXXHO MoANdMLMPOBaThL. Bo Bkiaake http history 6ynyT 3anpochi.
npaBasi KHOMKa - OTNPaBUTb B repeater No3BosISET CKONUMPOBATL 3aNpoc, MOANMDULIMPOBATL U
OTNPaBUTb ero.

Intruder

Mpumep nopnbopa naponga. Obwana naoes:

OnpeneneHue
Cnosapa
NoCTAHOBKK

Mouck HY#HOM Y — > HacTpoika Touek
naketa ha3zanura

h 4

h 4

Y

OBume HacTPoMKN

[MoNCK HY>XHOro nakeTa

Nobasnnan B Scope agpec canTa, 3anycTuam Interception, nepeLwwnn Ha CTpaHMLY aBTopM3auuu,
OTNpPaBU/IN TECTOBbIE AaHHbIe. B nCTOpUM HaxoAMM NakeT, KOTOPbIN OTAPaBaaa 3anpoc C JIOTMHOM
N Nnaponem:
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Dashboard Target Proxy Intruder Repeater Collaborator Seqguencer Decoder Compare
Intercept HTTP history WebSockets history Match and replace {2} Prowy settings

(D Logging of out-of-scope Proxy trafficis disabled Re-enabl

W Filter settings: Hiding CSS, image and general binary content

# Host Method URL Params Edited Statuscode  Length MM
13 http://192.168.1.186:3000 GET [rest/adminfapplicaticn-version 304 304
14 http://192.168.1.186:3000 GET Irest/admin/application-cenfigura... 304 306
16 http://192.168.1.186:3000 GET lapilQuantitys/ 200 6646 Js0or
17 http://192.168.1.186:3000 GET [rest/products/search?q= v 200 14033 S0P
18 http://192.168.1.186:3000 POST Isocket.io/7EIO=4&transport=polli.. « 200 215 text
19 http://192.168.1.186:3000 GET Isocket.io/?EIO=4&transport=polli.. + 200 262 Jsop
20 http://192.168.1.186:3000 GET [Irest/adminfapplication-cenfigura... 304 306
21 http:/192.168.1.186:3000 GET fapifChallenges/?Tname=Score%2... + 304 305
23 http:/192.168.1.186:3000 GET Isocket.io/7EIO=4&transport=polli.. 200 230 text
29 http:/[192.168.1.186:3000 GET Isocket.io/TEI0=4&transport=web... « 101 129
38  http://192.168.1.186:3000 GET Irest/admin/application-configura... 304 306
39 http://192.168.1.186:3000 POST  [rest/user/login " 401 413 text
Request Response
Pretty Raw Hex 2@ n = Pretty Raw Hex Render (= I
1 POST frest/user/Login HTTP/1.1 1 HTTP/1l.1 401 Unauthorized
2 Host: 192.168.1.186: 3000 2 Access-Control-Allow-COrigin: #*
3 Content-Length: 49 3 X-Content-Type-Options: nosniff
4 Accept-Language: ru-BEU, ru;g=0.9 4 X-Frame-Options: SAMECRIGIN
5 Accept: application/json, text/plain, */% 5 Feature-Policy: payment 'self'
5 Content-Type: application/json 5 X-Recruiting: /#/jobs
7 User-Agent: Mozilla/5.0 (¥11l; Linux xB6&_&4) 7 Content-Type: text/html; charset=utf-8
AppleWebKit /537.36 (KHTML, like Gecko) g Content-Length: 26
Chrome/139.0.0.0 Safari/537.36 o ETag: W/"la-ARJvWK+smzAF300ve2mDSG+3Eus"
g Origin: http://192 168, 1.186:3000 10 Wary: Accept-Encoding
o Referer: http://192.168.1.186:3000/ 11 Date: Fri, 26 Sep 2025 15:12:39 GMT
Lo Accept-Encoding: gzip, deflate, br 12 Connection: keep-alive
|1 Cookie: language=en: welcomebanner_status= 13 Keep-Alive: timeout=5
dismiss 14
|2 Connection: keep-alive 15 Invalid email or password.
L3
14 1
"email": "admin@juiceshop.com",
"password": "pass"
t
OTnpasBnsieM faHHbIM NakeT B Intruder
http:/[192.168.1.186:3000/rest/userflogin |
Remove from scope
r
Send to Intruder Ctrl+l
Sendto Repeater Ctrl+R
Send to Sequencer P
YKasaHune Tuna ataku
OT Tnna aTaky 3aBUCUT faJibHENLasa HacTponKa. Bo3MOXXHble aTaKu:
Sniper OnuH cnoBapb. OBbIYHO NCMONL3YETCSA C OAHOM NO3NLMEN.

Korpa no3mumin HeCKoNbKO - Nnepebop Takoli:

M1.1-3n.1 MN.2-3Ha4veHne no ymon4aHuto ... 1o koHua
cnncka. 3aTtem [M.1-3HadvyeHne no ymondanuio M.2- 1.1 ...
[0 KOHUa cnucka. T e konmyecTBo 3anpocos byaeT OnnHa
cnucka X Kon-so no3vumn. 3HavyeHume rno yMo4aHuio -
3Ha4vYeHue, NpornncaHHoe Mexay $ nepen CTapToM aTaku.
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Battering Ram OavH cnoBapb. KaXkKabI 3/1eMEHT pa3MeLLlaeTcs Ha BCeX
nosuumsax. Kon-so 3anpocos = [nnHa cnucka.

Pitchfork ONns Ka)kK4on No3numm CBOW CoBapb. D/1IEMEHTbI
MOACTaB/IATCA MO 0O4EpPean U3 KaXK[0ro cioBaps
nocneposaTtesnbHo. T e Mo3nuyma 1: Cnosapb 1 snemMeHT 1
Mo3vumnsa 2: Cnosapb 2 3neMeHT 1. Mo3numa 1: Cnosapb 1
aniemMeHT 2 MNo3uyma 2: CnoBapb 2 3/1eMEHT 2

Cluster Bomb [Ons Ka>kK4oWn No3uumnm cBon cnoBapb. MNepebupatoTca Bce
KOMBMHaLMN 3N1E€MEHTOB AJ151 Ka)KA0ro CIoBaps.

HacTporka To4ek da33uHra

Ona HaCTpPOMKK BblAenseM asieMeHT U HaxxnuMmaem Add. Bokpyr noasnseTca cumBos $.

Positions Adds§ Clear§ Auto §

POST frestfuser/login HTTF/1.1

Host: 192.168.1.186: 3000

Content -Length: 49

Accept-Language: ru-RU,ru;g=0.9

Accept: application/json, text/plain, */%

Content-Type: applicationsjson

User-Agent: Mozilla/s5.0 (X11; Linux x86_64) AppleWebKit/537.36 [KHTHML, like
Gecko) Chrome/139.0.0.0 Safari/537.36

Origin: http://192.168.1.186: 3000

Referer: http://192.168.1.186: 3000/
Accept-Encoding: gzip, deflate, br

Cookie: language=en; welcomebanner_status=dismiss
Connection: keep-alive

{"email " : "BEUFEMSIIE" . "password" : "Scurpass§"}

Wm U W s

BwMEOWO®

OnpepgeneHne cnoBaps NOACTAaHOBKMU

Hanblie nHTepecHee. MoOXKHO MCMNOJIb30BaTb BO3MOXHOCTWN Burp. Torga HacTponka AenaeTcs
yepes HTepgenc. Cnoeapb onpepenseTcs B pasgene Payload. EcTb pag Tunos cioBapen, Simple
- 3TO NPOCTON CANCOK. MOXXHO NPOBOAUTbL AOMOJHUTENbHYIO MOANMUKALMIO 3/1IEMEHTOB C/I0BapS.

Bce meToabl B community Bepcun MmeaneHHo paboTatoT. MoxxHO ncnonb3osaTb fuff clusterbomb
0N YCKOPEHUs OTNpaBKM 3anpocos.

Sequencer

MpoBepka cTeneHn Cay4anHOCTN AaHHbIX. MOXXHO /I MO HEKOTOPOMY KOJINYECTBY
NCeBAOC/YYaNHbIX AaHHbIX CKa3aTb, HACKOJIbKO OHU C/Iy4YalHbl, NN €CTb KakKasa-TO Bbl4UcaseMasn
3aKOHOMEpPHOCTbL?

Decoder

ITOT MHCTPYMEHT Mo3BosifeT npeobpa3oBbiBaTb TEKCT CKPUMNTA B 3aKOAMPOBAHHbIN TEKCT,
BOCMPUHNUMAEMbIN CUCTEMON KaK BaJIMOHbLIA TEKCT A1 COXPaHEHUs, HO XPaHALLUA BHYTPU
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ncnonHsembln kog. Hanpumep onsa npeobpasoBaHnsa CTPOKKU

"><img src=x onerror=alert(l) />
HY>XHO 3anTn B Decoder n Ha)xaTb KHOMKY Encode as -> HTML

Decoder Comparer Logger Organizer Extensions Learn &R {§}

(®) Text Hex @
Decode as ... R

| Encode as... v|

Plain
URL
BHubh; BT 2, B30T 2; B el BT 2; B3 d; B 061 ; B 45060, B 4005, B £ E

ASCI hex
Hex

B pe3ynbTaTe NosSBUTCS BTOPOE MnoJie BBOAA, B KOTOPOM byneTt pesynbTarT.
ObpaTHoe npeobpasoBaHue - ncnonb3ysa Decode as.
Comparer
CpaBHeHMe 3arnpocoB NJn OTBETOB.
PacwmpeHnus

EcTb MarasunH pacwmpennin n APl gns co3gaHumsa cobcTBeHHbIX (Java, Python, Ruby). Ona Python n
Ruby TpebyeTcsa HacTpOMKa OKPY>XeHUs Java-...
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