7070707072707 MSF

PecypcHblie CKpUnThbI

AHanor bash ckpunToB ans msf. TekcToBble halisibl C paclUMPEHNEM rC, BbIMOJIHATCA KOHCObIO
msf NoCcTpoYHO. MOXKHO CO34aTb CKPUMNT U3 BBEAEHHbIX KOMaH[

3anyck

N3 cywecTBylowero roe-to ganna:

msfconsole -r /path/to/script/attack.rc paraml param?2

Nx ckpunTbl pa3mellatoTcs B /usr/share/metasploit-framework/scripts/resource

msf > resource /path/to/script paraml param 2

MO>XHO COXPaHUTb NMocieaHNe BBeAEHHbIE KOMaHAbI. | ~ He paboTaeT, Hy>XeH MoJHbIA NyTh !

msf > makerc /home/kali/lessons ruby/myscript.rc

makerc 3anoMmnHaeT, Kakme KoMaHAabl y>Xe 6blin coxpaHeHbl. [T03ToMy ecnun cpa3y e NoBTOPUTb
npenbiayuyto komaHay, To byaet coobueHue [-] No commands to save!

HobaeneHue Ruby

B maHHble CKpUNTbl MOXXHO A06aBNsATL CKPUNThI Ha Ruby:

workspace -a http _title

db_nmap -Pn -T4 -n -v -p 80 --open 192.168.33.0/24

use auxiliary/scanner/http/title

<ruby>

run_single("set RHOSTS #{framework.db.hosts.map(&:address).join("' ')}")
</ruby>

run

CkpunTbl pacrnosioxeHbl B /usr/share/metasploit-framework/scripts/resource

BapuaHT ana python:

pip install pymetasploit3



Mpumep ckpunTa:

from pymetasploit3.msfrpc import MsfRpcClient

client = MsfRpcClient('your password', port=55553)

# 3anyck CKaHWpoBaHUSA

scan = client.modules.use('auxiliary', 'scanner/portscan/tcp')
scan[ 'RHOSTS'] = '192.168.1.1-100"

scan['PORTS'] = '1-1000'

scan['THREADS'] = '20'

result = scan.execute()

print(result)

# lonydeHne pesynbTtatos u3 bl
for host in client.db.hosts():
print(f"Host: {host['address']}")
for service in client.db.services(host['address']):

print(f" Port: {service['port']}/{service['proto']} - {service['state']}")
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