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CTpyKTypa pelieHuns:

Kibana

Elasticsearch

EBeats Logstash

e Elasticsearch - N0ONIHOTEKCTOBbLIN NOUCK, arperaumsa N XxpaHeHne AaHHbIX.

e Kibana - nonb3oBaTenbckun nHtepdenc Elasticsearch. CnpoekTtnposaH gnsa Elasticsearch.
MoaynbHbIN 33 CHET MPUIIOXKEHNN

e Beats - cbop n oTnpaBka AaHHbIX HENOCPEACTBEHHO N3 PA3/INYHbIX NCXOAHbIX CUCTEM
(KOHeYHble TOYKM, CeTeBblE
ycTponcTBa unm obnaka) B Logstash nnn Elasticsearch.

e Logstash - nsenevyenune, npeobpasosaHue n 3arpyska (ETL), ncnonbsyetcsa gns
06paboTKM 1 NprMemMa AaHHbIX N3 PAa3INYHbIX NCTOYHUKOB (TaKMX Kak (ansibl XXypHaioB
Ha cepBepax, areHThbl Beats B Ballen cpene, odyepean coobuieHnn n nnathopmbl
noTokoBon nepepnayun) B Elasticsearch. OCHOBHasa uLKa - napcuHr n npeobpasoBaHue
nosen gns coxpaHeHms B Elasticsearch.

Elasticsearch

OcHoBaH Ha (hpenMBOpKe Lucene onsa CTPyYKTYpMpOBaHMA 1 Noucka. Lucene nHaekcmpyeTt
3/IeMEeHTbl BXOOHOIO TeKCTa (MHAEKC) N CTpouT obpaTHbIN nHAeKC. MNpumep:

d5eMeHT AaHHbIX OokKkyMeHT 1 OOKyMeHT 2 DoKyMeHT 3
CnareTTn +
Chbip + +
PeuenT + + +
Momupgop +
MaioHes +
KapToLlka +

MpouncxoonTt obbveanHeHune / nepecevyeHme noJsiy4eHHbIX AaHHbIX, paHXWpPOoBaHWe N OTOa4a B
COOTBETCTBUN C PaHIOM.

Tunbl arperaumin:

o 6510koBas (bucket) arperauns. FpynnnpoBka B 3aBUCUMOCTU OT 3HAYEHWN MOJIEN



e arperauuns Ha OCHOBE MeTpPUK.
MoryT ncnoJsib30BaTbCA CXeMbl JaHHbIX.
ApxuTeKTypa
DaHHble -> [JoKyMeHTbl -> CerMeHTbl -> Hogbl

Fropu3oHTasnbHOe MaclTabuposaHme. [lobaBneHne HoooB 6e3 NpPocTos, aBTOMaTUYecKoe
nepepacnpegeneHne CerMeHToB AaHHbIX MO HOAAM.

Bbicokas OOCTYMHOCTb U HAAEXKHOCTb. OCHOBHOW CermMeHT OOCTyneH Ha 4YyTeHne n 3anuchb,
OCTaJlbHble - YyTeHue. VIHOeKCHblIe 1 NMOVCKOBbIE 3arpoChl BbIMOJIHATCA NapaJsiiesbHo.

CHUMKWN, Me)KKJ'IaCTeprIIZ MOUCK.

Cxema xpaHeHusa gaHHbiX (Elastic Common Schema). ECS ycTaHaBAMBaeT COMOCTaB/IeHUS
WHOEKCOB A5 nofen. Hanpumep uesnbie Yncsia MoryT BbiTb Kak KOIMYeCTBOM nepeaHHbiX 6anT v
nogsie)xaT CYMMMUPOBaHMIO, Tak MOXeT ObITb cTaTycom oTBeTa HTTP 1 ABNSAOTCSA CTPOKOMN.

Moaynn Beats MOryT aBTOMaTU4YeCKN KOHBEPTUPOBATL JIorn U MeTpukn B ECS cxemy.

Korpa ucnonb3osatb Beast Korpa ucnonb3soBaTtb Logstash
e Heobxoanmo 06befnHATL AaHHbIe U3 e Korpa 6onbLuon 06bemM AaHHbIX MOCTyNnaeT n3
60/1bLLIOro KOIM4YeCTBa OOHOTUMHBIX CUCTEM. LLeHTPa/IM30BaHHOI0 XpaHuanila (Hanpumep,
e ECTb MOAYb 0N AAHHOW CUCTEMBI 13 obiero parnosoro xpaHunmwa, AWS S3,
e He HY>XHO NMPOBOANTbL CEpPbE3Hble N3MEHEHUS Kafka n AWS Kinesis)
rnepepj nepefaven JaHHbIX 1 BaM HeobXxoAMMO MMETb BO3MOXKHOCTb

MaclwTabrnpoBaTb MPOMYCKHYK CMOCOOBHOCTb.
e HeobxoonmocTb cno)xHoro npeobpasoBaHuns
[aHHbIX
e BanaHCMpoOBKa Harpysku
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ElasticSearch
Ubuntu, 4 agpa, 12I'b, 30I'b. O4eHb BbICTPO ecT AUCK, Npu NycToM obbeme meHee 10% napaeT.

BapuaHT 1. YcTaHOBKa 13 3epKasa yandex

wget -q0 - https://artifacts.elastic.co/GPG-KEY-elasticsearch | sudo gpg --dearmor -o
/usr/share/keyrings/elasticsearch-keyring.gpg

apt-get install apt-transport-https

echo "deb [signed-by=/usr/share/keyrings/elasticsearch-keyring.gpgl
https://mirror.yandex.ru/mirrors/elastic/8/ stable main" | sudo tee
/etc/apt/sources.list.d/elastic-8.x.list

sudo apt update && sudo apt install elasticsearch

BapuaHT 2. U3 deb nakeTa.

wget https://artifacts.elastic.co/downloads/elasticsearch/elasticsearch-9.2.0-amd64.deb

sudo dpkg -i elasticsearch-9.2.0-amd64.deb

B KoHCoM oTOBpasmTCa Nnapoib Cyrnepro3epa, ero Hy>KHO COXPaHUTb.
The generated password for the elastic built-in superuser is : bOkLYdJDYetVHoPQafmc

3aTeM n3MeHsieM KOHMUr java vm, ycTaHasameaem 86 numuT. MNamaTtm foxHO 6biTh He Bonee
MOJIOBUHbLI OT CYLLECTBYOLLEN onepaTUBHOW NaMaTn. MnHumManbHo 4I'b. nano
/etc/elasticsearch/jvm.options

## heap to 4 GB, create a new file in the jvm.options.d
## directory containing these lines:

#i#t

-Xms8g

-Xmx8g

##

## See https://www.elastic.co/guide/en/elasticsearch/reference/8.19/heap-size.html



## for more information

HacTpoika knacTepa.

®ann /etc/elasticsearch/elasticsearch.yml

# ALl nodes in a cluster should have the same name
cluster.name: lab-cluster

# Set to hostname if undefined
node.name: node-a

# Port for the node HTTP listener
http.port: 9200

# Port for node TCP communication
transport.tcp.port: 9300

# Filesystem path for data directory
path.data: /mnt/disk/data

# Filesystem path for logs directory
path.logs: /mnt/disk/logs

# List of initial master eligible nodes
cluster.initial master nodes:

# List of other nodes in the cluster
discovery.seed hosts:

# Network host for server to listen on

network.host: 0.0.0.0

Meperpy>xaem cny>xoObl

sudo /bin/systemctl daemon-reload
sudo /bin/systemctl enable elasticsearch.service

sudo systemctl start elasticsearch.service

lMpoBepka 3anycka

curl localhost:9200
BbiBOO, [O/MKEH ObiTb MOXOX Ha:

{
"name":"test",

"cluster name":"elasticsearch",



"cluster uuid":"D9HthzrVRTS4yKgSNEfrijg",
"version":{
"number":"8.0.0",
"build flavor":"default",
"build type":"deb",
"build hash":"51e9d6f22758d0374a0f3f5c6e8f3a7997850f96",
"build date":"2020-11-09T21:30:33.9649497",
"build snapshot":false,
"lucene version":"8.7.0",
"minimum wire compatibility version":"6.8.0",
"minimum_index compatibility version":"6.0.0-betal"
I

"tagline":"You Know, for Search"

MpoBepka paboThbl KNacTepa:

curl localhost:9200/ cluster/health

YctaHoBKa kibana

sudo apt install kibana

sudo systemctl daemon-reload

sudo systemctl enable kibana.service
sudo systemctl start kibana.service

sudo systemctl status kibana.service

FeHepupyeM Naposb An4 nosb3oBaTend kibana

sudo /usr/share/elasticsearch/bin/elasticsearch-reset-password -u kibana system

Password for the [kibana system] user successfully reset.

New value: QiF9U+blQujOvEg+jHyB

HacTpanBaem cepTuUdmrKkaThbl



sudo cp -R /etc/elasticsearch/certs /etc/kibana

sudo chown -R root:kibana /etc/kibana/certs

HacTpanBaeM napameTpsbl kibana B channe /etc/kibana/kibana.yml

server.host: "192.168.1.184"

elasticsearch.username: "kibana system"

elasticsearch.password: "QiF9U+b1QujOvEg+jHyB"
elasticsearch.ssl.certificateAuthorities: [ "/etc/kibana/certs/http ca.crt" ]

elasticsearch.hosts: ["https://192.168.1.184:9200"]

Bxoounm no agpecy http://192.168.1.184:5601/ n Tam noruH elastic naposnb
bOkLYd]DYetVHoPQafmc

Fleet

BakeHa Oonsa ynpasseHus areHTaMu, GpoHT Yepes kibana. YnpaBneHune 4yepes NOANTUKN.
XXenaTesibHO CTaBUTb Ha OTAENbLHOM cepBepe. HacTpansaeTcs Yyepes Kibana Management - Fleet

{23 Management v

Dev Tools
Integrations
Fleet
Osquery

Stack Monitoring

B3anmogencTteme KOMMNOHEHTOB:

( data E

‘ Elastic Agent Elastic Agent ‘ m» Elasticsearch

Fleet Server ‘ ]
enle L—. get policy

return policy

. Fleet Ul
ooty —| [ o,

return policy

Fleet HacTpamBaeTcsa 4Yepe3 Policy B Kibana, HacTponku(policy) xpaHaTtcsa B Elasticsearch, a areHThl
perncTtpupytoTcs Ha Fleet Server, nony4atoT Yepes Hero KOHUrypauuto, 1 OTNPaBASAIT AaHHbIE B
Elasticsearch.

YctaHoBKa Fleet server


http://192.168.1.184:5601/
http://bobrobotirk.ru/uploads/images/gallery/2025-10/q3uimage.png
http://bobrobotirk.ru/uploads/images/gallery/2025-10/C5uimage.png

Ctasum Debian.

CHayvana c ElasicSearch konupyem ceptudunkaT Ha byaywimnin cepeep

sudo scp /etc/elasticsearch/certs/http ca.crt user@<fleet server host>:/tmp/

Ha Fleet

sudo mkdir -p /etc/elastic/certs

sudo mv /tmp/http ca.crt /etc/elastic/certs/
sudo chmod 644 /etc/elastic/certs/http ca.crt
sudo chown -R root:root /etc/elastic/certs
sudo chmod 755 /etc/elastic

sudo chmod 644 /etc/elastic/certs/http ca.crt

B kibana co3naem HoBbIN cepBep. YKa3biBaeM oTobpaxkaemoe nmsa n URL 6yayuiero Fleet server.
Ob6sa3aTenbHO YCTAaHOBUTL NOPT, nMHa4ve byaeT cTy4aTbCs Ha 443 N0 YMOHAHMIO U MOYEMY-TO He
noeper.

@ Get started with Fleet Server

First, set the public IP or host name and port that agents will use to reach Fleet Server. It
uses port 8228 by default @ we'll then generate a policy for you automatically.

Mame
fleetsecond

URL

https://192.168.1.197:8220

® Add another URL

I::B Make this Fleet server the default one.

Continue

Haxnmaem Generate... ELK creHepupyeT Habop KOMaHA, KOTOpble HE0BXOANMO BbIMNOJIHUTL Ha
6ynyuwiem Fleet cepsepe ons yctaHoBkn. MoxxHO BbibpaTb OC onsa komaHAabl. B kavecTse localhost


http://bobrobotirk.ru/uploads/images/gallery/2025-10/zJBimage.png

HY>XHO YKa3aTb agpec elastic cepsepa.

Fleet server policy and service token have been generated. Host configured at
https://192.168.1.197:443 . You can edit your Fleet Server hosts in Fleet Settings.

2 = Install Fleet Server to a centralized host

Install Fleet Server agent on a centralized host so that other hosts you wish to monitor
can connect to it. In production, we recommend using one or more dedicated hosts. For
additional guidance, see our installation docs .

Mac = Windows RPM  DEB

curl -L -0 https://artifacts.elastic.co/downloads/beats/elastic-agent/elas [§
tar xzvf elastic-agent-8.19.5-1inux-x86_64.tar.gz
cd elastic-agent-8.19.5-1inux-x86_64
sudo ./elastic-agent install \
--fleet-server-es=http://localhost:92688 \
--fleet-server-service-token=AAEAAWVsYXNBaWMvZmx17XQtc2VydmVyL3Rva2VuLTE
--fleet-server-policy=fleet-server-policy \
--fleet-server-port=8226

N K yCTaHOBOYHOWN CTPOKE HY>XHO 000aBUTb CCbIJIKY Ha cepTudunkaT. IToroBasa cTpoka:

sudo ./elastic-agent install --fleet-server-es=https://192.168.1.184:9200 --fleet-server-
service-
token=AAEAAWVsYXNOaWMvZmx1ZXQtc2VydmVyL3Rva2VuLTE3NjA2MTgzNzk5MjQ6U2tNMIRSczRRcWOOemV6aXZkR1Im
Zw  --fleet-server-policy=fleet-server-policy --fleet-server-port=8220 --certificate-

authorities=/etc/elastic/certs/http ca.crt

N ewe - TOKEH UMeeT BpeMs XXN3HU, MOITOMY Npu ownbke ero Hy>KHo 06HOBUTb.
YnpaBneHue KoHduUrypaumeu areHToB

Monntuku Fleet ynpaBnsatoT KOHGUrypaumen areHTos elastic. [laanTe HaCTPOMM HalUM areHTbl Ha
cbop cnctemHbix noros. Mepengem B pasgen Agent policies:

B paspene "Add Integrations" Mmo)xHO [o6aBUTb B NOANTUKY MOAYAMN AN cObopa AaHHbIX.

NHTerpaunn(integrations) aTo moaynn gns cbopa OaHHbIX U3 Pa3IMYHbIX UCTOYHUKOB. C
aKTyaJIbHbIM CMIMCKOM AOCTYMHbIX UHTErpaunim MOXXHO 03HAKOMUTLCA MO agpecy

https://www.elastic.co/integrations

HasanTte nobasum nHTerpaumto System. [1na 3Toro BBeAeM Ha3BaHME NHTerpaunm B CTOKe
nomncka, oTKpoeM ee n HaxmeM Add System. B HacTporkax Moayns System ectb onumns nobasnTb
NN N3MEHUTb (Palbl IOroB, KOTopble ByAyT MOHUTOPUTBLCA Ha cUcTeMax linux, TUMbl XXypHasioB
Windows
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Logstash

sudo apt-get install logstash

Beats packages.

sudo
# To
sudo
# To

sudo

apt-get
install
apt-get
install

apt-get

install <beat>
Filebeat, run this:

install filebeat

Metricbeat, run this:

install metricbeat

Beats & Logstash



