Co3paTb aupekToputo nginx_config.conf n BHyTpu cdann python _microservices

server {

listen 8080;

location /api/firstendpoint {

proxy pass http://firstendpoint:8000/api/firstendpoint;

location /api/secondendpoint {

proxy pass http://secondendpoint:8000/api/secondendpoint;

Compose:
version: '3.7'

services:
nginx:
image: nginx:latest
ports:
- "8080:8080"
volumes:

- ./nginx_config.conf:/etc/nginx/conf.d/default.conf

NcTOoYHUK
NGINX reverse proxy c https TepmuHauunen

O6cny>X1BaeT HECKOJIbKO JOMEHOB, A1 OJIHOrO U3 IOMEHOB MyTh /auth BeoeT Ha oTAe/bHbIN
cepsep

CTpyKTypa npoekKra:

>certs

.env


https://habr.com/ru/articles/799337/

docker-compose.yaml

nginx.conf.template

Pa3sMeLleHune cTaTu4eckux pannos

location /static {
alias /app/static;
# ONUMOHANbHO: HACTPOMKM LN CTAaTUKK
expires 30d;

add header Cache-Control "public, immutable"

OupekTopus certs: cepTudukaThbl B popmaTe <domain name>.crt 1 <domain name>.key

.env

# Backend cepBucel

WOOD BACKEND IP=192.168.1.194
WOOD BACKEND PORT=8000

HUB BACKEND IP=192.168.1.194
HUB BACKEND PORT=8021

HUB BACKEND WEB PORT=8020

WOOD AUTH IP=192.168.1.194
WOOD AUTH_PORT=8001

# [oMeHbI

HUB DOMAIN=hub.bobrobotirk.ru

HUB WEB DOMAIN=hubui.bobrobotirk.ru
WOOD_DOMAIN=wood.bobrobotirk. ru

nginx.conf.template
worker processes auto;
events {

worker connections 1024;

http {

include mime.types;



default type application/octet-stream;
sendfile on;

keepalive timeout 65;

# SSL-HacTponku

ssl protocols TLSv1.2 TLSvl.3;

ssl _prefer_server _ciphers on;

ssl ciphers 'ECDHE-ECDSA-AES128-GCM-SHA256:ECDHE-RSA-AES128-GCM-SHA256: ECDHE -ECDSA-AES256-
GCM-SHA384 : ECDHE -RSA-AES256-GCM-SHA384 ' ;

ssl session timeout 1d;

ssl session cache shared:SSL:50m;

# Upstreams
upstream hub backend {
server ${HUB BACKEND IP}:${HUB BACKEND PORT};

upstream hub backend web {

server ${HUB_BACKEND IP}:${HUB BACKEND WEB PORT};

upstream wood backend {

server ${WOOD BACKEND IP}:${WOOD BACKEND PORT};

upstream wood auth backend {

server ${WOOD_AUTH_IP}:${WOOD AUTH PORT};

# HTTP - HTTPS pepupekT

server {
listen 80;
server _name ${HUB DOMAIN} ${WOOD DOMAIN};
return 301 https://$host$request uri;

# KoHour pna hub.bobrobotirk.ru
server {

listen 443 ssl;

server _name ${HUB DOMAIN};



ssl certificate /etc/nginx/certs/${HUB DOMAIN}.crt;
ssl certificate key /etc/nginx/certs/${HUB DOMAIN}.key;

location / {
proxy pass http://hub_backend;
proxy set header Host $host;
proxy set header X-Real-IP $remote addr;

proxy set header X-Forwarded-Proto $scheme;

server {
listen 443 ssl;
server name ${HUB WEB DOMAIN};

ssl certificate /etc/nginx/certs/${HUB WEB DOMAIN}.crt;
ssl certificate key /etc/nginx/certs/${HUB WEB DOMAIN}.key;

location / {
proxy_pass http://hub_backend_web;
proxy set header Host $host;
proxy set header X-Real-IP $remote addr;

}

# KoHour pns wood.bobrobotirk.ru
server {

listen 443 ssl;

server_name ${WOOD DOMAIN};

ssl certificate /etc/nginx/certs/${WOOD DOMAIN}.crt;
ssl certificate key /etc/nginx/certs/${WO0OD DOMAIN}.key;

location /auth {
proxy pass http://wood auth backend;
proxy set header Host $host;
proxy set header X-Real-IP $remote addr;



location / {
proxy pass http://wood_backend;
proxy set header Host $host;
proxy set header X-Real-IP $remote addr;

Anropnt™m gobasneHuns ewe ogHoro endpoint:

®ainn .env KoHCTaHTbl, CBA3aHHbIe ¢ endpoint

ELSE BACKEND IP=192.168.1.198
ELSE BACKEND PORT=8000

®ann docker-compose .yaml

HobaBnsiem 3T KOHCTaHThLI B envsubst a5 MalnHbl Nginx

envsubst '$${ELSE BACKEND IP} $${ELSE BACKEND PORT} ...

N pobasnsiem ewe oavH cepsuc

else-backend:

image: else-backend:0.1

container name: else-backend

#restart: unless-stopped # ABTonepe3anyck npu owunbkax

ports:

- "${ELSE BACKEND PORT}:8000" # host:container

environment:

APP_ENV=production
LOG_LEVEL=info
WORKERS PER CORE=1 # OntumanbHo gna CPU-bound npunoxeHui

MAX_ WORKERS=4 # JIMMUT Ha cny4yan aBTOCKEWIUHra
TIMEOUT=120 # Makc. BpeMs BbINOSIHEHMA 3anpoca (cek)
KEEP_ALIVE=5 # MNoppepxka keep-alive coepuHeHuK

command: sh -c "uvicorn main:app --host=0.0.0.0 --port=8000 --reload"

volumes:

./backend/app:/app

B danne nginx.conf.template nobasnsem gBa pasgena



# Upstreams
upstream else-backend {

server ${ELSE_BACKEND IP}:${ELSE BACKEND PORT};

location /else {
proxy pass http://else-backend;
proxy set header Host $host;

proxy set header X-Real-IP $remote addr;

docker-compose.yaml

services:
nginx-proxy:

image: nginx:latest

container name: nginx-proxy

hostname: nginx-proxy

ports:
- "80:80"
- "443:443"

volumes:
- ./nginx.conf.template:/etc/nginx/templates/nginx.conf.template
- ./certs:/etc/nginx/certs

env file:
- .env # lopknwyaeM rnepeMeHHble U3 ¢ainna

command: >
/bin/sh -c "
envsubst '$${HUB BACKEND IP} $${HUB BACKEND PORT} $${HUB BACKEND WEB PORT}

$${WO0D_BACKEND IP}

$${WOOD BACKEND PORT} $${WOOD AUTH IP} $${WOOD AUTH PORT}
$${HUB_DOMAIN} $${HUB WEB DOMAIN} $${WOOD DOMAIN}'
< /etc/nginx/templates/nginx.conf.template
> /etc/nginx/nginx.conf
&& nginx -g 'daemon off;'

restart: no
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