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MepsBbiK B /projects_ogrinizer/compose-files BTopou B /projects_ogrinizer/compose-
files/Dockerhub

TepMuHosnorua

peecTp (registry unm hub) - cepsuc, oTBevaloWmn 3a XpaHeHNe N pacnpocTpaHeHne obpa3os.
peno3sutopun (repository) - Habop B3anmMocBa3aHHbIX 06pa30B, 00bIYHO pa3INYHbIE BEPCUMN
NPUNOXKEeHNS

Ter (tag) - andaBuTHO-UNDPOBON NAEHTUDNKATOP, NPUCBanBaeMbin 0bpa3am BHYTpU
peno3ntopusa (Hanpumep, 14.04 nnn stable). Teros moxxeT 6bITb MHOTO.

MpocTpaHCTBa UMEH:

e Ha4YMHalOLLMECH C TEKCTOBOW CTPOKN 1 cnewa (/), Takne kak amouat/revealjs B
peno3nTopum Docker Hub 310 06pa3bl, BbIFPY>XEHHbIE KOHKPETHbIM M0JIb30BaTENEM.

e MeHa 6e3 npednkCcos 1 cnewen, NpuHaaaexxaT NPOCTPAHCTBY UMEH «root»,
ynpasnsemMoMy koMmnaHuen Docker Inc.

e IMeHa C npedunKcamm B BUAe NMMeHN XoCcTa unu IP-agpeca npenctasnsaoT obpasbl,
XpaHsaLWwmecs B CTOPOHHUX peecTpax (He B Docker Hub). Hanpumep,
localhost:5000/wordpress

Docker coxpaHsaeT ayTeHTUMUKaLMOHHY MHdpopMaumto B daine .dockercfg, pacnosioXxeHHoM B
BalLleM JOMallUHEeM KaTaJsiore.

Co3paHue apxuBa obpasa u3 cywecTBylowero obpasa

Co3paem Dockerfile

FROM alpine:latest

ARG NODE ENV=production2

ENV NODE ENV=${NODE ENV}

RUN mkdir /var/www

RUN echo $NODE _ENV > /var/www/first.txt
CMD ["cat", "/var/www/first.txt"]

Cobupaem obpas

docker build -t bobrobot:1.0 .



CoxpaHsiem 06pa3, KONMpyeM 1 yCTaHaBMBAEM Ha HYXXHOW CUCTEME, N 3arMyCKaeM

docker save bobrobot:1.0 > bobrobot:1.0.tar
docker load -i bobrobot\:1.0.tar

docker run bobrobot:1.0

KomMaHpabl

KomaHpa Oon. nap.

docker login

docker logout

docker pull

docker push

docker search

docker build .

OnucaHue

Pernctpauunsa/sxon Ha cepsep
peecTtpa. Mo ymonyanuio Docker Hub.

docker login

https://hub.bobrobotirk.ru

Bbixon u3 peectpa Docker. No
yMmondaHuto Docker Hub.

3arpy>kaeT 3afaHHbIn obpas n3
peecTpa. PeecTp onpenensiercs no
nMeHn obpasa, Mo yMoJsHaHuIo
npuHumaeTcsa Docker Hub.

Bbirpy>kaeT obpa3 nam penosntopuin
B 3aJaHHbI peecTp. Mpn oTCyTCTBUMK
Tera BbIrpy>katoTcs Bce obpasbl
YKa3aHHOIro peno3nuTopus B
3aaHHbIN peecTp.

docker push

hub.bobrobotirk.ru/testimag

e

BbIBOOUT CMUCOK 06LLen0CTYMHbIX
peno3uTopues n3 peectpa Docker
Hub

Onpep.eneHme MMEHN peno3nTopusa n
Tera



KomaHpa Oon. nap. OnucaHue

docker tag <current> <in hub> YCcTaHaBMBaETCA COOTBETCTBUE
MMeHn ¢ 06pa3om, KOTOpbIN
ccblnaeTcs Ha obpas B perno3mTopum
Docker Hub
docker tag testimage
hub.bobrobotirk.ru/testimag

e

JlokanbHbiK hub (Teopus u3 pa3HbIX UCTOYHUKOB, KOe-4TO ycTapesLuee)

Mpumep

Ha cepBepHO CTOpOHE:

mkdir dockertest certs

openssl req -newkey rsa:4096 -nodes -sha256 -subj "/CN=dockertest" -addext "subjectAltName =
DNS:dockertest" -keyout dockertest certs/domain.key -x509 -days 365 -out

dockertest certs/domain.crt

docker run -d -p 5000:5000 -v $(pwd)/dockertest certs:/certs -e

REGISTRY HTTP TLS CERTIFICATE=/certs/domain.crt -e REGISTRY HTTP TLS KEY=/certs/domain.key --
restart=always --name registry registry

docker run --entrypoint htpasswd httpd:2 -Bbn testuser testpassword >> auth/htpasswd #pobaButb

nosib3oBatens

Ha kKnneHTCKon cTopoHe (13-nog root):

mkdir -p /etc/docker/certs.d/dockertest:5000

#pno06asutb B /etc/hosts 3anucb o cepsepe dockertest

scp sergey@dockertest:/home/sergey/dockertest certs/domain.crt
/etc/docker/certs.d/dockertest:5000/ca.crt

service docker restart

MepennHkoBaTb Ha KNMeHTe o6pa3 Ha HOBbLIN Xab 1 3arpy3nTb ero

docker tag amouat/identidock:0.1 dockertest:5000/identidock:0.1
docker push dockertest:5000/identidock:0.1

Mpumep docker-compose.yml Ans 3anycka JoKaJlbHOro peecTtpa


https://www.dmosk.ru/miniinstruktions.php?mini=docker-local-repo

services:

registry:

restart: always

image: registry

ports:
- "5000:5000"

environment:
REGISTRY HTTP TLS CERTIFICATE: /certs/domain.crt
REGISTRY HTTP TLS KEY: /certs/domain.key
REGISTRY AUTH: htpasswd
REGISTRY AUTH HTPASSWD PATH: /auth/htpasswd
REGISTRY AUTH HTPASSWD REALM: Registry Realm

volumes:
- ./dockertest certs:/certs

- ./auth:/auth

MpakTuyecku 3anyckK perucrtpa

MoCKOIbKY 3TO NOKa 4TO TECTOBLIN xab, pewunn caenaTb cepTudukaT LetsEncrypt. Ha dns

cepBepe caenan 3anucb canTta hub.bobrobotirk.ru. MpokuHyn nopTtel 443 1 8090 [0 BUPTYasibHOWN
MawwuHbl. Co3nan nanku

mkdir data
mkdir auth

mkdir certs

B nmanky certs ckonmpoBan cepTudunKaT 1 KOY. s co34aHnsa Nonb3oBaTeNen yCTaHOBUA
YTUANTY

sudo apt-get install apache2-utils

Co3pan nonb3oBaTend testuser ¢ naposieM StrongPassword

htpasswd -Bbn testuser StrongPassword > auth/htpasswd

IOna pobasneHnsa nonb3oBaTenen:

htpasswd -Bb auth/htpasswd user2 password2

Co3pan docker-compose.yaml


http://bobrobotirk.ru/books/linux/page/sertifikat-ot-letsencrypt

services:
registry-server:
image: registry:2.8.2
container _name: registry-server
restart: always
ports:
- "443:5000" # MepeHanpaBneHune HTTPS-Tpaduka

environment:

REGISTRY HTTP HEADERS Access-Control-Allow-0Origin: '["https://hub.bobrobotirk.ru"]"

REGISTRY HTTP_HEADERS Access-Control-Allow-Methods: '["HEAD", "GET", "OPTIONS",
"DELETE"]"'

REGISTRY HTTP_HEADERS Access-Control-Allow-Credentials: '["true"]'

REGISTRY HTTP HEADERS Access-Control-Allow-Headers: '["Authorization", "Accept",
Control"]'

REGISTRY HTTP_HEADERS Access-Control-Expose-Headers: '["Docker-Content-Digest"]"'

REGISTRY _AUTH: htpasswd

REGISTRY AUTH HTPASSWD REALM: Registry Realm

REGISTRY AUTH HTPASSWD PATH: /auth/htpasswd

REGISTRY HTTP TLS CERTIFICATE: /certs/cert.crt

REGISTRY HTTP TLS KEY: /certs/key.key

REGISTRY STORAGE DELETE ENABLED: "true"

volumes:
- ./data:/var/lib/registry # [Ins coxpaHeHWs OaHHbIX peecTpa
- ./auth:/auth # [Onsa ¢awna htpasswd

- ./certs:/certs # [Ona SSL ceptudukaTtos

registry-ui:
image: joxit/docker-registry-ui:main
container _name: registry-ui
restart: always
ports:
- "8090:80" # WHTepdenc pocTyneH no nopty 8090
environment:
SINGLE _REGISTRY: "true"
REGISTRY TITLE: "BobRobotIRK Docker Registry"
DELETE IMAGES: "true"
SHOW CONTENT DIGEST: "true"
NGINX PROXY PASS URL: "https://hub.bobrobotirk.ru" # URL peectpa
SHOW CATALOG_NB_TAGS: "true"
CATALOG_MIN BRANCHES: "1"

"Cache-



CATALOG_MAX BRANCHES: "1"
TAGLIST PAGE _SIZE: "100"
REGISTRY SECURED: "true" # PeecTp 3awuwueH aBTopu3auuen
CATALOG ELEMENTS LIMIT: "1000"
depends_on:

- registry-server

N no agpecy http://hub.bobrobotirk.ru:8090/ nosasuncs web nHTepgenc c aTopmsaumnen.

ABTOpW30BaJICs C APYroro cepeepa

docker login https://hub.bobrobotirk.ru

Co3pan Dockerfile

FROM alpine:latest

ARG NODE ENV=production2

ENV NODE_ENV=${NODE ENV}

RUN mkdir /var/www

RUN echo $NODE ENV > /var/www/first.txt
CMD ["cat", "/var/www/first.txt"]

Cobpan obpas (nopa nepexoanTb Ha buildx)

docker build -t testimage .
Toyka obo3Ha4vaeT pacnonoxxeHume Dockerfile)

OH nosiBuncsa B cnucke obpasos

docker images
REPOSITORY  TAG IMAGE ID CREATED SIZE
testimage latest 1f3755f48bea 3 minutes ago 7.83MB

No6asun Ter obpasy

docker tag testimage hub.bobrobotirk.ru/testimage

3arpy3un obpas Ha hub

docker push hub.bobrobotirk.ru/testimage


http://hub.bobrobotirk.ru:8090/

Ha, obpa3 oTobpasunca B cnucke. Tenepb Ha TpeTbEM CepBepe aBTOPU30BasICA Ha
hub.bobrobotirk.ru n nonpobosan 3anycTnTb KOHTeNHep 13 obpasa

services:
testapp:

image: hub.bobrobotirk.ru/testimage

Obpa3 ckavancs n KoOHTenHep 3anycTuacs. NMoBTOPUTbL 3TO BCE NPOCTO, @ B MNEPBLIA pa3 NoTpPaTu
Ha 3TO OAWH AEHb.

P.s. BTopoi BapuaHT, B C/ly4ae Han4ms BHeWHero nginx reverse proxy + https termination

services:
http-registry-server:
image: registry:2.8.2
container_name: http-registry-server
restart: no
ports:
- "${HUB BACKEND PORT}:5000" # MepeHanpasneHne HTTP-Tpaduka
environment:
REGISTRY AUTH: htpasswd
REGISTRY AUTH HTPASSWD REALM: Registry Realm
REGISTRY AUTH HTPASSWD PATH: /auth/htpasswd
REGISTRY STORAGE DELETE ENABLED: "true"
REGISTRY HTTP ADDR: 0.0.0.0:5000
REGISTRY HTTP NET: "tcp" # fIBHO yKa3biBaeM MpoTOKOS
REGISTRY HTTP HEADERS Access-Control-Allow-Origin: '["*"]'
REGISTRY HTTP_HEADERS Access-Control-Allow-Methods: '["HEAD", "GET", "OPTIONS",
"DELETE"]"
REGISTRY HTTP HEADERS Access-Control-Allow-Credentials: '["true"]'
REGISTRY HTTP HEADERS Access-Control-Allow-Headers: '["Authorization", "Accept", "Cache-
Control"]'
REGISTRY HTTP_HEADERS Access-Control-Expose-Headers: '["Docker-Content-Digest"]'
volumes:
- ./data:/var/lib/registry # [na coxpaHeHWs [aHHbLIX peecTpa

- ./auth:/auth # Ona danna htpasswd

http-registry-ui:
image: joxit/docker-registry-ui:main
container _name: http-registry-ui

restart: no



ports:
- "${HUB BACKEND WEB PORT}:80"
environment:
NGINX PROXY PASS URL: "http://${HUB BACKEND IP}:${HUB BACKEND PORT}"
SINGLE REGISTRY: "true"
REGISTRY TITLE: "${WEB TITLE}"
DELETE_IMAGES: "true"
SHOW CONTENT DIGEST: "true"
SHOW CATALOG NB TAGS: "true"
CATALOG_MIN BRANCHES: "1"
CATALOG _MAX BRANCHES: "1*"
TAGLIST PAGE SIZE: "100"
REGISTRY SECURED: "true" # PeecTp 3awuwueH aBTopuU3auuen
CATALOG_ELEMENTS LIMIT: "1le00"
depends_on:

- http-registry-server

Mpumepnb!

3arpy3ka obpasa c Terom latest B penosutopun amouat/revealjs n3 peectpa Docker Hub.

docker pull amouat/revealjs:latest

3arpy3ka obpasa 13 HeoduLMaIbHOIO peecTpa.

docker pull gcr.io/google-containers/git-sync:v3.1.5

OnpegpeneHve nmeHun penosmtopus identidock n Tera 0.1 gns obpasa, cobpaHHOro N3 JI0OKaJIbHOIO
dockerfile.

docker build -t "identidock:0.1"

YcTaHaB/MBaeTCHa COOTBETCTBME MMeH amouat/identidock c o6bpa3om, KOTOpbIN CCbINIAeTCS Ha
nM4A nonb3oBaTens amouat B penosntopun Docker Hub.

docker tag "identidock:0.1" "amouat/identidock:0.1"

CcbiNKHM

HacTporka nokasbHoro hub



https://www.dmosk.ru/miniinstruktions.php?mini=docker-local-repo
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