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?7? git

Co3paeM rnanky app u nepexogum B Hee.

KnoHunpyem git

git clone https://github.com/sudaka/irksecrets.git

Co3paem dockerfile

FROM ubuntu:latest

LABEL maintainer="..."

RUN apt-get update

RUN apt install -y python3 python3-pip uvicorn

RUN mkdir /var/www

WORKDIR /var/www

COPY ./irksecrets /var/www

RUN python3 -m pip install -r requirements.txt

EXPOSE 8000

ENTRYPOINT ["uvicorn", "irksecrets:app", "--host", "0.0.0.0", "--port", "8000"]

Co3pnaem obpas

docker build -t irkscweb:2.0 .

Co3pnaeM KOHTenHep

docker run -d --name fa2 -p 8000:8000 irkscweb:2.0

Cenyac KoHTenHep cepBuca Aos/mkeH 3apabotaTk, No agpecy 127.0.0.1/docs gomxkHa 6biTb
CTpaHuua cepsuca. OcTaHaB/IMBaeM CepBUC.

NHdbopmaumsa no odhuumanbHoMy obpasy postgres:

POSTGRES_PASSWORD=mysecretpassword
POSTGRES_USER

POSTGRES DB #npu otcyTcTBum byneT cosgaHa b/l
POSTGRES _HOST AUTH_METHOD



Bce hannbl .sql .sh B manke docker-entrypoint-initdb.d ncnonHsaioTca npu nHnurannsaunn b
MooHMMaemMca Ha oOuH YPOBEHb N co3aaeM nanky db.

Co3paeM CKpUMNT HaAaCTPOMNKN

create role irksecrets with login superuser;
alter role irksecrets with encrypted password 'Password';
create table secrets (chash char(64) primary key, enctext bytea);

alter database irksecrets owner to irksecrets;

FROM postgres

LABEL maintainer="sa@yandex.ru"

ENV POSTGRES PASSWORD 123458

ENV POSTGRES HOST AUTH METHOD md5

ENV POSTGRES DB: irksecrets

COPY *.sql /docker-entrypoint-initdb.d/ #uHuUT ckpunTbl, nNpu Hanuyuu B[l He 3anyckawTcCsH

EXPOSE 5432

Co3pgaem compose cann. AupekTopun app db pagom ¢ .yaml daniom

services

OOwebapp:

O00build: app/.

dddports:

0doO- target: 8000

0000 published: 8000
O00networks:

Oood- isnet

(0dbhost:

O00build: db/.

000environment:

0000- POSTGRES PASSWORD=Password
0o00- POSTGRES HOST AUTH_METHOD=md5
0000- POSTGRES DB=irksecrets
O00ports:

0O00- target: 5432

0000 published: 5432
O00networks:

Oood- isnet

O0networks:



O00isnet:
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dockerfile

3anyck bash B kKoHTenHepe:

docker run -i -t debian /bin/bash

YpnaneHue Bcex oCTaHOBJIEHHbIX KOHTEﬁHepOB

docker rm -v $(docker ps -aq -f status=exited)

Co3paHue KOHTEﬁHepa, YCTaHOBKa AO0MN. NPUJIO>KEHUA U 3aNlyCK

docker run -it --name cowsay --hostname cowsay debian bash
root@cowsay:/# apt-get update

root@cowsay:/# apt-get install -y cowsay fortune
root@cowsay:/# exit

docker commit cowsay test/cowsayimage

docker run test/cowsayimage /usr/games/cowsay "Moo"
CospaHue obpasa u3s docker panna

Dockerfile:

FROM debian:wheezy
RUN apt-get update && apt-get install -y cowsay fortune
ENTRYPOINT ["/usr/games/cowsay"]

Co3pnaHune obpa3sa n3 dockerfile

docker build -t test/cowsay-dockerfile .

I1puMep CKpPpMNTa Bbi30Ba Pa3HbIX I'IpMJIO)KeHVIﬁ npum yCTaHOBHEHHOﬁ TO4YKe BXona

nano entrypoint.sh

#!/bin/bash
if [ $# -eq 0 ]; then



/usr/games/fortune | /usr/games/cowsay
else

/usr/games/cowsay "$@"

chmod +x entrypoint.sh

DockerfFile:

FROM debian

RUN apt-get update && apt-get install -y cowsay fortune
COPY entrypoint.sh /

ENTRYPOINT ["/entrtypoint.sh"]
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services:
identydock:
build: . JJ0#build ccbinaetcs Ha docker file. Jlubo build, nubo image.
ports:
- "5000:5000"
environment:
ENV: DEV
volumes:
- ./app:/app # cTapoe onucaHue
- type: volume
source: counter-vol
0 target: /app
links:
- dnmonster

- redis

dnmonster:

image: amouat/dnmonster

redis:
image: redis
volumes:

[Jcounter-vol:



Postgresql

OcCHOBa MHCTPYKUUN Ha xabpe

MUHUMaNbHbIA compose alifl C BO3MOXXHOCTbIO MOAKJIOYUTLCS N3BHE, JIOTMHOM U NMapoJIeEM:

services:
postgres:

image: postgres:16.3

environment:
POSTGRES DB: "testdb"
POSTGRES USER: "testuser"
POSTGRES PASSWORD: "testpass"

ports:

- "5432:5432"

To4yka Bxoga ans nHuumanmsaumm 6asbel faHHbIX: docker-entrypoint-initdb.d Bce *.sql nnn *.sh
alisibl B 3TOM KaTaJsiore - CKpUnTbl 4nsa nHuymnanmsauum bL. etanm ncnonb30BaHUSA:

1. ecnn B y>xe 6bl1a NpoMHMUNANN3MpoBaHa paHee, TO HUKaKNe U3MEHEHUS K Hel
npuMeHATbCA He ByayT;

2. ecnun B KaTaJlore NpucyTCTBYEeT HECKOJIbKO (hainnio, TO OHM ByayT OTCOPTUPOBAHLI MO
MMEeHW C NCMOJIb30BaHNEM TeKyLLen siokanan (no ymonydaHuo en_US.utf8).

services:
postgres:
image: postgres:16.3
environment:
POSTGRES DB: "testdb"
POSTGRES USER: "testuser"
POSTGRES PASSWORD: "testpass"
volumes:
- .:/docker-entrypoint-initdb.d
ports:

- "5432:5432"

[na nocTosaHHOro pa3sMelleHns B Hy)>KHO MOAMOHTUPOBATb COOTBETCTBYOLLWIA KaTasor (Kyaa

OyaoyT COXPaHATLCA AAHHbIE) B KOHTENHEP U NPU HEOBXOANMOCTM NepeonpeneuTb NepeMeHHYIo
okpyxeHus PGDATA


https://habr.com/ru/articles/578744/

services:
postgres:
image: postgres:16.3
environment:
POSTGRES DB: "testdb"
POSTGRES_USER: "testuser"
POSTGRES PASSWORD: "testpass"
PGDATA: "/var/lib/postgresql/data/pgdata"
volumes:
- .:/docker-entrypoint-initdb.d
- mydata:/var/lib/postgresql/data
ports:
- "5432:5432"
volumes:

mydata:

MoaokntoyeHne K 6aze yepes psql

psgl -d testdb -U testuser -W -h 127.0.0.1 -p 5430



NgInx

CospaTb aupekToputo nginx_config.conf n BHyTpu cdann python_microservices

server {

listen 8080;

location /api/firstendpoint {

proxy pass http://firstendpoint:8000/api/firstendpoint;

location /api/secondendpoint {

proxy pass http://secondendpoint:8000/api/secondendpoint;

Compose:
version: '3.7'

services:
nginx:
image: nginx:latest
ports:
- "8080:8080"
volumes:

- ./nginx_config.conf:/etc/nginx/conf.d/default.conf

NCTOYHNK

NGINX reverse proxy c https TepmuHauunen

Ob6cny)XmBaeT HECKOJIbKO AOMEHOB, A1 OAHOI0 N3 4OMEHOB NyTb /auth BeaeT Ha OoTAENbHbIN
cepsep

CTpyKTypa npoekKTra:

>certs

.env


https://habr.com/ru/articles/799337/

docker-compose.yaml

nginx.conf.template

Pa3sMeLleHune cTaTu4eckux pannos

location /static {
alias /app/static;
# ONUMOHANbHO: HACTPOMKM LN CTAaTUKK
expires 30d;

add header Cache-Control "public, immutable"

OupekTopus certs: cepTudukaThbl B popmaTe <domain name>.crt 1 <domain name>.key

.env

# Backend cepBucel

WOOD BACKEND IP=192.168.1.194
WOOD BACKEND PORT=8000

HUB BACKEND IP=192.168.1.194
HUB BACKEND PORT=8021

HUB BACKEND WEB PORT=8020

WOOD AUTH IP=192.168.1.194
WOOD AUTH_PORT=8001

# [oMeHbI

HUB DOMAIN=hub.bobrobotirk.ru

HUB WEB DOMAIN=hubui.bobrobotirk.ru
WOOD_DOMAIN=wood.bobrobotirk. ru

nginx.conf.template
worker processes auto;
events {

worker connections 1024;

http {

include mime.types;



default type application/octet-stream;
sendfile on;

keepalive timeout 65;

# SSL-HacTponku

ssl protocols TLSv1.2 TLSvl.3;

ssl _prefer_server _ciphers on;

ssl ciphers 'ECDHE-ECDSA-AES128-GCM-SHA256:ECDHE-RSA-AES128-GCM-SHA256: ECDHE -ECDSA-AES256-
GCM-SHA384 : ECDHE -RSA-AES256-GCM-SHA384 ' ;

ssl session timeout 1d;

ssl session cache shared:SSL:50m;

# Upstreams
upstream hub backend {
server ${HUB BACKEND IP}:${HUB BACKEND PORT};

upstream hub backend web {

server ${HUB_BACKEND IP}:${HUB BACKEND WEB PORT};

upstream wood backend {

server ${WOOD BACKEND IP}:${WOOD BACKEND PORT};

upstream wood auth backend {

server ${WOOD_AUTH_IP}:${WOOD AUTH PORT};

# HTTP - HTTPS pepupekT

server {
listen 80;
server _name ${HUB DOMAIN} ${WOOD DOMAIN};
return 301 https://$host$request uri;

# KoHour pna hub.bobrobotirk.ru
server {

listen 443 ssl;

server _name ${HUB DOMAIN};



ssl certificate /etc/nginx/certs/${HUB DOMAIN}.crt;
ssl certificate key /etc/nginx/certs/${HUB DOMAIN}.key;

location / {
proxy pass http://hub_backend;
proxy set header Host $host;
proxy set header X-Real-IP $remote addr;

proxy set header X-Forwarded-Proto $scheme;

server {
listen 443 ssl;
server name ${HUB WEB DOMAIN};

ssl certificate /etc/nginx/certs/${HUB WEB DOMAIN}.crt;
ssl certificate key /etc/nginx/certs/${HUB WEB DOMAIN}.key;

location / {
proxy_pass http://hub_backend_web;
proxy set header Host $host;
proxy set header X-Real-IP $remote addr;

}

# KoHour pns wood.bobrobotirk.ru
server {

listen 443 ssl;

server_name ${WOOD DOMAIN};

ssl certificate /etc/nginx/certs/${WOOD DOMAIN}.crt;
ssl certificate key /etc/nginx/certs/${WO0OD DOMAIN}.key;

location /auth {
proxy pass http://wood auth backend;
proxy set header Host $host;
proxy set header X-Real-IP $remote addr;



location / {
proxy pass http://wood_backend;
proxy set header Host $host;
proxy set header X-Real-IP $remote addr;

Anropnt™m gobasneHuns ewe ogHoro endpoint:

®ainn .env KoHCTaHTbl, CBA3aHHbIe ¢ endpoint

ELSE BACKEND IP=192.168.1.198
ELSE BACKEND PORT=8000

®ann docker-compose .yaml

HobaBnsiem 3T KOHCTaHThLI B envsubst a5 MalnHbl Nginx

envsubst '$${ELSE BACKEND IP} $${ELSE BACKEND PORT} ...

N pobasnsiem ewe oavH cepsuc

else-backend:

image: else-backend:0.1

container name: else-backend

#restart: unless-stopped # ABTonepe3anyck npu owunbkax

ports:

- "${ELSE BACKEND PORT}:8000" # host:container

environment:

APP_ENV=production
LOG_LEVEL=info
WORKERS PER CORE=1 # OntumanbHo gna CPU-bound npunoxeHui

MAX_ WORKERS=4 # JIMMUT Ha cny4yan aBTOCKEWIUHra
TIMEOUT=120 # Makc. BpeMs BbINOSIHEHMA 3anpoca (cek)
KEEP_ALIVE=5 # MNoppepxka keep-alive coepuHeHuK

command: sh -c "uvicorn main:app --host=0.0.0.0 --port=8000 --reload"

volumes:

./backend/app:/app

B danne nginx.conf.template nobasnsem gBa pasgena



# Upstreams
upstream else-backend {

server ${ELSE_BACKEND IP}:${ELSE BACKEND PORT};

location /else {
proxy pass http://else-backend;
proxy set header Host $host;

proxy set header X-Real-IP $remote addr;

docker-compose.yaml

services:
nginx-proxy:

image: nginx:latest

container name: nginx-proxy

hostname: nginx-proxy

ports:
- "80:80"
- "443:443"

volumes:
- ./nginx.conf.template:/etc/nginx/templates/nginx.conf.template
- ./certs:/etc/nginx/certs

env file:
- .env # lopknwyaeM rnepeMeHHble U3 ¢ainna

command: >
/bin/sh -c "
envsubst '$${HUB BACKEND IP} $${HUB BACKEND PORT} $${HUB BACKEND WEB PORT}

$${WO0D_BACKEND IP}

$${WOOD BACKEND PORT} $${WOOD AUTH IP} $${WOOD AUTH PORT}
$${HUB_DOMAIN} $${HUB WEB DOMAIN} $${WOOD DOMAIN}'
< /etc/nginx/templates/nginx.conf.template
> /etc/nginx/nginx.conf
&& nginx -g 'daemon off;'

restart: no
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OfOnH 13 caMbIX MPOCTbIX S3-COBMECTUMbIX CEPBEPOB - Minio (ourumMasnbHbIn CanT) Ewe ecTb
FreeNAS.

3anyck cepBepa

Compose tainn oasa TecToB:

services:
minio:
image: minio/minio:latest
container name: minio
restart: unless-stopped
volumes:
- minio-storage:/data
- minio-config:/root/.minio
environment:
- MINIO ROOT USER=miniuser
- MINIO ROOT PASSWORD=admin123
command: server /data --console-address ":9001"
ports:
"9000:9000"
- "9001:9001"
volumes:
minio-storage:

minio-config:
3anyckaeT cepsep APl Ha 9000 nopTy, web nHtepdenc ynpasneHus Ha 9001

+ cepTuduKkaThl

To)xe nHTepecHo

HacTtpounka bucket

Co3paeTcs rpynna c npaBoM readwrite, co3gaeTcs nonb3oBaTeslb U NPUBSA3bIBAETCA K Fpynne.
Co3paeTcs bucket.

M3-nopg nonb3oBaTens co3faeTcs KoY gocTyna.


https://min.io/
https://habr.com/ru/companies/veeam/articles/517392/
https://pressanybutton.ru/post/primenenie-docker/sobstvennoe-s3-hranilishe-na-baze-minio/




Mariadb

YcTaHOBKa KJiMeHTa mariadb

sudo apt install mariadb-client

mysql -u user -p -h 127.0.0.1 -P 3306

Dockerfile
FROM mariadb:latest

# YCcTaHaBnMBaeM MepeMeHHble OKpyXeHus

ENV MYSQL _ROOT_ PASSWORD=. ..

ENV MYSQL DATABASE=. ..

ENV MYSQL USER=...

ENV MYSQL PASSWORD=. ..

#ENV MYSQL ROOT HOST= 'S’ # Pa3spewnTb root-nopkmoyeHus ¢ nwboro xocTta

(onuMoHanbHO)

# Konupyem SQL-ckpunT Of8 OOMNOSHUTENbHBIX Mpas

COPY ./init.sql /docker-entrypoint-initdb.d/

init.sql

GRANT ALL PRIVILEGES ON wood db.* TO 'wooduser'@'s';
FLUSH PRIVILEGES;

docker-compose.yami

services:
mariadb:
image: hub.bobrobotirk.ru/appone-db:0.1.0
container _name: mariadb
volumes:
- ./dbdata:/var/lib/mysql
ports:
"${MYSQL PORT}:3306"

restart: unless-stopped



Ewe BapunaHT:

services:
mariadb:

image: mariadb:10.11

container name: mariadb

restart: unless-stopped

environment:
MARIADB ROOT PASSWORD: rootpassword
MARIADB DATABASE: mydb
MARIADB USER: myuser
MARIADB PASSWORD: mypassword

ports:
- "3306:3306"

volumes:
- ./mariadb_data:/var/lib/mysql
- ./init:/docker-entrypoint-initdb.d



